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INTRODUCTION

Congratulations on your purchase of the GefenTV Ethernet Over PLC. Your
complete satisfaction is very important to us.

Gefen TV

Gefen TV is a unique product line catering to the growing needs for innovative
home theater solutions. We specialize in total integration for your home theater,
while also focusing on going above and beyond customer expectations to ensure
you get the most from your hardware. We invite you to explore our distinct
product line and hope you find your solutions. Don’t see what you are looking for
here? Please call us so we can better assist you with your particular needs.

The Gefen Ethernet Over PLC

Send RJ-45 Ethernet signals over power lines in the walls of your home with the
GefenTV Ethernet Over Power Line Bridge. The Bridge’s sender and receiver
units send Ethernet through the walls of a building at a distance of up to 1000
feet.

Ideal for tough installations where running CAT5/CAT6 cable is not possible,
these devices breathe new life into remote network extensions.

How It Works

Connect your Ethernet network cables to the GefenTV Ethernet Over Power Line
Bridge Sender unit, then plug the Bridge's Sender into a nearby power outlet.

At the desired reception area in another room, plug the Bridge's Receiver into

a power outlet. Power cycle your equipment and you will now receive network
signals at your remote destination as if you had cabled the run with Ethernet
cables.



OPERATION NOTES

READ THESE NOTES BEFORE INSTALLING OR
OPERATING THE GEFENTV ETHERNET OVER PLC

This device passes all 10/100BASE-T Ethernet network protocols (TCP/
IP, NETBUEI, Microsoft Networking, etc.) at speeds of up to 200Mbps (Full
duplex fast Ethernet).

All devices connected to the sending and receiving nodes must be on the
same power phase to communicate properly.

Multiple receiving nodes can be used on the same in-house power line
system to extend the network to multiple locations.

Performance of GefenTV Ethernet Over PLC can be affected by “noisy”
devices on the power lines. This can be alleviated by using a PLC filter
(Part# GTV-PLC-FUS for US and GTV-PLC-FEU for Europe). Offending
devices need to be connected to the PLC filter before being connected to the
wall outlet.



FEATURES

Features

Supports up to 200 Mbps data transmission rate

Extension of up to 200 feet (60 meters)

Web configuration for easy maintenance

Features include IGMP multicast, VLAN, and QOS packet management
3DES 168 bits encryption used for secure operation

Four RJ-45 Ethernet ports

Package Includes

(1) GefenTV Ethernet Over PLC sender
(1) GefenTV Ethernet Over PLC receiver
(1) 3 foot Ethernet Patch Cable

(2) Power Adapter Cables
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SENDER PANEL DESCRIPTIONS

Standby Button

Pressing this will put the sending unit in standby mode. The unit will not
transfer any information to the receiving unit in this mode. To release
standby mode, simply press the button again.

Ethernet Input Port

Connects to the Ethernet source (i.e a router, computer, or Internet
connection) via a standard network cable.

Security/Reset Button

Pressing this button for 2 seconds will activate the Automatic Security
Configuration (please see page 17). Pressing this button for more than 10
seconds will perform a factory reset.

AC Power Cable Input
Input for the supplied AC power cable.
LAN LED

This LED will activate when a connection to a valid Ethernet source is
established. It will blink when activity is detected to signify that data is
actively being trafficked to and from the receiver.

Link LED

This LED will activate once a link has been established between the sending
and receiving units. It will blink when activity is detected to signify that data is
actively being trafficked.

Power LED
This LED will activate once the included power supply is properly connected.
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RECEIVER PANEL DESCRIPTIONS

10.

Standby Button

Pressing this will put the receiving unit in standby mode. The unit will not
transfer any information to the sending unit in this mode. To release standby
mode, simply press the button again.

Ethernet Input Port (1 through 4)

Connects to an Ethernet device (i.e a computer or gaming system) via a
standard network cable. 4 ports are available for 4 separate devices.

Security/Reset Button

Pressing this button for 2 seconds will activate the Automatic Security
Configuration (please see page 17). Pressing this button for more than 10
seconds will perform a factory reset.

AC Power Cable Input
Input for the supplied AC power cable.
LAN 1 LED

This LED will activate when a connection from a valid Ethernet device to
Ethernet port 1 is established. It will blink when activity is detected to signify
that data is actively being trafficked to and from this port.

LAN 2 LED

This LED will activate when a connection from a valid Ethernet device to
Ethernet port 2 is established. It will blink when activity is detected to signify
that data is actively being trafficked to and from this port.

LAN 3 LED

This LED will activate when a connection from a valid Ethernet device to
Ethernet port 3 is established. It will blink when activity is detected to signify
that data is actively being trafficked to and from this port.

LAN 4 LED

This LED will activate when a connection from a valid Ethernet device to
Ethernet port 4 is established. It will blink when activity is detected to signify
that data is actively being trafficked to and from this port.

Link LED

This LED will activate once a link has been established between the sending
and receiving units. It will blink when activity is detected to signify that data is
actively being trafficked to and from the sender.

Power LED

This LED will activate once the included power supply is properly connected.



GEFENTV ETHERNET OVER PLC SOFTWARE INSTALLATION

How to Connect the GefenTV Ethernet Over PLC

Installation of the GefenTV Configuration Assistant

1. Insert the included installation CD-ROM into your computer that will be used
to configure the GefenTV Ethernet Over PLC.

2. The auto run will begin the installation process. If auto run does not start or
auto run has been disabled, please navigate to “X:\" drive (where X is the
drive letter or your CD-ROM drive) and run the “autorun.exe” file.

3. Click on the Install Utility option.
€D Autorun g'”

Gefen(¥
EthEl‘hEt Over Power Line

Install Utility> I3 Quick Installation Guide
%% Browse CD [J User Manual Guide i

4. Choose your preferred language and click on the OK button to continue.
(Currently English is the only selectable language)

Installer Language

L, '11 Please select a language.

T

L conel ]




GEFENTV ETHERNET OVER PLC SOFTWARE INSTALLATION

5. Close all other applications and press the Next button to continue.

thErnel over: ;‘J‘J‘;i‘ai“ LIJ"JE Setip) ijmi

Welcome to the Gefen TV Ethernet
over Power Line Setup Wizard

This wizard will guide you through the installation of Gefen
TV Ethernet over Power Line,

It is recommended that you close all other applications
before starting Setup. This will make it possible to update
relevant system files without having to reboot your
computer,

ATTENTION: To install the software, you must have
administrator user privileges, 1f you do not have such
privileges, please contact your systems administrator,

Click Mext to continue,

(&ext> | D cancel |

6. Please read the license agreement and click on the | Agree button to
continue.

® Gefen TV Ethernet over Power Line Setup

Licenze Agreement [
Plzase review the license terms before instaling Gefen TV Ethemnet over Power Ling. i ;,

Press Page Down ko see the rest of the agresment.

ICACE Technologies ~
"WinPcap Professional Software License Agreement.

This WirPcap Professonal Software License Agresment
" Agreement”) is made as of

{“Effectiva Dabe") by and batween CACE Technologias
LLC with offices located ak 1949 Sth Street, Suite 103,
Davis, Califorria, USA, ("CACE™ or Licensor”) and
Licensee as defined hereunder

If you accept the terms of the agreement, dick I Agree to continue. You must accept the
agresment to instal Gefen TV Ethernet over Power Line.

[ <Bar.( |[ 1 Agree ]Dcamel ]




GEFENTV ETHERNET OVER PLC SOFTWARE INSTALLATION

8.

Please choose the program installation destination. The default location

is “C:\ Program Files\Gefen TV Ethernet Over Power Line”. To set your
own destination, click on the browse button and navigate to your preferred
location. Click the install button to continue.

@ Gefen TV Ethernet over Power Line Setup g 0 E]
Choose Install Location r\.. :f
Choose the folder in which to install Gefen TY Ethernet aver Power Line. i "»

Setup will install Gefen TV Ethernet over Power Line in the following Folder. To install in a
different folder, click Browse and select another folder, Click Install to start the installation.

Destination Folder
Browse...

C:\Program Files\Gefen TV Ethernet aver Power Line

Space required: 5.3MB
Space available: 88.8GE

I < Back (" Install D[ Cancel !

The program files will copy to the specified location in the previous step.
When the process is complete, you will see the window below. Click on the
finish button to complete the software installation process.

@ Gefen TV Ethernet over Power Line Setup

Completing the Gefen TV Ethernet
over Power Line Setup Wizard

Gefen TV Ethernet over Power Line has been installed on
your computer.

Click Finish to close this wizard.

10



CONNECTING THE GEFENTV ETHERNET OVER PLC

1. Connect the source (i.e. computer, router, switch) to the GefenTV Ethernet
Over PLC sender unit using the supplied CAT-5e cable.

2. Connect the Ethernet devices (i.e. computer, game system, set-top box)
to the GefenTV Ethernet Over PLC receiver unit. Up to four devices are
supported.

3. Connect the included power cables to both the GefenTV Ethernet Over PLC
sending and receiving units. Please ensure that the sender and receiver
units are connected to the same power line system on the same phase.

POWER LED: Once the power cable is connected, the Power LED should
become active with a solid blue color.

LAN LED: When a valid Ethernet connection is detected on the sending and
receiving Ethernet jacks, their corresponding LED’s will become active and
should emit a solid blue color.

LINK LED: The Link LED should be flashing red on initial boot up. Once a link
between the sending and receiving units has been established, it will emit a solid
blue color on both units.

IMPORTANT: The Link LED must be emitting a sold blue color before
configuration can continue. If this LED continues to flash red on both the sending
and receiving units, it is possible that they are not on the same phase. Please
confirm that both the sending and receiving units are attached to the same phase
by trying the unit on another power outlet.

11



CONFIGURING THE GEFENTV ETHERNET OVER PLC

Once both the sending and receiving units are linked and powered, basic
configuration can proceed. This section of the manual refers to the sending unit
as the LOCAL NODE, and the receiving unit as the REMOTE NODE.

NOTE: The following steps are for manual configuration of the nodes for a
basic secure network. These steps are optional, as the nodes will function with
their default settings. However, for security and performance purposes, it is
recommended that the following steps be performed. Automatic configuration is
also possible using the Automatic Security Configuration feature on page 17 in
lieu of the procedure outlined in this section.

1. Ensure that both the local and remote nodes are powered and are properly
linked.

2. Confirm that the computer with the installed GefenTV Ethernet Over PLC
software is connected to the local node.

3. Start the Gefen TV Config Tool from this location:
Start Menu \ All Programs \ GefenTV Ethernet Over Power Line \ Gefen TV Config Tool

4. The introduction screen should appear as the image below. Click on the next
button to continue.

Gefen TY configuration assistant

Welcon;e to the assistant for the Gefen
- TV configuration
Gefen®

Thiz assistant will help you to configure your Gefen PLC node.
Once the assistant is finished, the Gefen PLC node will be fully
ready for ts use.

Before you start the assistant, be sure that the Gefen PLC
/ ¥\, MNodes are correctly connected to the electric network.

Besides be sure you have the ETH wire connecting
correctly the modem with the computer.

v2.7.228

A

[ News> | B |

5. The program will begin to search for all connected nodes.

@ Searching nodes. .

([T

12



CONFIGURING THE GEFENTV ETHERNET OVER PLC

6. Once all possible nodes have been detected, the program will display all of
these nodes as in the window below.

Gefen TV canfiguration assistant

Gefen TV configuration assistant
Gefenm § ) The assistart detected follwing nodes in the eleciric network. I you think more nodes shousd be shown,
\()bc dos ore and press "Uipdate Lisi". Once sl nodes are in the kst, select the nods
by configure and prezs e ” buthon
I you do not remember the password of the node, you will have o reset the node with
factory values pressing Factory Resst”,
MAC Het 1D Aliaz AP Quality
ETH connectednode |gn1zenscroos ™ R
PLC connected nodes | po120x9c7008 AP 183 f 161
%\ Updats List
LY
Fon] |

The local node that the computer is connected to will appear as the “ETH
connected node”. All remote nodes will be listed as “PLC connected nodes”.

NOTE: Both the local and remote nodes must use the same Net ID and
encryption passwords for proper operation. These will be configured in the next
step. However, it is important to configure the remote nodes first. If the local node
is configured first, all remote nodes will become inaccessible and will have to be
removed from their locations and physically connected to the computer, where
they can be configured to match the local node’s settings.

7. To begin configuration, click on the mac address of the remote node (PLC
connected node) and then click on the next button.

Gefen TV canfiguration assistant

Gefen TV configuration assistant

Gefenm :pbn:anmuen:?::mmmmemmuwk M yios think more Podes should ba shown,

and press “Updabe List™, Once s nodes are in the kst, select the node
to configure snd press Tead” buthon

I you do not remember the password of the node, you will have o reset the node with
tactory values pressing Factory Resst”,
MAC Het 1D Aliaz AP Quality
ETH connectednode |aa1zonscians ™™ RX
PLC connected AP 183 f 161

%\ Update List

(cPoin JC  te D [ Ea ]
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CONFIGURING THE GEFENTV ETHERNET OVER PLC

v/’ Gefen TV configuration assistant

m "=y This is the current configuration of the PLC node. If you want to modify
some parameter, do i and press "Nexd" button.

PLC Node configuration
Current firmware spirt_dwi0p_9010s2_4_6_G_cvs

Net ID
Encryption key
Aliag

Kind of node
Mew password

Confim password

[<reinl]| Net> ] ) 2 ]

The PLC node configuration screen is separated into the following items:

NET ID

This is the name of the network. This name must be the same for both the local
and remote nodes for proper operation. The NET ID can be an ASCII string up to
20 characters long.

ENCRYPTION KEY

This is the password needed for network authentication by all nodes. If you wish
to set an encryption key, please set the NET ID first. The password can be an
ASCII string up to 24 characters long.

ALIAS
This name is for easy identification of the node. This can be an ASCII string of up
to 10 characters long. This field is optional.

NEW PASSWORD (CONFIGURATION PASSWORD)

This is to set the configuration password. If a new password is set here, the
configuration tool will ask for it every time you access the node. The default
password is “paterna”. This field is optional.

CONFIRM PASSWORD
The password entered into the new password listing above must also be entered
here. This is for confirmation purposes.

Enter the Net ID, encryption key, and alias into the corresponding fields. Once
these fields are completed, click on the next button to continue.

14



CONFIGURING THE GEFENTV ETHERNET OVER PLC

9. Once the update is complete, a message will appear to indicate the update
was successful. Click on the ok button to continue.

Gefen Config Tool @

- | ) Updated successfully!!!

10. Once the update to the remote node is complete, you will be presented with
a window that will give the option to either return to the main configuration
window or continue with advanced configuration.

Gefen TV conﬁguraliun assistant

Gefen TV configuration assistant

= Gefen(¥

Gefen TV Config Tool v2.7.228

( i PLC node configuration completed successfully,
PLC node is now ready to use.

Please, press "Next" to keep configurating nodes.
Press "Advanced” for advanced operations.

I Advanced... ]

A New> D[ Ea |

For basic usage, it will not be necessary to continue to the advanced
configuration. For advanced options, please see the ADVANCED
CONFIGURATION section on page 19. To continue with the basic configuration,
click on the next button.

15



CONFIGURING THE GEFENTV ETHERNET OVER PLC

11. Once the configuration for the remote node is complete, the local node will
then have to be configured. Click on the local node which is labeled as the
“ETH connected node” and press next to continue.

Gefen TV canfiguration assistant

Gefen TV configuration assistant

Gefenm n\eanaﬂmﬂmﬂoﬂmmﬁeanihe*dmluwk M yios think more Podes should ba shown,
ditrs and preess “Uipdnte List*, Once s nodes are in the ist, select the node
no:r.mwz and press Thed” button

I you do not remember the password of the node, you will have o reset the node with

Tactory values pressing Factory Resst”

Het ID Alias AP Quality
ETH connected nod T RX

PLC connected nodes | 001208 AP 183 f 161

B01Z0KSCTEOY

\ Update List

(cPemn] € v D[ & ]

12. Using the same Net ID and encryption key from the remote node, input
the same information into the corresponding fields for the local node. The
Alias field should be set to a different name as the remote node for easy
identification.

Gefen TY configuration assistant

Gefen TV configuration assistant
Gefenl® \i) This is the current configuration of the PLC node. If you want to modify

some parameter, do i and press "Next” button,
PLC Node configuration
Current firmware spirt_dwi0p_9010s2_4_6_G_cvs

Met ID
Encryption key
Aliag

Kind of node
Mew password

Confim password

|<Ptev-ousﬂ| Next > I) Exit I

Once the information has been input, click on the next button to continue. A
confirmation window will appear once the update is complete. The same window
in step 10 will appear with the option to continue with the advanced configuration.
It is not necessary to continue with the advanced configuration for basic
operation. Click on the next button to return to the main configuration window and
exit the configuration tool by clicking on the exit button.

16



AUTOMATIC SECURITY CONFIGURATION FEATURE

To quickly setup the Gefen TV Ethernet Over PLC for secure use, the Automatic
Security Configuration Mode (ASCM) can be activated on each node. Follow the
below steps to automatically setup a secure connection between multiple nodes.

It is important to understand these concepts before proceeding with the
Automatic Security Configuration.

Master Node (Fixed Access Point) - The Master node is the unit that all of
the Slave nodes use to copy the Net ID and Encryption Key from. Because
all of the nodes on a network need to have the same Net ID and encryption
key to operate properly together, there needs to be a single Master node
that stores the information that all other Slave nodes will use to properly
configure themselves. A Master node is indicated by its Power LED glowing
a solid RED color. It is recommended to have only one Master node on the
PLC network.

Slave Node (Normal) - A node in this mode will be indicated by its Power
LED glowing a solid Blue color. Multiple Slave nodes can be on the same
PLC network.

Automatic Security Configuration Mode (ASCM) - This mode is initialized

by pressing and holding the Security/Reset button on the front panel for
approximately 2 seconds. Once the node’s Power LED begins flashing RED,
release the button. This mode lasts for approximately 30 seconds and will
return to normal operation after this time period.

Both the Master and Slave nodes must be in ASCM for the automatic
procedure to complete successfully.

When a Slave node initializes ASCM, it will first attempt to find a Master
node in ASCM. If a Master node in ASCM is not found, it will assume the role
of the Master node. To avoid accidentally setting a Slave node as a Master
node, make sure that the Master node is in ASCM when activating a Slave’s
ASCM.

Any Slave node that assumes the role of a Master node will automatically
have a random ASCII Net ID and Encryption Key generated.

Connect the computer with the installed Gefen TV Config Tool software to
the node that you wish to initially set as the Master node.

If a node is connected to media server or router, it is recommended that this
node be set as the Master node for increased performance.

Please refer to the next page for step by step instructions on how to activate the
Automatic Security Configuration feature for the Gefen TV Ethernet Over PLC
nodes.

17



AUTOMATIC SECURITY CONFIGURATION FEATURE

1. Connect the computer with the installed Gefen TV software to the node you
wish to set as the Master node.

2. Press and hold the Security/Reset button on the node (ASCM), located on
the front panel, for approximately 2 seconds. The Power LED should begin
to flash RED, then release the button.

3. After approximately 30 seconds, the Power LED should stop flashing and
glow solid RED. This indicates that it is now a Master node. If this node was
a Slave node (normal node) before this process, it will now have a randomly
generated ASCII Net ID and Encryption Key set.

4. Open the Gefen TV Config Tool (page 12). There should be a random
ASCII value as the Net ID. If you wish to use this Net ID for the other Slave
nodes, proceed to step 5. Otherwise, you can now set your own Net ID and
encryption password which will be applied to all of the Slave nodes in the
next step. To do this, click on the local “ETH connected node” MAC address
and press the next button. Change only the Net ID and encryption password
fields and click on the next button. Once the local node has been updated,
proceed to step 5.

5. For this step to complete successfully, both the Master and Slave nodes
have to be in ASCM. To do this, press and hold the Security/Reset button on
the Master node for approximately 2 seconds. The Power LED should begin
flashing RED. Within 30 seconds, press and hold the Security/Reset button
on the Slave node(s) for 2 seconds to enter ASCM. The Slave node’s Power
LED should also begin to flash while it receives the Net ID and Encryption
Key information from the Master node. Once the Power LED on both the
Master and Slave nodes stop flashing and glow solid, the setup will be
complete. Check this by opening the Gefen TV Config Tool and seeing that
all nodes have the same Net ID.

NOTE: If the Slave nodes are located at a great distance from the Master node,
it is recommended that Step 5 be repeated for each Slave node separately.

The window that each device remains in ASCM is only 30 seconds, and it may
not be possible to put all Slave nodes in the ASCM within the time frame. It is
also possible to temporarily relocate the Slave nodes to a PLC port closer to

the Master node for this configuration process, and then move them to their
permanent location after this process is complete. If a Slave node is accidentally
set as a Master node, you can hard reset the node by pressing and holding the
Security/Reset button for approximately 10 seconds. This will revert the node to a
Slave node and reset all internal configurations to factory settings.

18



ADVANCED CONFIGURATION

There are optional advanced settings that can be configured for each node. The
advanced menu can be accessed directly through the main configuration page.
Click on the MAC address of the node you wish to configure and click on the
advanced button to the left of the node listing.

Gefen TV configuration assistant

Gefen TV configuration assistant
Gefen[ll (5 meossto e tokowin nodes nthe cleciric network i you think more nodes shouid be chown,
be sure these nodes are connectad and press "Update List™. Once all nodes are in the lzt, select the node
o configure and press "Hesd” buthon.
I you do not remambser the password of the node, you will have 10 reset the node with
tactory valies pressing Factory Resel”
Alias AP Quakity
ETH connected ™ Rx
PLC connected nodes | go 13 n TV Coax Recei RP 156 f 155
G==]
~———
Factory Feset
[cPovows | [ Wet> | [ &2 |
PLE Nade advanced configue ation
PO D0V 2E ST a (@
A ormeal | Natware | Mac | Py | Muticast| Seculy| Vian | QoS | OaS Advanced
MODEL=0'W10P_5010 Hosdwate Reset Factoty Resat
N,
VERinspak_dwl O, 9010 52 4_6.6_cvs
[MAC_ADUR~001 TESCTOR Fismware Update
[MAC ADDR_MESSABE =Hot Vakd Plescs, px
iP_CONFIG_OPTIONS=THCP Fued Upgrade Frotocol 3
1 CONFIG=Faned
IP_ADDR=1321682.173 Serves IP Addiess.
HE TMASK <2555 255 295 0
GATEWAY=0.000 FTP Usee
IP_CONFIG_NVRAMsFpeed
P ADDR_VRAMa152 1682179 FIF Posmand
[NE TMASE,_NVRAM=255 255 2650
(GATEVAT INRAG 000 Fiahiee [
[SYNC_STATE=Dore Uy Section
MODE STATEA13 date 3
AGE._Fo<_STATEEnabled
IFCG_STATE =S
ey ked
ACCESS_STATE-DONE Upgrade Firmware
(AUTOCONF_STATE=
LM EOOTS=2 Famneate File CaJ
EXTATYPE 100 Mbos
EATA S TATE ook
ExTE
EMTE
PLC_Coii T-%
PLC CD AD o
CTION PHY_ I HPUT155 bbl

Hardware Reset

This will reboot the node. Settings made in this menu will be applied once the

node is restarted.

Factory Reset

This will return the node to factory default settings. A password is required to
complete this operation. The default password is “betera”.

19



ADVANCED CONFIGURATION

Firmware Update
This section is used to update the node’s firmware from a server location. Please
see the Firmware Update section on page 27 for full details.

Upgrade Firmware
This section is used to update the node’s firmware from a file. Please see the
Firmware Update section on page 27 for full details.

NETWORK

l:mcmmzr?ms A| | Genesal| Network [Mac | Py | Mubicast | Secunty| Van | 05 | DS Advanced

MODELADW1(P_ 010 M changes innebwark 2 have effoct nes vt
svsupme-ouem
mnn_smm_l_s B_eve
DR=001 2ESCT00
MAC_ADDR_MESSABE =hct Vaid. Piaase, up<
IP_CONFIG_DPTIONS-DHCE" Feed 1] Cortiguasion Toed 3

IP_.»\-DD’l 192188 21?9
MASK:

Network Configuration

CONFIG NVRAM-F: Fixed IP Configuration

NETMAST, NVRAM=255 255 255 P Adde =
wg\_vw,mm-nouo ! = 1921682179
Subrnet Mask.
WODE STATE 3 * ikl
é@mz E nabled Delwd Gateway IP Address 152 168.21]

STATEsS
(AGC_T,_STATEsDissbled
it

ACCESS S nTE-DEDNE

EXTA_STATE=Forwaidng

EXTE_STATE=
PLC_CONNECTION_PORT="S
PLC_CONNECTION_MAC_ADDR=D012069C7
PLC_COMNECTION_PHY_Tx_RPUT="156 Mbg
PLC_CONNEC :

PLC_COMNE N«E‘;‘le“snh"

IP Configuration
For access to the node’s web configuration tool an IP address must be assigned.
Options are:

Fixed - Manually assigned IP address
DHCP - IP assigned by the networks DHCP server

Fixed IP Configuration
Assign an IP address, subnet mask, and default gateway for web tool access.

Click on the update button to apply settings made in this tab.

20



ADVANCED CONFIGURATION

MULTICAST

PLE Mode advanced configuration

nm 00T 20ESCTI0S -~
SWORDY
MEIJEL-LE’\:QIP 00
SYSUPTIME =0 days. O
\Eﬁ‘wﬂ_MmLN‘IIHZJ_B G_eve
HI?CIB

NAC}.D SAGE=Hot Vald Plsate, upe
IP DJNFIG IJP'IIDNS THCF Fooed

*_ADDR
NEIHASK_W@EEMD
SYNC_STATE=Done

MODE STATE=11
nﬁcfﬁt £

STA

EaDisablad

]
e’
o

:

AUTOCONF STATE=
NUM_BOOTS=2
EXTA_TYPE=100 Mbpe
EXT}LSIAIE Forwardng

“STATE=

COMNECTION_PORT=

COMNECTION, MAE)MR =101 20E5CT

- CONNECTION_PHY_TX_pPUT="155 Mg
OK_|

H mlﬂﬁﬁhu
£ >

Genesal | Hetwork | Mac | Py

Multicast Canfigusation

IGMP Multicast

| Mudeant Secuity Mian | 008 | Dof Advanced
Dinatied L

IGMP Multicast

This option will enable or disable the node’s ability to transmit IGMP multicast

data.

SECURITY
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The security tab will allow the user to adjust the configuration password, the
encryption password, the network ID, and the alias for the node. For a detailed

description of each of these options, please see page 14.
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ADVANCED CONFIGURATION

PLL Mode advanced configuration
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This option will enable or disable the node’s ability to accept VLAN data. If this
feature is enabled on one of the nodes, it must be set on all other for VLAN tag
packets to pass.

PLL Mode advanced configuration
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QOS (quality of service) is supported for managing traffic between nodes. The
supported protocols are:

TCP port priority
UDP port priority
802.1p

TOS (RFC 1122)
DSCP (RFC 2475)
No Priority

oA WNE
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ADVANCED CONFIGURATION

ADVANCED QOS
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QOS (quality of service) prioritization. Rule 1 will be applied to all packets first
and then Rule 2. Prioritization protocols are:

UDRP is high priority, TCP is low priority

TCP is high priority, UDP is low priority

UDP port XXXX is high priority, the rest is low priority
UDP port XXXX is low priority, the rest is high priority
TCP port XXXX is high priority, the rest is low priority
TCP port XXXX is low priority, the rest is high priority
Use 802.1p prioritization

No prioritization

N>R~ WNE
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WEB CONFIGURATION

If an IP address has been set in the ADVANCE CONFIGURATION PANEL,
access to the WEB UTILITY will be enabled. To access the WEB UTILITY, open
your web browser and type the ip address into the address field. The IP address
is dependant on the IP Configuration Setting assigned on page 20. The IP
address can either be assigned by the DHCP server or a static IP address can be
manually assigned.

AUTHENTICATION

The browser should open the authentication page displayed below.

uttkie . Aathermtiatian - Wiowssit e oeen Explarer proesded by Gefen, lse

8 G| DI _00 Wt Canfiureon - futertcatery - - S B

G efe n m IWIGP_3H# Web Confignration

e QO W emre o v

Authentication
To enter the WEB UTILITY, enter the configuration password. The default
password is “paterna” unless modified during the setup stage on page 14.

Factory Reset

The unit can be reset to factory settings from this menu. Enter the factory reset
password. The default password is “betera”.
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WEB CONFIGURATION

MAIN PAGE
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The main page will display general con

figuration information. Clicking on

the further information link will navigate to a new page with all the current
configuration information (see page 26). Clicking on the change configuration link
will navigate to a new page where all configuration options will be available for

adjustment (see below).
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This page will allow the user to adjust all options that are available just as in the
ADVANCED CONFIGURATION PANEL in the GEFENTV CONFIG TOOL.
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WEB CONFIGURATION

The configuration options are as follows:

MAC Configuration

Network Configuration
Multicast Configuration
VLAN Configuration

Priority Configuration (QOS)
Security Configuration
Hardware Reset

Flash Upgrade

Please refer to the ADVANCED CONFIGURATION section, starting on page 19,
for information on the above categories. Going back to the main page can be
done by clicking on any of the Return to main page links.

FURTHER INFORMATION
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This page will display all of the information and status of the current node. The
following sections are listed:

System Information
MAC Status
Network Status
PHY Status
Multicast Status
VLAN Status
Priority Status
Security Status

Information on this page is not configurable. If you wish to make adjustments to
any of these categories, return to the main menu by clicking on any of the Return
to main page links on the page. Then click on the Change configuration link
which is also available on the main page.
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FIRMWARE UPDATE PROCEDURE

The firmware for the GefenTV Ethernet Over PLC can be updated by FTP, TFTP,
or a direct file. The firmware update can be executed from either the ADVANCED
CONFIGURATION PANEL, or the WEB UTILITY.

UPDATE VIA THE ADVANCED CONFIGURATION PANEL

Firmware updates can be accomplished from the General tab in the ADVANCED
CONFIGURATION PANEL. See page 19 for instructions on how to enter the
ADVANCED CONFIGURATION PANEL.
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Upgrade Via FTP or TFTP

1. Select the update protocol. Either FTP or TFTP
2. Enter the server IP address

3. Enter the user name and password

4. Enter the name of the file (if the file is not in the root directory of the TFTP or
FTP directory, you have to write the whole route from root server directory)

5. Select which section you would like to update (Firmware, Loader or Factory
Settings)

6. Click on the firmware update button
Upgrade Via File

1. Use the browse button to the right of the firmware file window and select the
firmware update file. You can also manually type the full path to the firmware
file

2. Click on the upgrade firmware button

NOTE: This procedure is the same using the web utility. The web update section
is located in the change configuration settings, which is accessible from the main

page.
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SPECIFICATIONS

Standard SUPPOIt .......oeeeeiiiiiiiiee e UPA DHS (200 Mbps) PLC
Interface ........cccoeevieciiieecine, One Power Line port / 4 Ethernet 10/100M Ports
SECUMLY vvviieee e ettt 3DES 168 bits encryption
POWET ... AC 100~240V / 50~60Hz / 0.15A
Power Consumption ........c.cccoceveveeeiiiiiiiee e, 8W/230V Max & 7W/110V Max
OPErating TEIMP ..cocuvvieiiieee it 0~40°C (32~104°F)
Operating HUmMIdity .........ccooeeeeiiiiiiieec e, 10%~90% non-condensing
Storage Temp RANGE .....ooeoiiiiiiieie e -20~70°C (-4~158°F)
Storage HUMIdity ......ccvveveeiiiiiiiiee e 5%~95% non-condensing
Storage AIITUAE ......ooiiiiii e Sea level to 40,000 feet
Certifications .........ccovverieeiiiiieenee FCC Part 15, Part B, Class B, CE Class B
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