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TRADEMARK
ENVIROMUX is a registered trademark of Network Technologies Inc in the U.S. and other countries.

COPYRIGHT

Copyright © 2009-2018 by Network Technologies Inc. All rights reserved. No part of this publication may be reproduced, stored
in a retrieval system, or transmitted, in any form or by any means, electronic, mechanical, photocopying, recording, or otherwise,
without the prior written consent of Network Technologies Inc, 1275 Danner Drive, Aurora, Ohio 44202.

CHANGES

The material in this guide is for information only and is subject to change without notice. Network Technologies Inc reserves the
right to make changes in the product design without reservation and without notification to its users.

FIRMWARE VERSION
Current firmware version 2.6

This product contains software licensed under the GNU Public License version 2 and other open source licenses.
(_http://www.gnu.org/copyleft/gpl.html )

You may obtain the complete open-source code free of charge from Network Technologies Inc (send email to tech-
consult@ntigo.com) for more information.

Note: Do not try to manually edit the downloaded configuration file and then restore it to the ENVIROMUX
(page 39). The ENVIROMUX will quit working and you will have to return it to NTI to have default settings
restored. Restoration of the default settings is not covered under the product warranty.
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NTI Mini Server Environment Monitoring System

INTRODUCTION

The E-MINI-LXO (ENVIROMUX) are Server Environment Monitoring Systems designed to monitor, from a remote location, the
critical environmental conditions in cabinets and rooms containing servers, hubs, switches and other network components.
Remote monitoring is provided via a 10/100BaseT Ethernet web interface, secure web interface, SSH, or Telnet. The input data
is filtered, collected, analyzed and processed to allow the user to configure it to meet individual requirements. The user is able to
specify parameters for all monitored signals. When a sensor exceeds the configured threshold, the unit will signal an alert. Alert
methods include email, SMS, SNMP traps (MIBs), web-page alerts, and a visual indicator (red LED).

The E-MINI-LXO will monitor temperature, humidity, and detect the presence of water on a flat surface (such as the floor). The
unit also has four sets of terminal block pairs for the connection of contact-closure sensors.

Features and Applications
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Monitor and manage server room environmental conditions over IP.
Monitors and operates at temperatures from 32°F to 122°F (0°C and 50°C) and 20% to 90% relative humidity.
» Optional Industrial version (E-MINI-LXO-IND) operates at 32 to 167°F (0 to 75°C).
Sensors supported:
e 2 temperature/humidity sensors
o 5 digital input devices
Operates and configures via HTTP web page.
4 remote users can access the system simultaneously.
Supports SMS alert messages via GSM modem
Supports SMTP protocol
Supports SNMP V1, V2C and V3 protocols
Supports Microsoft Internet Explorer 6.0 and higher, Firefox 2.0 and higher, Chrome, Safari 4.0 or higher, and Opera 9.0
Sensor alerts and log messages are sent using email, Syslog, and SNMP traps when any monitored environmental
condition exceeds a user-specified range.

Sensor alerts, end of alerts, and log-ins are posted in message log, which is accessible through web interface.
SNMP trap messages can be imported into Microsoft Excel

Use in data centers, co-lo sites, web hosting facilities, telecom switching sites, POP sites, server closets, or any
unmanned area that needs to be monitored.

Security: HTTPS, SSHv2, SSLv3, IP Filtering, LDAPv3, AES 256-bit encryption, 3DES, Blowfish, RSA, EDH-RSA,
Arcfour, SNMPV3, IPV6, SNTP support, 16-character username/password authentication, user account restricted access
rights.

Monitor (ping) up to 16 IP network devices.
o0 Configure the timeout and number of retries to classify a device as unresponsive.
o Alerts are sent if devices are not responding.
Monitored sensors and devices can be individually named (up to 63 characters).
Monitor environmental conditions.
0 Supports two sensors, including: temperature, humidity, up to 5 dry contacts or water detection sensors.

0 When a sensor goes out of range of a configurable threshold, the system will notify you via email, syslog, LEDs,
web page, and network management (SNMP).

Operates on a Linux system.
Firmware upgradeable "in-field" through Ethernet port..
Output relay for control of external device (contacts rated for up to 1A, 30VDC or 0.5A, 125VAC)

Monitor up to 8 IP cameras

Options:
» The ENVIROMUX can be ordered with a DIN rail mounting bracket- Add “D” to the part number

(i.e. E-MINI-LXO-D)

» The ENVIROMUX can be ordered with battery backup support and DC power monitoring installed, providing up to 2.3

hours of operation in the event of a power failure- to order, add “B” to the part number (i.e. E-MINI-LXOB)

» The ENVIROMUX can be ordered with a higher operating temperature range (32 to 167°F (0 to 75°C))- to order add “-

IND” to the part number (i.e. . E-MINI-LXO-IND)
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SUPPORTED WEB BROWSERS

Most modern web browsers should be supported. The following browsers have been tested:

Microsoft Internet Explorer 6.0 or higher
Mozilla FireFox 2.0 or higher

Opera 9.0

Google Chrome

Safari 4.0 or higher for MAC and PC

MATERIALS

Materials supplied with this kit:

NTI E-MINI-LXO Mini Server Environment Monitoring System

1- 120VAC or 240VAC at 50 or 60Hz-9VDC/1.5A AC Adapter (PS4074)

1- Line cord- country specific

1- USB2-AB-2M-5T 2 meter USB 2.0 male type A-male type-B transparent cable (CB4306)

Additional materials may need to be ordered;

CAT5/5e/6 (CATX) unshielded twisted-pair cable(s) terminated with RJ45 connectors wired straight thru- pin 1 to pin 1, etc. for
Ethernet connection

Contact your nearest NTI distributor or NTI directly for all of your cable needs at 800-RGB-TECH (800-742-8324) in US & Canada
or 330-562-7070 (Worldwide) or at our website at http://www.networktechinc.com and we will be happy to be of assistance.
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CONNECTORS AND LEDS

Front View of ENVIROMUX-MINI-LXO
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1 2
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Fault

ENVIROMUX-MINI-LXO

——=—=| USB Devices USB Temperature & Humidity
i Console ‘Se.nﬂr:.s
& — @ =) N ©
= Sy =tem Hatwork Technologies Inc
Hernet Regset ENV,ROMUX®
4 3 9
10 2
# LABEL CONNECTOR/LED DESCRIPTION
1 Pwr Green LED green — indicates device is powered
Fault Red LED red — illuminates if a sensor goes out of range of a configurable
threshold
2 USB Console USB Type B female connector | For connection of terminal for control through Text Menu
3 Ethernet RJ45 female connector for connection to an Ethernet for remote multi-user control and
monitoring
e Yellow LED- indicates 100Base-T activity when illuminated,
10Base-T activity when dark
e Green LED - illuminated when Ethernet link is present, strobing
indicates activity on the Ethernet port
4 | 9V 1.5A 2.1x5.5mm Power Jack for connection of power supply
5 Temperature & RJ45 female connectors for connection of optional ENVIROMUX-T, ENVIROMUX-RH, or
Humidity ENVIROMUX-TRH sensors (The left port is "#1", the right port is
Sensors "#2" as listed in the Summary Page on Page 24.)
6 DIGITAL IN Wire terminal block For connecting dry-contact and liquid detection sensors
7 | OUTPUT RELAY | Wire terminal block For control of external devices (contacts rated up to 1A, 30VDC or
0.5A, 125VAC)
8 Power Slide switch For powering the ENVIROMUX On () and Off (O)
9 USB Devices USB Type A female For connecting USB Flashdrive and USB Modem
connectors
10 | System Reset Push button For manually rebooting the ENVIROMUX without power-cycling- a

momentary press will activate
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INSTALLATION

Mount the Unit

The E-MINI-LXO can either be placed on a solid surface, mounted to a wall, or mounted to an accessible surface within rack
(Zero-RU). To mount to a wall or other surface, first remove the screws holding the mounting tabs to the rear of the box. Rotate
the tabs such that they extend from the back of the box, and attach the tabs with the screws removed. Now the E-MINI-LXO can
be secured to any convenient surface. Use appropriate hardware (not supplied) when mounting.

Figure 1- Rotate the tabs for Zero-RU mounting

DIN Rail Mounting

The E-MINI-LXO-D is for mounting to a DIN rails in a server rack. It is supplied with a DIN rail clip on the back. With the clip
installed, it can be readily snapped to a DIN rail and easily removed. Press the top of the clip against the channel, rotate the E-
MINI-LXO-D into position, and release the pressure. Reverse the procedure to remove it.

DIN Rail
4
ENVIROMUX
DIN Rail | A Snap clip
under Rail
DIN Rail
: / Clip -~ . .

f 1. Set the DIN Rail Clip 2. Press down firmly and 3. Release unit. The clip
squarely on DIN Rail evenly on the ENVIROMUX ears will surround the
such that both ears of as you rotate the case to edges of the rail, holding
the clip are resting on snap the clip under the the unit securely in place.
the top of the DIN Rail. bottom edge of the DIN Rail To remove the unit,

reverse the process.

Figure 2- DIN Rail clip and unit mounted to a rail

4
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Connect Sensors

Connect the desired sensors (sold separately) to the available ports on the ENVIROMUX. Plug the RJ45 connectors to either of
the two RJ45 ports marked "TEMPERATURE/HUMIDITY". Mount the sensors according to their individual operating
characteristics. Power-cycle the ENVIROMUX after sensors have been plugged-in.

Note: The maximum CATS5 cable length for attachment of temperature and humidity sensors in the E-MINI-LXO
is 507 feet using minimum 24AWG cable (requires firmware version 2.0 or later).

Note: Mounting the temperature sensor in the path of a fan or on a heated surface may affect the accuracy of the
sensor’s readings.

RJ45-FF

Front View of ENVIROMUX-MINI-LXO Coupler ril_l
(Supplied)

Cav= ® Extend sensor up to

= ?““““““ cé'n.o.. S 2:3::::—.::"ng$:;) ENVIROMUX-T-IND-E7
anl =9, et dn High Temperature Sensor
ENYROMUX®

erne asa using inline coupler
Sl o 9 P (For ENVIROMUX-MINI-IND)

RJ45-male /
connector +
L —

Mount sensor where

high temperature
Up to 500 feet monitoring is needed.
of CATx cable
(minimum —* ENVIROMUX-T / RH/ TRHM-E7
24AWG) = iﬂ]ﬂ ASSSSORON ==

Mount sensor where temperature and/or
humidity monitoring is needed.

Figure 3- Connect Sensors

Up to five dry-contact sensors can also be connected. Sensors with 16-26 AWG connection wires that operate on 5V at 10mA
maximum current may be used. A contact resistance of 10kQ or less will be interpreted by the ENVIROMUX as a closed contact.
The maximum cable length for attachment of contact sensors is 1000 feet.

To install the dry-contact sensor(s) to “DIGITAL IN” terminals:

A. Attach the positive lead to a terminal corresponding to a "+" marking on the ENVIROMUX and the ground lead
to the next terminal to the right that will correspond to a ‘%‘ marking on the ENVIROMUX. Tighten the set
screw above each contact. Terminal sets are numbered 1-5.

B. Mount the sensors as desired. 1 "II'I:TCH 2D|G|'|:;AL |N4 _5' ORUELF;H’T
2y 24 2 2 2T NCNO

Example:

breakimak ontact reiay /
O

(i.e. door switch)

Figure 4- Terminal block for dry-contact sensors

Note: The terminal block is removable for easy sensor wire attachment if needed.
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Front View of ENVIROMUX-MINI-LXO

1 F]

ENVIROMUX-MINI.LXO

Temperature & Humidity
Sensors

Optionally, connect the two-wire cable from a liquid
detection sensor (ENVIROMUX-LD shown below- sold
separately) to a set of “DIGITAL IN” contacts.

The twisted orange sensing cable should be placed flat on
the surface (usually the floor) where liquid detection is Two-wire cable ——
desired. If tape is required to hold the sensor in place, be  up to 1000 feet long
sure to only apply tape to the ends, exposing as much of

the sensor as ppssible. At least 5/8" _of the sensor must densor Cable X
be exposed for it to function. (See Figure 5) up to 1000 feet long

Apply tape at ends
Sensor
exposed —|

—ENVIROMUX-LD _

Figure 5- Secure liquid detection sensor with tape

To test the ENVIROMUX-LD;
1. Configure the sensor (page 31). (Normal Status set to “Open”, Refresh Rate set to 5 seconds.)

2. Submerge at least O inch of the exposed twisted orange wire (not the wrapped end) for up to 30 seconds. Do NOT use

distilled water as water must be conductive.
3. Monitor the sensor (page 25) to see the sensor “Value” change from “Open” (dry) to “Closed” (wet).
4. Dry the exposed area of sensor and the sensor “Value” should change back to “Open” within 30 seconds.

Digital Input Configuration

| =l Sensor Settings |

bescrption Water Sensor

e=criptive name for the =en=o

Group g v
Normal Status Open -

Sele o a o = o
Refresh Rate 5 Sac W

Figure 6- Portion of Water Sensor configuration page
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Output Relay

An output relay is provided to control an external device with a rating of up to 1A, 30VDC or 0.5A, 125VAC. Three terminals are
provided to enable a normally-open connection (using the N.O. and C terminals) or a normally-closed connection (using the N.C.
and C terminals). Using the web interface, this relay can be set to change state (close the normally-open connection, or open
the normally-closed connection) either manually (page 34) or as a result of an alert state from one or more of the connected
sensors (page 27). The terminals for these connections will accept 16-26AWG wire.

Wired to switch ON Wired to power OFF
the beacon when the  oureur the door strike when the WY B3
relay is Active :léucu o relay is Active, causing ___ "
the door to be locked T |@|
Note: A recent design improvement Ground Ground
resulted in a change to the pinout of RAVANORR . U o
the output relay in the E-MINI-LXO. BLAC

Please be aware of the change and
note which version yours is. The
previous version is shown below.

OUTPUT
RELAY

i ENVIROMUX-BCN-R
NO C NC Beacon

- -

T01|2|

Fail Secure
Electric Strike

Figure 7- Output Relay Application Examples

Ethernet Connection
Connect a CAT5 patch cable (RJ45 connectors on each end wired pin 1 to pin 1, pin 2 to pin 2 etc) from the local Ethernet
network connection to the connector on the ENVIROMUX marked "Ethernet".

Front View of ENVIROMUX-MINI-LXO

Srrany [0 e

Faull ENVIROMUX-MINI-LXO

E usa Devices  uss % Tampiien & Humldky
unmle @ ®
Syawrn Matwark Technsiogies i

Ethernat Resot ENVIROMUX®

connector

Figure 8- Connect E-MINI-LXO to the Ethernet

Note: A direct Ethernet connection can be made with a PC using a crossover cable. For the pinout of this cable, see
page 110.
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USB Console Port

Your ENVIROMUX includes a USB Type B connector labeled “USB Console”.  If you connect a USB cable between the
ENVIROMUX and your PC you will be able to control your ENVIROMUX serially from a terminal console using this connection.

Front View of ENVIROMUX-MINI-LXO

9vDC = ouTPUT g 2
1.5A Pwr RELAY
® Power * C NCN E j & ®
Faiit B> ENVIROMUX-MINI-LXO
E==3|USB Devices _ usB WENo Temperature & Humidity
e Console NSOrs
olilll=e =% 5 ®
e System Matwark Technalagies inc
Ethernet Reset ENVIROMUX®

=
v

Terminal

Figure 9- Connect terminal to USB Console port

Installing Drivers

You will only need to install drivers the first time the ENVIROMUX is connected to your PC with Windows XP, 2000, Vista,
Windows 7 and Windows 8 (32 and 64 bit versions). (Drivers will automatically install when connected to a Windows 10 PC.)
After the first time, when the ENVIROMUX is connected, your PC should recognize the ENVIROMUX and re-assign the COM port.
Follow the steps below to install the drivers.

Note: When trying to load the USB driver to a Windows 8 PC, you will likely be stopped by an “unsigned driver” warning,
even though the driver you are trying to load is actually a Microsoft driver from an earlier operating system. Follow the
instruction on page 17 to disable this warning and be able to proceed with driver installation.

1. Make sure the USB cable is connected between the ENVIROMUX and your PC.

2. Power ON the ENVIROMUX. The PC will see the ENVIROMUX as “New Hardware” and create a virtual COM port to
communicate with it.

3. You will be prompted to load drivers. A driver file compatible with Windows XP, 2000, Vista, Windows 7 and Windows 8 (32
and 64 bit versions) can be found at http://www.networktechinc.com/environment-monitoring.html. Go to the firmware downloads
page, download the USB-drivers.zip, and unzip it to your PC. Locate and select the file named “enviromux. inf” in a directory
named “windows-drivers\32bit or \64bit” depending upon your operating system.

The .inf file will direct your PC to locate and install the file usbser .sys (already on your PC, comes with Windows). Installing
the usbser.sys file should happen automatically. When finished, Windows will indicate installation is successful.
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Windows XP-32 bit Installation

Your typical installation will include windows like the ones that follow. The images below are from a Windows XP SP2 32 bit
installation.

Found New Hardware Wizard

Welcome to the Found New
Hardware Wizard
Windows will zearch for current and updated software by

looking on your computer, on the hardware installation CO, or on
the "Windows Update "Web site [with your permission).

Eead our privacy policy

Can ‘Windows connect to Windows Update to search for
software?

) Yes, this time anly
() s, now and every time | connect a device
(& Mo, not this time

Click Mest to continue.

A. Windows will want to check the internet
for drivers. Choose “No, not this time”
because the drivers are unique to the
ENVIROMUX.

Mewt > ][ Cancel

B. You can try to “Install the software
automatically” but if windows doesn’t check
the CD, you will need to use “Install from a
list or specific location” instead.

Found New Hardware Wizard

This wizard helps you install software for:
ENVIROMUX

'\‘j If your hardware came with an inztallation CD
&2 or Hoppy disk. insert it now.

what do you want the wizard to do?

) Install the software automatically [Recommended)
(@) Install from a list or specific location [Advanced)

Click Mext to continue.

[ < Back ” Mext > l[ Cancel
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| Found New Har dware Wizard

Please choose your zearch and installation options.

(%) Search for the best driver in these locations.

Uze the check boxes below to limit or expand the default search, which includes local
paths and removable media. The best diver found will be installed.

[ Search remavable media (flappy, CO-ROM..)
Include this location in the search:

w | Browse

| H:hawindows-drivers 432bi ¢

() Don't zearch. | will choose the driver ta install

Choose this option to select the device driver from a list. “Windows does not guarantee that
the driver you chooge will be the best match for your hardware,

J {

< Back ” Mext > Cancel ]

C. Let the New Hardware Wizard search for
the driver, but direct it to the drive the Product
Manual CD is in and the directory of either
the 32 bit driver or the 64 bit driver.

Click “Next” and the Wizard will automatically
install the proper driver.

Hardware Update Wizard

Completing the Hardware Update
Wizard

The wizard has finished installing the software for:

(g ENVIROMUX

D. Once the driver is installed, you will get
this screen and the ENVIROMUX USB
Console Port will be ready to use.

Click Fimish to close the wizard,

10
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Windows 7-64 bit Installation

A Windows 7 64 bit installation has a few extra steps. The images below are from a Windows 7, 64-bit installation.

Device driver soft

was not fully

ENVIROMUX 2o driver found

‘You can change your setting to automatically search Windows Update for drivers
Change setting...

What canl do if my device did not install properly?

i Driver Software Installation x|

A. Upon ENVIROMUX power ON, the driver
cannot be found. Press “Close”.

i Update Driver Software - ENVIROMUX : x|

Co)
S || Update Driver Software - ENVIROMUX

How do you want to search for driver software?

«» Search automatically for updated driver software
Windows will search your computer and the Internet for the latest driver software for your
device, unless you've disabled this feature in your device installation settings.

<% Browse my computer for driver software
Locate and install driver software manually.

software”.

<4—— C. From the next window,
select “Browse my
computer for driver

Cancel

A4

# Update Driver Software - ENVIROMUX . x|

6 || Update Driver Software - ENY¥IROMUX

Browse for driver software on your computer

Search for driver software in this location:

D:\windows-driversAT V83 j Browse...

IV Include subfolders

=% Let me pick from a list of device drivers on my computer
This list will show installed driver software compatible with the device, and all driver software in
the same category as the device.

L] ice M
= Device Manager

File Action \View Help

&= HE BHE R &S

gy win7-64-amd

+-1M Computer

(= Disk drives

k, Display adapters
DVD/CD-ROM drives

7 Human Interface Devices
g IDE ATA/ATAPI controllers

ZZ Keyboards

B Mice and other pointing devices

B Monitors

MNetwork adapters

!.7" Intel(R) 82574L Gigabit Metwork Connection

"y Intel(R) 825741 Gigabit Network Connection #2
& YMware Virtual Ethernet Adapter for VMnetl
.‘-} VMware Virtual Ethernet Adapter for YMnetd
|3 Other devices

<

gt}
#-'5" Ports (COM & LPT)
]--5 Processors

-3 Sound, video and game controllers
-1 System devices

- i Universal Serial Bus controllers

[ = )

B. Open the Device Manager and select the
ENVIROMUX in the device list. Right-click and
open “Properties”. Select “Update Driver
Software”.

Tip: The Device Manager can be opened by
right-clicking on “My Computer” on the
desktop, selecting “Properties”, and
selecting “Device Manager”.

<\§

D. In the next window, enter the path to the .inf driver
file (on the Product Manual CD). Press “Next”.

11
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| @ update Driver Software - ENVIROMUX |
() L Update Driver Software - ENVIROMUX
Installing driver software...
|
i
x

@j Windows can't verify the publisher of this driver software

<» Don'tinstall this driver software
You should check your manufacturer's website for updated driver software for your

E. You will probably get this warning that Windows can't
verify the publisher of the driver software. Select “Install
this driver software anyway. “

device.
«» Install this driver software anyway
. Only install driver software obtained from your manufacturer's website or disc.
Unsigned software from other sources may harm your computer or steal information.
j See details

Wl Update Driver Software - ENVIROMUX, (€0

O [l Update Driver Software . ENVIROMUX  (CoM3)

x|

has your driver

y N

Windows has finished installing the driver software for this device:

we”  ENVIROMUX

F. The driver will load. This might take a minute while it
searches your computer for the usbser .sys file it needs.
Once it does, you will get a window telling you Windows is
finished. Take note of the COM port number it assigned.
(This one assigned COM3.)

12




NTI Mini Server Environment Monitoring System

Windows 8-64 bit Installation
A Windows 8 64 bit installation has a few extra steps. The images below are from a Windows 8, 64-bit installation.

i Driver Software Installation x|

ft was not

Device driver

= Device Manager

File Action \View Help

e |m|E HE &R
gy win7-64-amd

+-1M Computer

(= Disk drives

k, Display adapters

% DVDfCD-ROM drives

% Human Interface Devices

g IDE ATA/ATAPI controllers

ZZ Keyboards

B Mice and other pointing devices
B Monitors

ENVIROMUX 2o driver found

‘You can change your setting to automatically search Windows Update for drivers

Change setting...

% 1%

What canl do if my device did not install properly?

A. Upon ENVIROMUX power ON, the driver ; et i
cannot be found. Press “Close”. &¥ Intel(R) 82574 Gigabit Netwark Connection
"y Intel(R) 825741 Gigabit Network Connection #2
& YMware Virtual Ethernet Adapter for VMnetl
% B VMware Virtual Ethernet Adapter for YMnet3
7 : Other devices
] -
g ]
1l Update Driver Software - ENVIROMUX ' ES o
(-3 Sound, video and game controllers
gl i
How do you want to search for driver software? Ei E\:\::Z;E;;f:l g
< Search automatically for updated driver software .
‘Windows will search your computer and the Internet for the latest driver software B. Open the Device Manager and SeleCt the
for your device, unless you've disabled this feature in your device installation ENVIROMUX in the device list nght_chck and
R « P W (s ;
open “Properties”. Select “Update Driver
Software”.
< Browse my computer for driver software
Locate and install driver software manually == C . From the next WindOW,
select “Browse my Tip: The Device Manager can be opened by
computer for driver right-clicking on “My Computer” on the
software”. desktop, selecting “Properties”, and
selecting “Device Manager”.

Cancel

\/

(® [ Update Driver Software - ENVIROMUX

Browse for driver software on your computer

Search for driver software in this location:

| | v Browse...

D. In the next window, select “Let me pick from a list

[¥] Include subfolders . A " " ”
of device drivers on my computer”. Press “Next”.

2 Let me pick from a list of device drivers on my computer
This list will show installed driver software compatible with the device, and all driver
software in the same category as the device.

v
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I @) Il Update Driver Software - ENVIROMUX

E. From the list of hardware types that comes up, select
"Ports (COM&LPT)” and click “Next”

Select your device's type from the list below.

Common hardware types: /

¥ Network adapters ~
& Network Client

& Network Protocol

QNetwork Service

|| Network USB Server Devices

|| Non-Plug and Play drivers
EJPCMCIA adapters

B Portable Devices

< POS HID Barcode scanners

< POS HID Magnetic Stripe Reader
E;WPrlnt queues

Cancel

I

‘\_) Il Update Driver Software - ENVIROMUX

Select the device driver you want to install for this hardware.

Select the manufacturer and model of your hardware device and then click Next. If you have a

7 disk that contains the driver you want to install, click Have Disk.

b

F. From the next window, asking what model driver you want
to install, just click on “Have Disk”

rer A || Model
(Standard pert types) [55] Communications Port
Compaq G5M Radio Card MNSRLECP Printer Port

DEBC S Mull
Ericsson GC25 5 Printer Port

ommunications Port

PITER WPPRY W SRR

=] This driver is digitally signed. \

Tell me why driver signing is important

Mext Cancel
I Update Driver Software - ENVIROMUX
Select the device driver you want to install for this hardware.
< Install From Disk prouave 2
H Insert the manufacturer's installation disk, and then oK . . 5
&2  make surethat the comect diive is selected below. G. In the next window, click “Browse” to the location of
Cancel the .inf file on the CD in the CD ROM drive.” and click
Manufa L “OK”.
Compar
DBC Copy manufacturer's files from:
Flr'cslsc:: D:windows-drivers',64bit v
=] ThisareEr TEIY STrEd, rrave Disk...

Tell me why driver signing is important

Mext Cancel
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@© [ Update Driver Software - ENVIROMUX

Select the device driver you want to install for this hardware.

Select the manufacturer and model of your hardware device and then click Next. If you have a
wmy;  disk that contains the driver you want to install, click Have Disk.

Model |

SEMS-16LX g H. Windows will identify the ENVIROMUX. Once it does,
you will get a window with the ENVIROMUX, probably in a
list by itself as this shows .  Click “Next".

A1

/v, This driver is not digitally sig

Tell me why driver signing is important

Mext Cancel
(© [ Update Driver Software - ENVIROMUX
Select the device driver you want to install for this hardware.
Select the manufacturer and model of your hardware device and then click Mext. If you have a 1. You will probab|y get an “Update Driver Warning”
\-.a.,-,’ disk that contains the driver you want to install, click Have Disk. . . . . .
warning you not to install the driver, asking if you want to

continue. Click “Yes”. (Remember, this is a Microsoft
driver, not foreign)

Model |
SEMS-16LX Update Driver Warning

Installing this device driver is not recommended because Windows
-__l_A_ cannot verify that it is compatible with your hardware. If the driver is
not compatible, your hardware will not work correctly and your
1, This driver is not digital computer might become unstable or stop working completely. Do you
s want to continue installing this driver?

D Wl Semurily

I?' Wndown can'l wrrily the publinvker of s drisers soltware

Tell me why driver signit

<4 Doa't mstall thin drveer solftware
Yes o ol chiscke your marcfiaciunes mebaity for updated driver softwang for your
dervice.
" . ‘ b Tnskall this dereer solfmane snyesy

Oy inwtaldl driver sofvare obisred from pour manufpchure’s seberte o dsc.
Uragretd g0 Taae from QT LOUCRS MY T YO COOUDE oF SRR

[l Update Driver Software - SEMS-16LX (COM3)

J. You may even get a second warning.  Double-click
Windows has successfully updated your driver software « . . "
Install this driver software anyway

Windows has finished installing the driver software for this device:

SEMS-16LK

K. The driver will load. This might take a minute while it
searches your computer for the usbser . sys file it needs.
Once it does, you will get a window telling you Windows is
finished. Take note of the COM port number it assigned.
(This one assigned COM3.)

Close
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4. During the installation, your PC will assign a COM port number to the USB port attached to the ENVIROMUX. You will need
to identify the COM port number assigned. This information can be viewed in your Device Manager list (below) if you didn’t take
note of it during installation.

& Computer Management - o IEN
File Action View Help

«s | #E O BE E B &S

A& Computer Management (Local | « 5 CPU236-PC Actions
4 [} System Tools » 4 Audioinputs and outputs p—
[l’) (®) Task Scheduler b I1- Computer Deiliosaganes &
> [ Event Viewer b (= Disk drives More Actions 4
> @2l Shared Folders » B Display adapters
» & Lacal Users and Groups > & DVD/CD-ROM drives
> (®) Performance > &5 Human Interface Devices
=4 Device Manager b Ca IDE ATASATAPI controllers
4 23 Storage » @ IEEE1384 host controllers
=9 Disk Management » 2= Keyboards
i3 :::d Services and Applications i3 L“! Mice and other pointing devices

» B Monitors

» &P Network adapters

4 "7 Ports (COM & LPT)
'3 Communications Port (COM1) COM Port
SR o e :

i B cies Assignment

>[5} Processors

> [ Software devices

> % Sound, video and game controllers
» & Storage controllers

> 1M System devices

> § Universal Serial Bus controllers

Figure 10- COM port assigned to ENVIROMUX

Using the USB Console Port

The virtual COM port will be used to enable serial control over the ENVIROMUX (see Operation Via Text Menu on page 66).
When you open a terminal program be sure to use the correct COM port (see Figure 10 and Figure 11).

Connect To E

% ENVIRD MUX

Enter detads for the phone number that you want bo diat

=

Couritry/fregeon
furpa code

Phone rasmbes:
Connect using. | COM1 W

|EEIH2 I
TCPAR foimsock]

Figure 11- Configure COM port in HyperTerminal
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Installing an Unsigned Driver in Windows 8 (x64)

When trying to load the USB driver into a Windows 8 PC in order to use the USB Console port on an NTI product,
you may encounter a window that prevents it because it is an “unsigned driver”, in spite of the fact it is actually a
Microsoft driver from an earlier operating system.

The steps to enable the installation of the USB driver on Windows 8 are as follows:
1. Hold the Shift key and press Power —> Restart from the Power menu.

Now the system will restart and might take some minutes to show up the boot menu. Wait for It patiently.
After some time you will be prompted with a menu with the following options.

1. Continue
2. Troubleshoot
3. Turn off

2. Choose “Troubleshoot”
Then the following menu appears:
Refresh your PC

Reset your PC
Advanced Options

3. Choose “Advanced Options”
Then the following menu appears:

System Restore
System Image Recovery
Startup Repair
Command Prompt
Startup settings

4. Choose “Startup Settings”, then Click Restart.

Now the computer will restart and the boot menu appears with a “Startup Settings” list.

Startup Settings

Press a number to choose from the options below:

Use number

1) Enable debugging

2) Enable boot logging

3) Enable low-resolution video

4) Enable Safe Mode

5) Enable Safe Mode with Networking

6) Enable Safe Mode with Command Prompt

7) Disable driver signature enforcement

8) Disable early launch anti-malware protection
9) Disable automatic restart after failure

5. Choose “Disable Driver Signature Enforcement” from the boot menu (press F7).

Now Windows will start and you can follow the instructions on page 8 for the installation of the USB driver.

17
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Connect the Power

Note: Sensors should be connected before supplying power to the ENVIROMUX.

1. Connect the AC adapter to the connection marked "PWR" on the ENVIROMUX and plug it into an outlet.

Front View of ENVIROMUX-MINI-LXO

@ Fg_u'nr C NC ﬂ
® @ ..ﬁ IIIII [T] Illilllil |J:| ®

Eault Bl ENVIROMUXMNILYO
E==—0|USB Davices usB Tmmst:'r&gnr;lumldlly
-%b Console|
® ; = @ < @ ﬁ' ®

Etnorer Heser ENVIROMUX® |/

Barrel

Power Connector
9VDC @ 1.5A OUTPUT
(Inside

(Outside
barrel) ——6—4‘ barrel)
2.1 mm x 5.5 mm Female

Figure 12- Connect the AC adapter and power-up

2. Use the NTI Discovery Tool (page 22) to configure network settings.

Front Panel LEDs Indicate Status

With proper connections made, the ENVIROMUX is now ready to power ON. With the power cord attached and plugged into an
AC outlet, the “Power” green LED should be illuminated on the front of the ENVIROMUX.  The red “Fault” LED will illuminate
when power is first applied and while the ENVIROMUX boots up (for up to 60 seconds). Once the red LED goes OFF, the
ENVIROMUX is ready for use. After a completed boot-up, the red LED will only illuminate when one of the connected sensors is
in alert.

oV LEDs
1.5A Pwr
Powe
® S o
oO—&—& .
Fault
® |5 J]s
E-O
Ethernet

Figure 13- LEDs on front of ENVIROMUX
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Connect a Modem

A USB GSM modem may be connected (E-3GU-4) to use to send SMS alert messages to a contact’s cell phone. The E-3GU-4
modem will connect to the ENVIROMUX at the “USB Devices” port (either USB Type A connector, it doesn’t matter which one) .
The remaining USB Type A connector on the ENVIROMUX is available for the connection of a USB Flash Drive for data logging
(page 64).

The phone number to be called for each user is configured under “User Configuration-Contact Settings” (page 46).

Note: A Mini SIM card (not included) must be installed in the modem for the modem to send messages. Make sure the
SIM card is for GSM communication (not CDMA) and that it is not locked (some SIM cards are "locked" to search for a
specific IMElI number of the phone to operate).

Front View of ENVIROMUX-MINI-LXO

avDC — DIGITALIN — QUTPUT 1 2
1.5A 1 2 ﬁ 5 RELJR’
P‘WrPower +‘T'+T++'+i‘7-'+¢CNCN
® @ 9% ®
oeoo @ WO [§5 GG
Fault ENVIROMUX.MINI-LXO
= USB Devices USB NC NO emperasure umidity
e | Console ENIors
® |5 A v <= 8B ©
m D E Metwork Technologies Inc
System nologies
Ethernet Reset ENVIROMUX®
ENVIROMUX-3GU
. Modem
USB Flashdrive
a
o ——]

Figure 14- Connect a Modem

Cell phone Mini SIM card for GSM modem

A SIM card or Subscriber Identity Module is a portable memory chip used in some models of cellular telephones. It can be thought
of as a mini hard disk that automatically activates the phone (or in this case the GSM modem) into which it is inserted.

SIM cards are available in two standard sizes. The first is the size of a credit card (85.60 mm [0 53.98 mm x 0.76 mm). The newer,
more popular miniature-version has a width of 25 mm, a height of 15 mm, and a thickness of 0.76 mm.

Some cellular service providers use Mini SIM cards. Verify with your service provider that their Mini SIM card will work with GSM
/ 3G GSM modems before making a purchase.

Note: The E-3GU-4 will send SMS messages only. No access to the ENVIROMUX is possible through the modem.
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OVERVIEW

Administration

The ENVIROMUX can be administered in any one of the following ways:

e Using Telnet or SSH protocol via the Ethernet Port.
e Using a terminal program via the USB Console Port
e Using the web interface (HTTP/HTTPS protocol) via the Ethernet Port.

The following administrative controls are available in the ENVIROMUX, thru the menu.

View or modify the administrator & user parameters (passwords, sensor alert subscriptions, admin access, etc.)
View or modify the network parameters (e.g. IP Address, Gateways, DNS, etc.)

View and clear system event logs

Clear, import, export and restore configuration parameters

Firmware upgrades for the ENVIROMUX (over Ethernet)

View or modify sensor, and IP device configurations

General Functions

Sensor Alerts

A high and low threshold limit can be set for each temperature or humidity sensor. When a sensor takes a reading that is outside
a threshold, an alert notification is generated. The user can specify the frequency of alert notifications to match his or her
schedule. Also, there will be some hysteresis involved with alert notifications. This means if a sensor’s readings are moving in
and out of the threshold boundaries within a configurable period of time, additional alert notifications will not be sent. After an alert
is activated, it remains persistent even if the condition of the sensors returns back to normal, until the user acknowledges or
dismisses that alert. The user has the option to set the unit to auto-clear the alert if the sensor’s status returns to normal, and the
user can be notified if the condition goes back to normal. Alert notifications will be provided through four main methods: visible
notification via one of the user interfaces (red “Fault” LED on front panel, alert on webpage, alert in text menu), emails, syslog
message and/or SNMP traps.

IP Monitoring & Alerts

Individual IP addresses can be monitored. The ENVIROMUX will ping each address, and if a response is received, the IP
address status is considered to be “OK™. If no response, the user will have the option to configure the ENVIROMUX for an alert
will be logged and sent. The user can configure the timeout for a response and the number of retries before signaling an alert.
The ENVIROMUX can also be configured to monitor the IP addresses of the network switches and routers to which these devices
are connected, so as to determine if the problem is due to a lack of response from the device or a network failure. Alert
notifications will be provided through four main methods: visible notification via one of the user interfaces (red “Fault” LED on front
panel, alert on webpage, alert in text menu), emails, syslog messages, SMS messages and/or SNMP traps.

Event Log

The ENVIROMUX maintains an event log. The event log includes power-ON, system, and alert notifications, as well as user
login/logout, and user alert handling. The maximum number of log entries is 1000, and these entries are sorted in chronological
order. The log can be viewed at any time through the web interface or text menu, and can be saved as a text file. Log entries can
be removed individually or all at once.

Data Log

The ENVIROMUX maintains a data log. The data log includes readings taken from sensors, IP devices, and connected
accessories being monitored. The maximum number of log entries is 1000, and these entries are sorted in chronological order.
The log can be viewed at any time through the web interface or text menu, and can be saved as a text file. Log entries can be
removed individually or all at once.
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Email

The ENVIROMUX can access an SMTP server to send outgoing email. Outgoing email would contain pre-formatted alert
notifications. SMTP server information can be configured using one of the interfaces. Email addresses can be configured through
web pages or text menu. Each user (up to 15) can have their own email address. For assistance in setting up Email, see page
111.

The email messages sent by the ENVIROMUX have a fixed format. Alert emails contain 6 fields and will have a configurable title.
The title is configurable for each sensor, device, or IP address. The title is the “email subject” in all configuration pages. A
sample message is shown below:

ENTERPRISE: Enterprise name here
LOCATION: Danner Drive

CONTACT: John Smith

DESCRIPTION: Undefined #5

TYPE: Humidity

MESSAGE: Sensor value exceeded thresholds

SNMP

The ENVIROMUX can send alerts as SNMP traps when a sensor or IP device enters/leaves alert mode and for all log events.
Using an SNMP MIB browser, a user can monitor all sensor statuses and system IP settings.

The destination for SNMP traps can be configured for each user.

Note: The SNMP MIB file (mini-Ix-v1-xx.mib), for use with an SNMP MIB browser or SNMP trap receiver, can be found at
http://www.networktechinc.com/download/d-environment-monitoring.html. Click on the link to open the file, then save the
file to your hard drive to use with the SNMP MIB browser or SNMP trap receiver.

GSM Modem

An external GSM modem can be connected to allow the system to send alert notifications via SMS messages. When a sensor
crosses a threshold or IP device become inactive, an alert notification can be formatted to SMS message (see page 29) and the
modem can transmit the message to all users that subscribe to the applicable sensor group.

Security

User Settings

In order to configure and operate the ENVIROMUX, each user must login with a unique username and password. The
Administrator can configure each user’s settings as User or Administrator. An Administrator has access to all configurations and
controls. A user can monitor sensors, accessories, and IP devices. A user can edit his/her own account. Users cannot configure
the sensor settings.

IP Filtering

The ENVIROMUX allows the administrator to block access to the device from certain IP addresses. The ENVIROMUX can accept
or drop requests based on the IP filter settings. IP Filtering provides an additional mechanism for securing the ENVIROMUX.
Access to the ENVIROMUX network services (SNMP, HTTP(S), SSH, Telnet) can be controlled by allowing or disallowing
connections from various |IP addresses, subnets, or networks.

Secure Connections
The ENVIROMUX supports secure connections using SSHv2 and HTTPS.

Authentications
The ENVIROMUX supports local authentication with up to 16 character usernames and passwords, and it also supports LDAPv3.

Encryption
The ENVIROMUX supports 256-bit AES encryption.
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DEVICE DISCOVERY TOOL

In order to easily locate NTI Devices on a network, the NTI Device Discovery Tool may be used. The Discover Tool can be
downloaded from http://www.networktechinc.com/download/d-environment-monitoring.html, unzipped and saved to a location on
your PC. To open it just double-click on the file NTIdiscover.jar . This will open the NTI Device Discovery Tool.

Note: The Device Discovery Tool requires the Java Runtime Environment (version 6 or later) to operate. Here is alink to
the web page from which it can be downloaded.

Note: The computer using the Device Discovery Tool and the NTI Device must be connected to the same subnet in order
for the Device Discovery Tool to work. If no devices are found, the message “No Devices Found” will be displayed.

Tip: If your Windows program asks which program to open the NTIDiscover . jar file with, select the Java program.

_{ﬁ MTIDiscover u].lfl

Detect NTI Devices

Figure 15- Device Discovery Tool

Click on the “Detect NTI Devices” button to start the discovery process. After a short time, the tool will display all NTI devices on
your network, along with their network settings.

| 2| NTI Device Discove W=k

Device MAC Address IP Address Mask Gateway
I ENVIROMUX-SEMS-16 00:0C:82:03:03E8 |192.158.3.80 |255.255.255.U |192-158-3-3 | Submit | | Blink LED
ENVIROMUX-5D 00:0C:82-10:00:05 |192.158.3.25 I255.255.255.U |192.158.3.3 | Submit | | Blink LED
IPDU-Sx 00:0C:8208:0082  [192.1683.85 [255.255.255.0 [192.168.33 | Submit || Blink LED
ENVIROMUX-2DB 00:0C:82:0E:00:08 |192.158.3.83 |255.255.255.0 |192.158.3.3 | Submit | | Blink LED
VEEMUX-MXN-CSAV 00:0C:82:09:00:25 |192-158-3-82 |255-255-255-U |192-158-3-3 | Submit | | Blink LED
VEEMUX-DVI 00:0C:82:07:01:8B |192.158.3.85 |255.255.255.0 |192.158.3.3 | Submit | | Blink LED

| Submit All | | Refresh | | Close |

How to Use the Device Discovery Tool

To Change a Device's Settings, within the row of the device whose settings you wish to change, type in a new setting and click
on the Enter key, or the Submit button on that row. If the tool discovers more than one device, the settings for all devices can be
changed and you can click on the Submit All button to submit all changes at once.

To Refresh the list of devices, click on the Refresh button.

To Blink the LEDs of the unit, click on the Blink LED button (This feature is not supported on all products.) The Blink LED
button will change to a “Blinking....” button. The LEDs of the unit will blink until the Blinking... button is clicked on, or the NTI
Device Discovery Application is closed. The LEDs will automatically cease blinking after 2 hours.

To Stop the LEDs of the unit from blinking, click on the Blinking... button. The Blinking.... button will change to a Blink LED
button.
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OPERATION VIA WEB INTERFACE

A user may monitor and configure the settings of the ENVIROMUX and any sensor connected to it using the Web Interface via
any web browser (see page 2 for supported web browsers). To access the Web Interface, connect the ENVIROMUX to the
Ethernet (page 7). Use the Device Discovery Tool (page 22) to setup the network settings. Then, to access the web interface
controls, the user must log in.

By default, the ENVIROMUX is configured to dynamically assign network settings received from a DHCP server on the network it
is connected to. (This can be changed to a static IP address to manually enter these settings in the Network Settings on page 41.)
The ENVIROMUX will search for a DHCP server to automatically assign its IP address each time the unit is powered up. If the
ENVIROMUX does not find a DHCP server, the address entered into the static IP address field (page 41 -default address shown
below) will be used. If a DHCP server on the network has assigned the IP address, use the Device Discovery Tool to identify the
IP address to enter when logging in to the ENVIROMUX.

Note: The computer using the Device Discovery Tool and the NTI Device must be connected to the same subnet in order
for the Device Discovery Tool to work. If no devices are found, the message “No Devices Found” will be displayed.

Log In and Enter Password

To access the web interface, type the current IP address into the address bar of the web browser. (The default IP address is
shown below):

[http://192.168.1.23 |

Note: If “Allow HTTP Access” (page 41) is not checked to be enabled (disabled by default) , only an SSL-encrypted
connection will be possible. The software will automatically redirect to an HTTPS (secure) connection. The user will
likely see a warning about the SSL certificate and a prompt to accept the certificate. The ENVIROMUX uses a self-
signed NTI certificate. Accept the NTI certificate.

A log in prompt requiring a username and password will appear:

@ Sweae NETWORK Unit: Unit Name Model: ENVIROMUX-MINI-LXO
mwm m m TECHNOLOGIES Uptime: 37 mins
2 - E- % INCORPORATED Current Time: 01-16-2012 02:44:33 PM

Home ' Login

s ENVIROMUX-MINI-LXO

| [=] Enter login credentials

Username |

Password

© 2012 Network Technologies Inc. All rights reserved,

Figure 16- Login prompt to access web interface

Username = root

Password = nti
(lower case letters only)

Note: usernames and passwords are case sensitive
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With a successful log in, the “Summary” page with a menu at left will appear on the screen:

W mew-mc NETWORK
E%E == TECHNOLOGIES
252 22 INCORPORATED

Unit: E-MINI-LXOB Test Unit Model: ENVIROMUX-MINI-LXOB

Uptime: 32 mins

Current Time: 03-15-2012 01:22:08 PM

Home Summary

Summary

Sensors

Digital Inputs
IP Devices
Output Relays
IP Cameras
Administration

Smart Alerts

Log

Support

Logout

Summary
| Sensors
Conn. Description Type Value Status Action
Temperature - :
lemperature 1 g cdit Lelete
1 Temperature 1 Eormbo 2EL7E0 Normal View Edit Delete
1 Humidity 1 Humidity Combo 34% Normal View Edit Delete
Temperature 2
Jemperature - g Miew Edit Uelete
2 Temperature 2 R 24.5°C Normal View Edit Delete
2 Humidity 2 Humidity Combo 35% Mormal View Edit Delete
| Digital Inputs
Conn. Description Type Value Status Action
1 Digital Input #1 Digital Input Open MNormal View Edit
2 Digital Input 2 Digital Input Open MNormal View Edit
= Digital Input #3 Digital Input Open Mormal View Edit
4 Diaital Input #4 Digital Input Open Mormal View Edit
5 Digital Input #5 Digital Input Open Normal View Edit
| IP Devices
Num. Description Type value Status Action
: | CPUS3 IP Device Responding MNermal View Edit Delete
| Qutput Relays
Conn. Description Type Value Status Action
1 Qutput Relay #1 Cutput Relay Inactive View Edit
| DC Power
Num. Type Status Action
i DC Power Normal Edit
| Smart Alerts
MNo. Smart Alert Description Status Action
1 Smart Alert #1 Normal Ack Dismiss Delete
2 Smart Alert #2 Triggered Ack Dismiss Delete
3 Smart Alert #3 Normal Ack Dismiss Delete
4 Smart Alert £4 Normal Ack Dismiss Delete
5 Smart Alert #5 Normal Ack Dismiss Delete
6 Smart Alert 6 Normal Ack Dismiss Delete
7 Smart Alert #7 Normal Ack Dismiss Delete
Add New Smart Alert

Figure 17- Summary page

From this initial page, the user can use the menu to the left to manage all the functions of the ENVIROMUX.

Function

Description

MONITORING

Monitor the sensors, accessories, and IP devices of the ENVIROMUX (next page)

ADMINISTRATION

Configure all system, network, multi-user access, and security settings as
well as upgrade firmware (page 38)

SMART ALERTS View and configure the Events used for Smart Alerts and the Smart Alerts
themselves (page 55)

LOG View and configure the Event and Data Logs (page 62)

SUPPORT Links for downloading a manual, the MIB file, or firmware upgrades

LOGOUT Log the user out of the ENVIROMUX web interface
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Monitoring

Under Monitoring, there are links to view the status of all sensors and IP Devices being monitored by the ENVIROMUX.

Link Description

Summary Lists all items being monitored, including their description, type, value, and status

Sensors Provides a link to view the status of only the Sensors and a link to add them (page 27)

Digital Inputs Provides a link to view the status of any sensors connected to the CONTACT terminals (1-5) a link to view or
edit their configuration (page 27)

IP Devices Provides a link to view the status of only the IP Devices and a link to add them (page 32)

Output Relay

Provides a link to view the status of the output relay and a link to edit the configuration (page 34)

IP Cameras

Displays an image from up to 8 webcams with links to connect to each (page 36)

DC Power

Provides status of the external DC power supply (page 37) (only applicable on models with battery-backup
feature)

Smart Alerts

Displays the status of each Smart Alert configuration (page 55) and provided link to respond when triggered

Summary

|Sensors

Conn. Description Type Value Status Action

Temperature = =
1 Temperature 1 by 23.8°C Normal View Edit Delete
1 Humidity 1 Humidity Combo 36% Normal View Edit Delete
Temperature i =

2 Temperature 2 Combo 24.3°C Normal View Edit Delete

2 Humidity 2 Humidity Combo 37% Mormal View Edit Delete

Digital Inputs

Conn. Description Type Value Status Action

il Digital Input #1 Digital Input Open Normal View Edit

2 Digital Input #2 Digital Input Open MNormal View Edit

3 Digital Input #3 Digital Input Open Normal View Edit

4 Digital Input #4 Digital Input Open Normal View Edit

5 Digital Input #5 Digital Input Open Normal View Edit

IP Devices |
Num. Description Type Value Status Action

1 CPUS3 IF Device Responding Normal View Edit Delete

| Output Relays |
Conn. Description Type Value Status Action

1 Qutput Relay #1 Cutput Relay Inactive View Edit

| DC Power |
Num. Type Status Action

1 DC Power Normal Edit

Smart Alerts |
No. Smart Alert Description Status Action

1 Smart Alert #1 Normal Ack Dismiss Delete

2 Smart Alert 22 Triggered Ack Dismiss Delete

3 Smart Alert #3 Normal Ack Dismiss Delete

4 Smart Alert #4 Normal Ack Dismiss Delete

5 Smart Alert #5 Normal Ack Dismiss Delete

6 Smart Alert £6 Normal Ack Dismiss Delete

7 Smart Alert #7 Normal Ack Dismiss Delete

Add Mew Smart Alert

Figure 18- Summary page and the Monitoring menu

From the Summary page, the user can view the status of all sensors and the IP Devices being monitored by the ENVIROMUX.
Each item listed has a link that when selected will open the status page for that item.

25




NTI Mini Server Environment Monitoring System

Undefined #1 Status

Type: Temperature Combo R145 Connector: 1

-20°C 25°C 70°C
L

23.0°C e T

Status: Normal

i s [Dhmes .| [Apply Changes To clear these values and start
TR T T A mmmm OVET, Press “Clear Records”
Lowest Reading: ! 01-16-2012 02:07:33 PM z1.5 |

Highest Reading: : 01-16-2012 03:01:49 PM 23.0 |

____________________________ 1 Clear Records

Figure 19- Status page for a temperature sensor

If the temperature sensor is in alert status, the user has the option to either acknowledge the alert or dismiss it.  If the user
acknowledges the alert, no additional alert messages will be sent during that alert status cycle. If the user dismisses the alert,
another alert message will be sent once the “notify again after” time designated on the configuration page (page 28) elapses.

After selecting acknowledge or dismiss, click Apply Changes.

The administrative user can open the sensor configuration page by clicking on the Configure button at the bottom of the sensor
status page (above) or by clicking on Edit from the Summary page. From the sensor configuration page the user can apply

settings to control how or if alert messages are sent in the event the sensor is in alert status, threshold settings, and data logging
settings.
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Configure Sensors

The Sensor Configuration page is broken into three sections; Sensor Settings, Alert Settings and Data Logging. To explode the
window to see settings for a section, click on the section heading (Figure 20).

Undefined #1 Configuration (Type: Temperature Combo)

| [=| Sensor Settings

Description Undefined #1
Group 1 -
Units Deg.C
Min. Lewvel -20.0
Max. Level 700
;\_, ed value for the 0
Min. Non-Critical /30_{] N
Threshold / S e = e i
! i e c 0

Max. Non-Critical
Threshold

Min. Critical Threshold 10.0

\ Min. th Eé":‘.‘ below which indicates ar

\
Max. Critical Threshold \50.0//

Max. threshold above which indicates

Refresh Rate 10

! 1
1 Max. threghold above which indicates
1 1

Note: When changing the “Units” value from Deg.C to
Deg. F, after changing the “Units” value, make sure the
threshold values shown are values between the Deg. C
“Min.Level” and “Max.Level” of the sensor. (l.e. Min. Non-
Critical 0, Max. Non-Critical 50, Min. Critical 0, Max. Critical
50.) Then press “Save”.

(Changing the “Units” value to F will automatically change
the threshold values to Fahrenheit equivalents of their
previous values. You need to change them back to values
compatible with the Deg. C range before pressing “Save”)

Then, after pressing “Save”, you can now change the
threshold values to values compatible with the Deg.F
temperature range that may be outside of the Celsius
range. Be sure to press “Save” again after changing the
values.

Changing the “Units” value without following these steps
may result in a “Maximum Value is Out of Sensor
Range” error preventing the change to the “Units” value.

| & Non—Critica‘Iﬁlert Settings

| [l critical Alert S%ng{

:
| [+| Data Logging

more settings

Save

Click on section heading to
explode the menu to see

| Alert Simulation

Simulate Alert | | Clear Alert

Figure 20- Sensor Configuration page

Threshold Settings

A sensor designed for connection to the RJ45 ports often has a range of reporting values (for example ENVIROMUX-T has a
range of 32°-104°F). Two levels of threshold values for each end of that range can be configured (above) to initiate two different

alert messages, depending upon the severity of the alert.

These levels are identified as “Non-critical” and “Critical”.
variations in alert communication as needed to inform users of the severity of sensor reading changes.

Use these
Each level of alert has its

own configuration for how or if the user will be alerted as to a sensor’s status (see Figure 21).

27




NTI Mini Server Environment Monitoring System

[~ Non-Critical Alert Settings

Disable Alerts
Disable alert notifications for this sensor
Alert Delay a0 Sar -
Duration the sensor must be out of thresholds before alert is generated
Motify Again Time a0 Min -
Time after which alert notifications will be sent again
Notify on return to
normal Send a notification when this sensor returns to normal status
Enable Syslog Alerts

Send alerts for this =ensor via syslog

Enable SNMP Traps
Send alerts for this sensor via SNMP traps

Enable E-mail Alerts

Send alerts for this sensor via e-mail
E-mail Subject

Subject of e-mails sent for alerts
Enable SMS Alerts

Send alerts for this sensor via SMS
Associated Output Relay MNaone -

Mame of the output relay that can be controlled by this zensor
Output Relay status on m
alert Status of the output relay when going to alert

Output Relay status on Active
return from alert

-

Statue of the output relay when returning from alert

[=] critical Alert Settings

Disable Alerts
Dizable alert notifications for this sensor

Alert Delay 30 Sec w
Duration the sensor must be out of thresholds before alert is generated
Notify Again Time 30 Min
Time after which alert notifications will be =ent again
Notify on return to
normal Send a notification when this sensor returns to normal status

Auto acknowledge
Automatically acknowledge alert when sensor returns to normal status

Enable Syslog Alerts
Send alerts for this sensor via syslog

Enable SNMP Traps
Send alerts for this sensor via SNMP traps

Enable E-mail Alerts
Send alerts for this sensor via e-mail

E-mail Subject

Subject of e-mail alerts
Attach IP camera capture [7| Bench Camera
to e-mail 2 . i
Attach captured image from selected IF camera to alert e-mail
Enable SMS Alerts
Send alerts for this sensor via SMS
Associated Output Relay None

-

Name of the cutput relay that can be controlled by this sensor

Output Relay status on Inactive

lert )
al Status of the output relay when going to alert

Output Relay status on Inactive

return from alert = TR
Status of the output relay when returning from alert

Data Logging

Figure 21- Sensor Configuration- exploded view of additional settings
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Sensor Settings

Description

Description The description of the sensor that will be viewed in the Summary page and in the body of alert
messages

Group Assign the sensor to any group 1 -8 (see also page 44)

Units This lets the operator choose between Celsius and Fahrenheit as the temperature
measurement unit. SEE NOTE-PAGE 27- regarding changing this value

Min. Level Displays the minimum value that this sensor will report

Max. Level Displays the maximum value that this sensor will report

Minimum Non-Critical -
Threshold

The user must define the lowest acceptable value for the sensors. If the sensor measures a
value below this threshold, the sensor will move to non-critical alert status. The assigned value
should be

» within the range defined by Minimum Level and Maximum Level and
» lower than the assigned Maximum Threshold value.
If values out of the range are entered, and error message will be shown.

Maximum Non-Critical
Threshold

The user must define the highest acceptable value for the sensors. If the sensor measures a
value above this threshold, the sensor will move to non-critical alert status. The assigned value
should be

»  within the range defined by Minimum Level and Maximum Level and
» higher than the assigned Minimum Threshold value.
If values out of the range are entered, and error message will be shown.

Minimum Critical Threshold

The user must define the lowest acceptable value for the sensors. If the sensor measures a
value below this threshold, the sensor will move to alert status. The assigned value should be

» within the range defined by Minimum Level and Maximum Level,
» lower than the assigned Maximum Threshold value, and
» lower than the Minimum Non-Critical Threshold value.

If values out of the range are entered, and error message will be shown.

Maximum Critical Threshold

The user must define the highest acceptable value for the sensors. If the sensor measures a
value above this threshold, the sensor will move to alert status. The assigned value should be

»  within the range defined by Minimum Level and Maximum Level,
» higher than the assigned Minimum Threshold value, and
» higher than the Maximum Non-Critical Threshold value.

If values out of the range are entered, and error message will be shown.

Refresh Rate

Determines how often the displayed sensor value is refreshed on the Sensor page. A numeric
value and a measurement unit (minimum 1 seconds, maximum 999 minutes) should be entered.

Alert Settings (Applies to Critical and Non-Critical Alerts except where noted)

Disable Alerts

Place a checkmark in the box to prevent alerts from being sent when this sensor’s status
changes

Alert Delay

The alert delay is an amount of time the sensor must be in an alert condition before an alert is
sent. This provides some protection against false alarms. The Alert Delay value can be set
for 0-999 seconds or minutes.

Notify Again Time

Enter the amount of time in seconds, minutes, or hours (1-999) before an alert message will be
repeated

Notify on Return to Normal

The user can also be notified when the sensor readings have returned to the normal range by
selecting the "Notify when return to normal” box for a sensor.

Auto Acknowledge

Place a checkmark in this box to have alert notifications in the summary page return to normal
state automatically when sensor readings return to normal.

Note: The Non-Critical alert settings do not have this option. Instead, non-critical alert
notifications are always auto-acknowledged when sensor readings return to normal

Enable Syslog Alerts

Place a checkmark in this box to have alert notifications sent via Syslog messages

Enable SNMP traps

Place a checkmark in this box to have alert notifications sent via SNMP traps (v2c)

Enable Email Alerts

Place a checkmark in this box to have alert notifications sent via Email

Email Subject

Enter the subject to be viewed when an email alert message is received
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Alert Settings (Applies to Critical and Non-Critical Alerts except where noted)

Attach IP Camera capture to Associate a sensor with a IP camera. Select an IP camera from the drop-down box. An image
email will be captured and sent with the alert message when an alert is sent via e-mail. |P cameras
that are monitored by the ENVIROMUX (page 36) will be available for this purpose.

Note: To be able to send IP camera captures as e-mail attachments, viewer security (in
your camera’s configuration) needs to be disabled. Consult your IP camera manual to
see if this feature is present and for instructions on how to do this.

Enable SMS Alerts Place a checkmark in this box to have alert notifications sent via SMS messages (requires a
modem)
Associated Output Relay Associate the sensor with the operation of the output relay, or not

Note: Only one sensor should be associated with the Output Relay at a time.
Contradicting commands from two or more sensors will result in the output relay
responding to the state directed by the last command received.

Output Relay Status on Alert State the output relay will be in when sensor goes to an alert

Output Relay Status on Return | State the output relay will be in when sensor is no longer in alert
from Alert

Data Logging

Add to data log This is a check-box that lets the user decide if the data sampled should be recorded in the Data
Log.
Logging Period Enter the time period between logged measurements

Be sure to press the Save button to save the configuration settings.

Note: If the Output Relay is associated with a sensor, and configured to change state when a sensor crosses threshold
into alert, it will change state even if the alerts are disabled.

More about Groups

Groups are used to create a common relationship between sensors, IP devices, etc. and their alert messages. Each item being
monitored is assigned to one group of 8 possible. Users (a maximum number of 16 including the root user) can receive alert
messages from items in one or more groups (see user configuration on page 44).

Test Alerts

With all the configuration settings completed, each sensor and how the ENVIROMUX will react to an alert condition can be tested.
Press the Simulate Alert button at the bottom of the configuration page to test each of the notification methods configured. To
cancel the simulation, press the Clear button.

Note: A simulated alert will test all settings including any delay that has been configured (i.e. if a 2 minute delay is
configured, it will delay sending the email for 2 minutes)

To perform a test, the ENVIROMUX must be properly setup for a user to receive alert messages. Use the chart below to make
sure the ENVIROMUX is setup properly.

Apply a valid e-mail address for the
ENVIROMUX to the Enterprise Setup Page Configure sensor and assign sensor to a
(see page 40) group. For a user to receive messages
from this sensor, this group must be
* selected in the user pr%file (above).
Fill in Network Page with valid information Use the “Simulate Alert” button to test the
(see page 41) sensor configuration. The sensor will send
* a message to the assigned group.
Create a user profile- be sure to include *
valid user e-mail address and assign at { The user will receive the message from the
least one group to user to receive group as configured in the alert notification
messages from (page 44) methods on the sensor configuration page
(page 28).

Figure 22- Chart to setup alert notification
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Configure Digital Inputs

The configuration page for digital inputs is almost the same as that for temperature and humidity sensors, with a few differences.
Instead of threshold and minimum/maximum levels settings, digital inputs (water sensors and contact sensors) are either open

contact or closed contact sensors.

not in an alert state. Select between Open contacts, or Close contacts for the normal status of the sensor.

open contact when not in alert state.)

Therefore, the field “Normal Status” is provided to select the status of the sensor when it is

(Water sensors are

Alert settings and data logging features are the same as those described on page 29.

Digital Input Configuration

‘ [~ Digital Input Settings

Description Server Rack Water Sen

tive name for th

Group 1 -

Normal Status

e digital input

Refresh Rate

The refresh rate at which

Select between “Open” or “Closed”

=/ Alert Settings

Disable Alerts

Alert Delay

Notify Again Time

Notify on return to normal

Auto acknowledge

Enable Syslog Alerts

mal status

Enable SNMP Traps ||

Send alerts fo gital input via SNMP traps
Enable E-mail Alerts

Send alerts for this digital input via e-mail

E-mail Subject Server Rack Water Sen
G

Subject of e-mails sent fo

Attach IP camera capture

r alerts

to e-mail At mer alert e-m
Enable SMS Alerts [

Send alerts fo
Associated Output Relay None =~

Name of the output relay that can be controlled by this digital input

QOutput Relay status on Inactive «

alert S
oftatus

Output Relay status on Inactive =

return from alert e SRR it g
Status of the output relay

t relay when go

when returning from alert

‘ [* Data Logging

Save

| Alert Simulation

Clear Alert

Figure 23- Sensor Configuration for Digital Inputs
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Monitor IP Devices

IP devices such as servers, routers, cameras, etc. can be monitored to make sure network connections are open to them. In
order to monitor an IP Device the devices must be added to the list of IP Devices being monitored. From the Monitoring section
of the menu, click on IP Devices. A page listing IP Devices being monitored will open, with a link to add IP Devices. Click on

Add New IP Device.

IP Devices

| IP Devices

Mum. Description Type Yalue Status Action

Add New IP Device

Figure 24- IP Devices listing-none monitored yet

The page shown below will open. Enter a description for the new IP Device and the IP Address of the device.

Add New IP Device

|E|Add New IP Device

Description I

Descriptive name for the IF Device

IP Address I
IP pddress of the device to ping

Add

Figure 25- Add New IP Device page

With the address entered in the block, click on the “Add” button.
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The IP Device Configuration page will immediately open. Here you can configure the ENVIROMUX to ping the IP Device as often
as desired and to react to a lack of response by sending alert messages.

IP Device Configuration

= IP Device Settings

Description

IP Address

Group

Ping Period

Timeout

Retries

|.192-.1éa.1l.11r; . ”.
[2 . [ Min 2| |

[+] Alert Settings

[+] Data Logging

Save |

Alert Simulation

Simulate Alertl- Clear :l-_le!tl

IP Device Settings

Figure 26- IP Device Configuration page

Description

Description The description of the IP Device that will be viewed in the Summary page and in the body of alert
messages

IP Address The IP address of the IP Device

Group Assign the IP Device to any group 1 -8

Ping Period Enter the frequency in minutes or seconds that the ENVIROMUX should ping the IP Device

Timeout Enter the length of time in seconds to wait for a response to a ping before considering the attempt a
failure

Retries Enter the number of times the ENVIROMUX should ping a non-responsive IP device before changing

its status from normal to alarm and sending an alert

The alert settings and data logging are the same as for sensor configuration, described on page 29.

As an example, let's assume the three configurable values are set as follows:

Ping Period = 10 sec

Timeout = 2 sec Retries =5

The device being monitored will be pinged every 10 seconds and it should respond within 2 seconds.

If the device fails to respond within the 2 second timeout, the retry will occur immediately and wait two more seconds. This will
repeat for as many retries as you have configured. In this case, 5 tries. With 5 failures, the status will change to alert.
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With a couple of IP devices having been configured for monitoring, the IP Device list will provide links to them for viewing their
status, editing their configuration, or deleting them from the list.

IP Devices

IP Devices

MNum. Description

1 Web Server
2 Backup Server

Add New IP Device

Type
IP Device

IF Device

Value
Responding
Responding

Status
MNormal

MNormal

View Edit Delete
View Edit Delete

Figure 27- IP Device list with new devices added

To view the graphic image showing the status of an IP address, click on the IP Device description or click View. From the IP
Device status page, the user can view the current status, either dismiss or acknowledge an alert, or open the IP Device

configuration page (if the user has administrative privileges).
dismissed or acknowledged it, be sure to click the Apply Changes button.

Web Server Status

Type: IP Device

Handle Alert: I Dismiss j Apply Changesl

If you have found the device to be in an alert state and have either

Status: Normal

Last alert was at:

Configure |

Monitor Output Relay

Never

Figure 28- IP Device Status page

An output relay is provided to control an external device with a rating of up to 1A, 30VDC or 0.5A, 125VAC. The relay state is
monitored to be either inactive (relay is at rest; contacts as indicated by product markings) or active (relay is energized; contacts
are opposite that of product markings). The status of the relay can be changed either manually through the web interface, or as a

result of an alert (page 27).

Summary
Sensors
Digital Inputs
1P Devices

Output Relays.

1P Cameras

Administration

Log

Output Relay #1 Status

Type: Output Relay

Set Output:  Deactivate ~ |Apply Changes

Figure 29- Output Relay Status

To set the state of the relay manually, from the relay status page (Figure 29), select the arrow next to “Set Output” to drop down
the window and select either “Deactivate” or “Activate”.

Then click the “Apply Changes” button.
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Note: A recent design improvement

INACTIVE ACTIVE resulted in a change to the pinout of

the output relay in the E-MINI-LXO.
C c Please be aware of the change and
0\°~ ° a note which version yours is. The

NC NO NC NO previous version is shown below.

Inactive Active

Figure 30- Output Relay Contact State 0\0 o oo 0/0
NO C NC NO C NC

To change settings for the output relay and whether or not a state change should generate an alert message, click the “Configure
button.

Output Relay Configuration

| =] Output Relay Settings

Description Output Relay #1
Group 1 =

Mormal Status Inactive =

|| Alert when status is changed

Enable Syslog Alerts [ i s e 2 3
Enable SNMF Traps I::‘_ ] ) o i
Enable E-mail Alerts D, s e _ e j g | _ )
E-mail Subject Output Rejlay Activity )

Enable SMS Alerts [F

Save

Flgure si- CoIligure vutlput xeiay

From the configuration page, the user can apply a description of the relay that will be used on the summary page and in any alert
messages sent, if so configured.

To have messages sent to specific members, select the monitoring group the relay will belong to.

Choose the Normal Status for the relay, between Inactive or Active. When the status changes from what is defined as “normal”,
an alert will be sent if so configured.

When the relay is an alert state, the ENVIROMUX can be configured to send an email, syslog and SMS alerts, as well as an
SNMP trap to the users subscribing to alerts in the selected group. Place a checkmark in the box for those features you wish
to enable.

If email alerts is enabled, enter an e-mail subject line that will get the attention of the recipient(s).
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Monitor IP Cameras

The IP Cameras page displays the video

shapshots of up to 8 monitored IP cameras. - NETWORK
ENVIROMUX will display the video from @ NCORPORATED T 1
specified IP addresses and provide images at

320 x 240 resolution. To configure the IP
cameras to be monitored, click on the m I Lamaras
“Configure IP Cameras” link.

Homs | Vi 18 Cameras

........ ary
Sensors
Oigital Inputs

IP Devices.

Cutput Relays

Click to configure >

Figure 32- IP Camera Monitoring

Configure IP Cameras

|B1p camera #1 | Place a name, the URL or IP address of the link, and the
Add to View BY e this comera n the View page full path including name of the image taken by the
— camera in the blocks provided, click the "Add to view"
Name of the [P camera checkbox, and click SAVE at the bottom of the page.
Image URL ' Then click on Monitoring->IP Cameras to see the
- EUlshotipe ibeas 1 G Vi BieT e images taken by those cameras. The images can be

set to be refreshed every 100 msec (.1 second) up to
R 99,900 msec (almost 100 seconds). The user can click

Refresh rate of the image in hundreds of milliseconds on any image and be connected to the site defined by
the URL or IP Address.

IP address of the 1P camera

| IP Camera #2

| 1P Camera #3

B IP Camera 24

| IP Camera #6

| IP Camera #7

|EIF Camera #5 |

| IP Camera #8

Figure 33- Configure IP Cameras

The images from IP cameras can also be associated with alert messages. When configured (page 27), an image from a IP
camera can be taken and sent along with a sensor alert message via email.

Note: To be able to send IP camera captures as e-mail attachments, viewer security (in your camera’s configuration)
needs to be disabled. Consult your IP camera manual to see if this feature is present and for instructions on how to do
this.

36



NTI Mini Server Environment Monitoring System

DC Power

On the Summary Page (under Monitoring), the status of the DC power supply can be found (only applicable for models with
battery backup). The ENVIROMUX will monitor the power coming into the ENVIROMUX and can be configured to send an alert
in the event that power supply fails. Click on “Edit” to configure how the ENVIROMUX should respond.

| DC Power |
Num. Type Status Action
1 DC Power Normal Edit

Figure 34- Excerpt from the Summary Page showing DC Power monitoring

DC Power Alerts Configuration

| = DC Power Alert Settings

Group

1 -
Disable Alerts ]

Dizable alert notifications for DC powerc
Motify Again Time 9 Hr

Time afte ich alert notifications be sent aga
Motify on return to
normal Send a not er DC power re s to normal status
Enable Syslog Alerts ]

Send alerts for DC ver inp a syslog
Enable SNMP Traps 0

Send alerts for DC power inp as 5
Enable E-mail Alerts

Send alerts for DC power input via e-mail
E-mail Subject E-MINI-LXOB Power Aa

Subject of e-mails sent for alerts
Enable SMS Alerts =

Send alerts fo 0T powe a SMS

Associated Output Relay

Output Relay status on
alert

Output Relay status on Active
return from alert

Save

Figure 35- DC Power Alert Configuration

Many of the same options that apply to sensor alerts (page 27) can be configured for DC Power alerts. The battery backup will
keep the ENVIROMUX on line for up to 2.3 hours in the event of a power failure.
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Administration

From the Administration section there are several sub sections for configuring the ENVIROMUX:

System Fields for applying time zone, date, time, NTP server, and backup and restore
configuration settings
System Enterprise Fields for assigning the unit name, address, contact person, the ENVIROMUX e-
Ent : mail address, and phone number of a contact person
nterprize - — - - -
Network Fields for providing all the network settings the ENVIROMUX including IP
Network address, DNS, SMTP and SNMP settings
Users Fields for assigning users, access privileges, passwords, contact settings, and
el schedule settings
Security Security Fields for setting authentication method and IP Filtering
et i System For viewing ENVIROMUX system information
Lasti LR T Information
Firmware Firmware For updating the firmware of the ENVIROMUX when improved software
becomes available.
Bt Reboot Enables user to reboot the ENVIROMUX using the web interface

System Configuration

The System Configuration section is where all the settings necessary for proper time reporting within alert messages and log
records are configured. To view the System Configuration page, click on System from the Administration section of the menu.

System Configuration

I [~ Time Settings

Time zone

Enable Daylight Saving ~

I (GMT-05:00) Eastern Time (US & Canada) j

Automatica ock daylight sa change
FE e | [ un-oD-vvvy =
Manually se ztem date
Set Time I I A j
Manually se system time (format hh:mm:ss)
Enable NTP [}
Get system time via Network Time Prot
NTP server I—
NTP Frequency |5—
E-mail Time Stamp I
Add time sta e-mail alerts
SMS Time Stamp
! =] Configuration Backup & Restore
Choose File I— e |

Note: syste

Download Configuration File |

Restore Defaults |
Save |

m will reboot to apply the configuration

Figure 36- System Configuration page
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The Date and Time of the ENVIROMUX can be either manually setup to use an onboard clock or set to be synchronized with an
NTP server. The configuration of the ENVIROMUX can also be easily backed up to a file on your PC and restored from that file

as needed.

Time Settings
Time Zone

Description
Enter the appropriate time zone

Enable Daylight Saving

Apply a checkmark to have the time change according to Daylight Saving Time rules

Set Date

Enter the system date in MM-DD-YYYY format

Set Time Enter the system time of day in hh:mm:ss format

Enable NTP Place a checkmark to enable the ENVIROMUX to automatically sync up with a time server via
NTP

NTP server If the NTP is enabled, enter the Domain Name or IP address of the NTP server

NTP Frequency

Enter the frequency (in minutes) for the ENVIROMUX to query the NTP server (minimum is 5
minutes)

E-mail Time Stamp

Place a checkmark to have the ENVIROMUX apply a time of day stamp in the alert message
sent via emalil

SMS Time Stamp

Configuration Backup &
Restore

Choose file

Place a checkmark to have the ENVIROMUX apply a time of day stamp in the alert message
sent via SMS

Browse for a saved configuration file to be restored to the ENVIROMUX. Upon selection, the
ENVIROMUX will restore the configuration settings and reboot. Allow 1 minute before trying to
reconnect and log in again.

Note: The IP address will be set to the IP address in the file and may be different

Download Configuration File

Click this button to save the configuration of the ENVIROMUX to a location on your PC. This
file can be restored using the “Choose file” field in the event you wish to return the
ENVIROMUX to a former state. SEE NOTE BELOW

Restore Defaults

Click this button to restore the ENVIROMUX to the configuration settings it had upon receipt
from the factory. Be careful! This will erase all user configuration settings. Upon
restoration, the ENVIROMUX will reboot. Allow 1 minute before trying to reconnect and log in
again.

Confirmation is required.

Note: If “Restore Defaults” is used, the IP address will also be restored to its default address of 192.168.1.23 with a login
name “root” and password “nti”. To restore the root password to “nti” without having to restore all default settings,

contact NTI for assistance.

To identify the IP address of the ENVIROMUX without restoring defaults, use the Discovery Tool (page 22).

Click on Save when finished with Time Setting changes.

Default settings can also be restored through the serial interface via text menu (page 85).

Note: Do not try to manually edit the downloaded configuration file and then restore it to the ENVIROMUX.
The ENVIROMUX will quit working and you will have to return it to NTI to have default settings restored.
Factory restoration of the default settings is not covered under the product warranty.
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Enterprise Confiquration

The Enterprise Configuration page is used to enter basic company information to be applied to the body of alerts. To view the
Enterprise Configuration, click on Enterprise from the Administration section of the menu. Enter in the blocks your unit name,

location, the contact person that alert e-mails should refer to, the phone number to reach them, and the e-mail address assigned
to the ENVIROMUX.

If a GSM modem is properly installed (page 19), the “Modem Status” found in the GSM Modem Status section will indicate
“Connected” and the IMEI number for the modem will be indicated.  Once the modem makes connection with the cell tower,
“Connected” will change to “Ready” (as seen below).

Note: It may take several minutes for the GSM modem to be detected by the ENVIROMUX.

Enterprise Configuration

| [=| Enterprise Settings

Enterprise Name I|—
Location I—
Contact I—--
Phone I—

=] GSM Modem Status

Modem Type: USE Modem

IMEL: 353254030124511,PZ2996N2VN

Modem Status: Ready i i

Signal Power: -103 dBm <4—— GSM modem is properly installed
(] NSRS J

Save |

Figure 37- Enterprise Configuration- Modem Status “Ready”

If no modem is installed, the modem type will be “Not Available” and the status will be “Not Connected”.

=] GSM Modem Status |

Modem Type: Mot Available
IMEI:

Modem Status: Not Connected
Signal Power: Mo Signal

JJJaﬁ_JJ

Save

H

Figure 38- No Modem Installed
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Network Configuration

From the Network Setup page the administrator can either choose to have the IP address and DNS information filled in
automatically by the DHCP server (the default setting), or manually fill in the fields (use a static address). Settings can be
entered for either the IPv4 or IPv6 protocols. To view the Network Configuration page, click on Network from the Administration
section of the menu.

Note: If you select “DHCP”, make sure a DHCP server is running on the network the ENVIROMUX is connected to.

Network Configuration

| £l IPv4 Settings

IPv4 Mod o
oo Sate Note: The values shown here are
A s for local (static) address
e configuration only.
IEvE Subnet Mask; 255.255.255.0
Statically assigned IPv4 subnet mas Address values for DHCP
IPv4 Default Gateway configuration (default setting) will
Statically assigned IPv4 default gatewa Only be dISplayed in the System
Preferred DNS Information page (page 52).

Alternate DNS

| F IPv6 Settings

1BV Mode Disabled =l

IPv6 Address
IPv6 Default Gateway

Enable 6to4 tunnel Disabled j

Local IPv4 Address
Remote IPv4 Address

+|SMTP Settings
| F|SNMP Settings

+| Server Settings

Save |

Figure 39- Network Configuration page

IPv4 Settings Description

Mode Select between Static (manual) , or DHCP (automatic IP and DNS) settings (default)
IP Address Enter a valid IP address (default address shown above)

Subnet Mask Enter a valid subnet mask (default value shown above)

Default Gateway Enter a valid gateway (default gateway shown above)

Preferred DNS Enter a preferred domain name server address

Alternate DNS Enter an alternate domain name server address

Enter IPv6 settings as applicable.

For descriptions of SMTP, SNMP, and Server Settings, see page 43.
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The Network Configuration page is broken into four sections; IP Settings, SMTP Settings, SNMP Settings, and Server Settings.
To explode the window to see settings for a section, click on the section heading.

[=I SMTP Settings
SMTP Server smtp.gmail.com
SMTF server used when sending e-mails
Poit 587 Common Port numbers:
SMTF =erver part Default: 25 (Not secure)
Use SSL l_ SSL: 465 (Secure)
SMTF server reguires the use of S5L TLS: 587 (Secure)
Use STARTTLS . o S Contact your network
SMTP server requires the use of STARTTLS . .
administrator for required
Use Authentication settings.
rer reguires authentication to send e-r
Username user@gmail.com
Username for sending e-mails
Password sssssassss
Paszzword for sending e-mails
[=I SNMP Settings
Enable SNMP Agent SNMPVNICNE -
Allow access to SNMP agent on this device
Enable SNMP Traps
Enable sending of SNMP traps from this device
Read-write community 'private
name = : . 5 &
Read-write community name for SNMP agent
Read-only community public
name - : e
Read-only community name for SNMP agent
|-l Server Settings
Enable Telnet
Enable access to this device via telnet
Enable SSH
Enable access to this device via sch
Enable HTTP Access
Enable access to this device via standard (non-secure) HTTP requests. HTTPS is always
enabled
HTTP Port 30 If the ENVIROMUX is going to be behind a firewall

(router), ensure the ports needed are set to open
for network access. See complete list of ports on
HTTPS Port 443 page 48.

Port for HTTPS reguests

ort for standard HTTP requests

Web Timeout 0

Minutes after which idle web users will be logged out (0 disables idle logout)

Save

Figure 40- Network Configuration- more settings
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More Network Settings (see Figure 40)

SMTP Server Enter a valid SMTP server name (e.g. yourcompany.com)

Port Enter a valid port number (default port is 25, for SSL most use 465, for STARTTLS most use
587)

Use SSL Place a checkmark in the box if the SMTP server supports SSL

Use STARTLS Place a checkmark in the box if the SMTP server supports TLS

Use Authentication Place a checkmark in the box if the SMTP server requires authentication to send email

Username Enter a valid username to be used by the ENVIROMUX to send emails

Password Enter a valid password assigned to the ENVIROMUX username

Enable SNMP agent Place a checkmark in the box to enable access to the SNMP agent

Enable SNMP traps Place a checkmark in the box to allow SNMP traps to be sent

Read-write community name Enter applicable name (commonly used- “private”) Not applicable as of this printing

Read-only community name Enter applicable name (commonly used- “public”)

Enable Telnet Place a checkmark in the box to enable access to the ENVIROMUX via Telnet
The default is disabled.

Enable SSH Place a checkmark in the box to enable access to the ENVIROMUX via SSH

Enabe HTTP access Place a checkmark in the box to enable access to the ENVIROMUX via standard (non-secure)
HTTP requests. Don't disable until you read the first two notes below.

HTTP Port Port to be used for standard HTTP requests

HTTPS Port Port to be used for HTTPS requests

Web Timeout Number of minutes after which idle web uses will be logged-out (enter O to disable this feature)

Note: When using only a secure access configuration (“Enable HTTP Access” is NOT checked), if you intend to connect
to the ENVIROMUX from a location outside the local area network, make sure the firewall on the local area network is
configured to allow traffic through the port assigned to HTTPS requests.

Note: If you are installing the ENVIROMUX with a public IP address and intend to use only a secure access configuration,
you will need to create an x.509 certificate (page 124) and load it into the ENVIROMUX and any PC that will be required to
access the ENVIROMUX.

If the administrator chooses to have the IP and DNS information filled in automatically via DHCP, the SMTP server and port
number still need to be entered for email alerts to work. If the SMTP server requires a password in order for users to send emails,
the network administrator must first assign a user name and password to the ENVIROMUX.

Note: The SMTP server port number is shown in Figure 40 as "25". This is acommon port number assigned, but not
necessarily the port number assigned to your SMTP server. For SMTP servers that support SSL, the common port
number is 465, and for those that support TLS, the common port number is 587.

The administrator may assign a different HTTP Server Port than is used by most servers (80).

Note: If the port number is changed and forgotten, to determine what it has been changed to connect the ENVIROMUX
for control using the text menu (page 66) and review the Miscellaneous Service Settings (page 89).

Read-Only Community Name

The SNMP Read-only community name enables a user to retrieve "read-only" information from the ENVIROMUX using the SNMP
browser and MIB file. This name must be present in the ENVIROMUX and in the proper field in the SNMP browser.

Read-Write Community Name
(not applicable as of this printing)

The SNMP Read-Write community name enables a user to read information from the ENVIROMUX and to modify settings on the
ENVIROMUX using the SNMP browser and MIB file. This name must be present in the ENVIROMUX and in the proper field in
the SNMP browser.
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User Configuration

The Users page is a list of all configured users of the ENVIROMUX. A maximum of 15 users (other than root) can be configured.

From this page the user can choose to add more users, go to the user configuration page to edit a user’s access to the
ENVIROMUX, or delete a user from the list. To view the Users page, click on Users from the Administration section of the

menu.
Users
| Users
Num. Username Enabled Admin Last Login Action
09-06-2009
1 root VEs VES 11:58:55 PM Edit
2 iu; no n Mever Edit Delets

Add New User

Figure 41- Users page

To add a user, click on the “Add New User” link.

To edit a user’s configuration, either click on the listed username, or on the “Edit” link.

To delete a user and their configuration, click on “Delete” link.

When adding a new user, the Configure User page will open with the username “userx” assigned, where x = the next
You can either leave the
name as “userx”, or change it to what you would like to see listed. With the name assigned, fill in the remaining information as

consecutive number (up to 15) based on the quantity of users in the list (other than the root user).

needed.
Configure User

| =l Account Settings

Username

Admin

Enabled

Password

Confirm

he entered password

Title

Test Account

Department Engineering

The user's department within the company

Company NTI

The name of the user's compan

| [+| LDAP Account Settings

| [*] Group Settings

| [+] contact Settings

[+l schedule Settings

|IHSNMP Settings

Save

Figure 42- Configure Users page

If the password for user
“root” is changed from
“nti”, and you lose or
forget what it is, you will
need to return the
ENVIROMUX to NTI to
have default settings
restored. Contact NTI for
an RMA to return the
ENVIROMUX.
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=l LDAP Account Settings

Common Name (for LDAP) Test Account
The Common Name for the user in an Active Directory

Organizational Unit (for Eng,BldgC

LDAP) The Organizational Unit the user belongs to in an Active Directory
= Group Settings

Group 1 O

User receives notifications for Group 1
Group 2 |

User receives notifications for Group 2
Group 3 l_

Uzer receives notifications for Group 3
Group 4 |

User receives notifications for Group 4
Group 5 O

User receives notifications for Group 5
Group & O

User receives notifications for Group 6
Group 7 O

Uzer receives notifications for Group 7
Group 8 |

User receives notifications for Group 8

=l Contact Settings

E-mail Alerts

70

er recejives alerts via e-mail
E-mail Address
E-mail address for the user

Syslog Alerts

0

er receives alerts via syslog

1

SNMP Traps
ser receives alerts via SNMP traps

-

Syslog/SNMP IP Address
P address where syslog messages/SNMP traps are sent for this user

SMS Alerts ||
User recejves alerts via SM5

SMS Number

Phone number where SM5 m are sent for this user

=l Schedule Settings

Schedule Type | Always active E

Configure the user's schedule type

Start Day | Sun ﬂ

First day of the w when the uzer active

End Day Sun j
Last day of the week when the user active
Start Hour I 0000 j

Starting hour for the u

End Hour 00°00 ﬂ
Ending hour for the user's daily schedule

= daily schedule

:

Figure 43- Configure User- more options
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Account Settings

Description

LDAP Account Settings

Common Name (for LDAP)

Username Enter the desired username for this user
Admin Place a checkmark here if this user should have administrative privileges
Enabled Place a checkmark here to enable this user to access the ENVIROMUX
Password Enter a password that a user must use to login to the system
A password must be assigned for the user’s login to be valid
Passwords must be at least 1 keyboard character.
Confirm Re-enter a password that a user must use to login to the system
Title Enter information as applicable
Department Enter information as applicable
Company Enter information as applicable

“Common Name” assigned in the LDAP server account in an Active Directory. Often a name
assigned that is different than the Username. If this is the same as the Username in the
“Account Settings” (above), this can be left blank.

Organizational Unit (for LDAP)

Group Settings
Group 1-8

Contact Settings
Email alerts

Enter the Organizational Unit the user belongs to in an Active Directory

Formatis <ou,ou,etc> (like example in Figure 43)

Place a checkmark if the user should receive messages from sensors, accessories, or IP
devices in Group 1, 2, 3... thru 8 (see also pages 29 and 33 for group assignments)

Place a checkmark if the user should receive messages via email

Email address

Enter a valid email address if this user should receive email alert messages

Syslog alerts

Place a checkmark if the user should receive alerts via syslog messages

SNMP traps

Place a checkmark if the user should receive alerts via SNMP traps

Syslog/SNMP IP address

Enter a valid syslog/SNMP IP address for the user to receive syslog/SNMP messages

SMS Alerts

Place a checkmark if the user should receive alerts via SMS messages

SMS Number

Schedule Settings

Enter a phone number to call to alert the user via SMS message

Note: Use all numbers for this entry (i.e. for international numbers, enter 00 (EU), or 011 (US),
not a plus (+) sign)

Schedule Type Always active- user will receive messages at all hours of each day
Active during defined times- user will only receive alert messages during times as
outlined below
Start Day First day of the week the user should begin receiving messages
End Day Last day of the week the user should receive messages
Start Hour First hour of the day the user should begin receiving messages
End Hour Last hour of the day the user should receive messages
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| SNMP Settings

Authentication Protocol | MNone Ll

Authentication

Passphrase

Privacy Protocol

Privacy Passphrase

Traps Type

Save |

SNMP Settings
Authentication Protocol

|123455T8
I Mane j

[12345678
| sNwPv1 x|

Figure 44- Configure User- SNMP Settings

Choose between MD5 or SHA to require authentication, or none to disable it

Authentication Passphrase

Assign the passphrase to be used to enable the receipt of SNMP v3 messages

Privacy Protocol

Choose between DES or AES to encrypt SNMP readings or traps or none to disable encryption.
If encryption is enabled, then the Authentication Protocol must also be set at “MD5” or “SHA”.

Privacy Passphrase

Assign the passphrase to be used to open and read readings or alert messages received via
SNMP v3

Traps Type

Choose between SNMPv1, SNMPv2C, or SNMPv3

After changing any settings in the user profile, press “Apply”.
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More about User Privileges

The root user (or any user with administrator rights) can change the root password and configure how the root user will receive
alert messages. Users with administrative rights can change all configuration settings except for the root user name.

Users with user rights can only see the current readings of monitored items and change their own passwords.

T ESeeae NETWORK
%8 B B TECHNOLOGIES
INCORPORATED

Unit: E-MINI-LX Model: ENVIROMUX-MINI-LX

Uptime: 33 mins

Current Time: 04-04-2011 03:08:27 PM

Home = Summary

Administration

Support

Logout

Summary
==
Conn. Description Type Value Status Action
Temperature 5z
=erver Back Temperature g Eadit
1 Server Rack Temperature S orbn 86.9F Normal View Edit Delete
iT Server Rack Humidity Humidity Comba 26.6% Narmal View Edit Delete
Temperature
Server Room Temperature g Eart
2 Server Room Temperature S 76.8F Normal View Edit Delete
2 Server Room Humidity Humidity Combeo 34.1% Nermal view Edit Delete
Water Sensors
Conn. Description Type value Status Action
1 Server Room Water Detection Water Sensor Open Normal View Edit
Dry Contacts
Conn. Description Type Value Status Action
T Server Room Smoke Detector Dry Contact Open Nermal view Edit
2 Server Room Door Dry Contact Open Normal View Edit
3 Not Used Dry Contact Open Nermal View Edit
4 Not Used Dry Contact Open Normal View Edit
IP Devices
Num. Description Type value Status Action
1 Web Server 1P Device Responding MNormal View Edit Delete
2 Backup Server IP Device Responding Normal View Edit Delete

11 Network Technologies Inc. All rights resarved.

Figure 45-Summary page for User without Admin privileges
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Security

Security in the ENVIROMUX can be managed one of two ways; through the local settings (passwords assigned in user settings on
page 46) or through an LDAP server. If security is configured to use LDAP mode, then the passwords for users must be those
found on a configured LDAP server. To view the Security Configuration page, select Security in the Administration section of
the menu.

Security Configuration Local E]
[ :.—: User Authentication LOAP -= Local
: / Certifcate + Login
Mode Local - : e

LDAP Primary Server 192.168.1.52
S Microsoft Active Directory E]

LDAP Secondary Server 192.168.1.52 Generic LDAP server
Movell Directory Service

/in rosoft Active Directory
EDAE:Server Ly pe Microsoft Active Directory oz oft Active Directory

LDAP User Base DN dc=Testnet dc=dom,d

| F X509 certificate

[+ IP Filtering
Save |

Figure 46- Security Configuration page

When in LDAP mode, Usernames (and Common name, if different from Username) on the LDAP server must match those in the
user settings of the ENVIROMUX (page 44) or access will be denied.

Note: When in LDAP mode, if the LDAP server is not responding, local authentication will be tried.

User Authentication

Mode Select Local to use authentication based on passwords in the ENVIROMUX user configuration
Select LDAP to use authentication based on passwords in an LDAP server

Select “Certificate+Login” when authentication requires the connecting PC to hold a valid

certificate
LDAP Primary Server Enter Hostname or IP address of Primary LDAP Server
LDAP Secondary Server Enter Hostname or IP address of Secondary LDAP Server (optional)
LDAP Server Type Choose from drop down list:

Generic LDAP server
Novell Directory service
Microsoft Active Directory

LDAP User Base DN Enter the Base DN for users (ex: dc=mycompany,dc=com)

Even though LDAP authentication is being used, each user must also have a local account within the ENVIROMUX. User
permission level is established by the local account (page 44).
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X509 Certificate

The ENVIROMUX is pre-loaded with a generic X509 Server Certificate. If you wish to provide your own X509 Server certificate,
the Server certificate must be uploaded to the ENVIROMUX. The Server certificate and key must be combined in a single file
(“PEM” format). For instruction to create your own certificate, see page 124.

Browse to the Server certificate file and selectit. Then load using the button “Upload Server Certificate and key”.

Note: The key used should not be password protected.

X509 Client Authentication

In addition to Local and LDAP client authentication, X509 client authentication is also available. In order to use X509 client
certificate authentication, select "Certificate + Login" for the mode setting (Figure 46). X509 client certificate authentication
requires the user to present client certification (this happens behind the scenes when you enter the https IP address, before you
are presented with a “Login” screen). For this to work:

1. A client certificate signed by a Certifying Authority (CA) must be loaded into the user’s browser.
2. Use “Choose File” and browse to the CA certificate (file with “.crt” extension) and select it.
3. Click on the “Upload CA certificate” button and load the CA certificate to the ENVIROMUX.

Note: The user will need to login after the X509 client certificate is validated.

The “Restore default certificate” button will restore the unit's default self-signed certificates if needed.

Whether you are just loading your own Server Certificate, or also using client authentication, reboot the ENVIROMUX for
this certificate to take effect.

=1 X509 Certificate

Choose File

l Upload Server certificate and key l

l Upload CA certificate l

l Restore default certificate l

| [*1 IP Filtering

Save

Figure 47- Security Configuration-x509 Certificate

Note: HTTP access can be enabled/disabled from web page under Administration -> Network -> Server Settings -> Enable
HTTP (page 43). Do not disable http access until you verify certificate verification works properly for https connection.
HTTP connection will allow you to change any settings if a wrong certificate is uploaded. Once HTTPS client certificate
validation is verified to be working properly, disable HTTP access for security.
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IP Filtering

Included in the Security Configuration options is IP Filtering. [P Filtering provides an additional mechanism for securing the
ENVIROMUX. Access to the ENVIROMUX network services (SNMP, HTTP(S), SSH, Telnet) can be controlled by allowing or
disallowing connections from various IP addresses, subnets, or networks.

Up to 16 IP Filtering rules can be defined to protect the ENVIROMUX from unwanted access from intruders. Each rule can be set
as Enabled or Disabled. Rules can be set to explicitly drop attempts to connect, or to accept them.

Be sure to press Save after changes are made.

[=] IP Filtering

Mum. Enabled Mode Filter Rule

1 Disabled = DROF ~ |192.1 Be.1.0/24

2 Dizabled = DROP i |192.1EE.1.DJ’24

3 Disabled = DROP < |192.1EE.1.DJ’24

4 Disabled = DROP & |192.1EE.1.DJ’24

5 Disabled - DROF ol |192.1EB.1.DJ’24

6 Disabled = DROF i |192.1EB.1.DJ’24

7 Disabled = DROF & |192.1EB.1.DIE4

g Disabled = DROF ~ |192.1 B5.1.0/24

9 Dizabled = DROP i |192.1EE.1.EU'24

10 Dizabled = DROP i |192.1EE.1.DJ’24

11 Disabled = DROP < |192.1EE.1.DJ’24

1z Disabled = DROP & |192.1EE.1.DJ’24

13 Disabled = DROF bt |192.1EB.1.DJ’24

14 Disabled = DROF i |192.1EB.1.DJ’24

15 Disabled = DROF ~ |192.1 F5.1.0/24

UERRURCEEEREE
NNANNANANANNAAN

15 Disabled = DROF v |192.1 Be.1.0/24

Save

Figure 48- Security Configuration- IP Filtering Rules
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More on IP Filtering

The most common approach is to only allow “white-listed” IP addresses, subnets, or networks to access the device while blocking
all others. The IP Filters are processed sequentially from top to bottom, so it is important to place the most precise rules at the top
of the list and the most generic rules at the bottom of the list.

As an example, assume we wish to block all connections except those which come from the IP address 192.168.1.100. To allow
connections from 192.168.1.100, we need to configure and enable an ACCEPT rule at the top of the list:

1 | Enabled =] IACCEF‘Tj

Then, to block all other IP addresses from connecting to the ENVIROMUX, we add a rule to drop all other connections.

16 | Enabled [¥] | oroP =]

If the preceding “drop all connections” rule was placed in position one, no connections at all would be allowed to the unit.
Remember: rules are processed from top to bottom. As soon as a rule matches, the processing stops and the matching rule is
executed.

| 192.168.1.100

[0.0.0.00]

To match a particular IP address, simply enter in the desired IP address (e.g. 192.168.1.100).
To match a subnet, enter in the subnet with the associated mask (e.g. 192.168.1.0/24).

To match all IP address, specify a mask of 0 (e.g. 0.0.0.0/0).

System Information

The system information page displays the model name of the ENVIROMUX, the firmware version in the ENVIROMUX, the MAC
address of the Ethernet port, the IP mode, and the network configuration. To view the System Information, select System
Information in the Administration section of the main menu.

System Information

System Information

Product: ENVIROMUX-MIMI-LX Mini Server Environment Monitoring System
Revision: 1.0

Build Date: 09-27-2011 01:21:22 PM

MAC Address: 00:0C:82:0B8:00:03

IP Mode: Static

IP Address: 192.168.3.85

Subnet Mask: 255.255.255.0

Default Gateway: 192.168.3.3

Primary DNS:
Secondary DNS:

SNMPv3 Engine ID:

166.102.165.11
166.102.165.13
Ox80001F8803000C320B0003

Figure 49- System Information page
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Update Firmware

The Update Firmware page is used to change the firmware of the ENVIROMUX. Occasionally new features or changes to
existing features will be introduced and new firmware with these changes will be made available on the NTI website
(http://www.networktechinc.com/download/d-environment-monitoring.html). To view the Update Firmware page, select Firmware
in the Administration section of the main menu. Once a user has downloaded the required file for firmware upgrade, this page

will be used to upload it to the ENVIROMUX.

Update Firmware

| =] Firmware Update
Caution! You have asked to update the firmware. Failure to update firmware properly can permanently damaage the product.

Update file

Lpdate |

Figure 50- Update Firmware page

1. Download the most current firmware file from http://www.networktechinc.com/download/d-environment-monitoring.html to a

location on your PC.
2. Click on the “Browse” button and locate and select the firmware file for the ENVIROMUX (E-MINI-Ix0-vx-x_.bin, for

example).
3. Click on the “Update” button to perform the firmware update. The firmware update process will take approximately 5 minutes

while the ENVIROMUX installs the firmware. Once the update file has been installed, the unit will automatically

reboot and the login screen will appear.
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Reboot the System
The ENVIROMUX can be remotely rebooted by anyone with administrative privileges. To view the Reboot System page, select
Reboot in the Administration section of the main menu. Click the Reboot Now button to cause the ENVIROMUX to reboot.

This will disconnect any user and shut down all activity.

Reboot System

| [=|Reboot the System

Reboot Mow |

Figure 51- Reboot System page

The message “System is rebooting, please wait..... “ will appear and after approximately 45 seconds the login screen will appear.

Log in to resume activity.

System Reboot

Systemn is rebooting, please wait..,

Figure 52- System is rebooting
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Smart Alerts

Smart Alerts enable the ENVIROMUX to contact users when specially configured circumstances exist for defined sensors. Smart
Alerts will respond to 1 or more alert conditions independent of the alert configurations for each sensor configured on page 27.

Assorted conditions can produce configurable events that can then be used in numerous scenarios to produce Smart Alert
messages that are sent to users.

To begin, Events must be defined and configured. Events are sensor conditions to be notified of. Events logged based on the
sensor configurations described on page 27 will be managed separately from events logged by these pre-defined Events. Sensor
configuration for these Events will have no impact on the general configuration of your sensors. Pre-defined Events provide more
control over what you want to be notified of.

T = e NETWORK Unit: E-MINI-LXOE Test Unit Model: ENVIROMUX-MINI-LXOB

Ewm @ m TECHNOLOGIES Uptime: 5 hours, 23 mins
B 2-BF IncorPORATED Current Time: 03-13-2012 02:47:01 PM

Home = Event List

Events
Administration ‘ Events
No. Event Description Sensor Trigger Val. Current Val. Status Action
1 Event #1 Temperature 1 Temperature 1 < 20.0C 22.4C Normal Ack Dismiss Delete
Ee=nts & Event £2 Temperature 2 Temperature 2 < 20.0C 22.9C Normal  Ack Dismiss Delete
Smart Alerts 3 Ewent #3 Temperature 1 Temperature 1 > 24.0C 22.4C Normal  Ack Dismiss Delete
4 Event #4 Temperature 2 Temperature 2 > 24.0C 22.9C Normal  Ack Dismiss Delete
5 Event #5 Digital Input 21 Digital Input 1 Closed Open Normal  Ack Dismiss Delete
m 3 Event 6 Digital Input #2 Digital Input £2 Closed Open Normal Ack Dismiss Delete
7 Event #7 Digital Input £3 Digital Input #3  Closed Open Normal  Ack Dismiss Delete
8 Ewent #8 Digital Input #4 Digital Input #4  Closed Open Normal Ack Dismiss Delete
9 Event #5 Digital Input #5 Diaital Input #5 Closed Open Normal Ack Dismiss Delete

Create New Event

2 Network Technologies Inc. All rights reserved.

Figure 53- Events used for Smart Alerts

From the side menu, select “Smart Alerts”, and “Events”. On the Events page, click on “Create New Event”.

Add New Event

| -1 Add New Sensor, Digital Input or IP Device

Sensny Temperature 1 |+

Hurmidity 1
Temperature 2
Hurmidity 2

Digital Input #1
Digital Input #2
Digital Input #3
Digital Input #4
Digital Input #5
CPU53

Figure 54- Sensor to be used for a predefined event

You will be prompted to select which connected sensor to associate the event with. Which sensor’s data do you want to trigger
this event? Once selected, click “Add”.
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New Event Configuration

|=| Ewent Settings

Description

Trigger Status

Event Delay

When triggered,
acknowledge the
following event

[=| Event Notifications

Group

Notify Again Time

Notify on return to
normal

Auto acknowledge
Enable Syslog Alerts
Enable SNMP Traps

Enable E-mail Alerts

E-mail Subject

Attach IP camera capture [

to e-mail

Enable SMS Alerts

Save |

Event#6 Server Rack D

Open +«

elegtthe b Event #1 Server Room Temperature

Co Se¢ ~ o [Event#2 Server Rack Temperature

o in _ —_Event #3 Server Room Smoke Detector
Event #4 Server Room Water Sensor
Event #5 Server Rack Water Sensor

1 -

Event#6

| College Campus

Figure 55- Configuration options for new event

Depending upon the type of sensor chosen, various event settings can be configured that will cause an event to be logged.
In the example above, if the temperature sensor sees a temperature greater than 75.0 degrees C for more than 30 seconds, and

event will be logged.

Event Notifications can then be configured to be sent, with the options described in the following table.

Event Settings
Description

The description of the sensor that will be viewed in the Summary page and in the body of alert
messages

Threshold (for RJ45 sensors)

The threshold value of the measured unit that will trigger an event
Note: The trigger value can be a value that is considered a sensor’s “normal” state, or its
“alert” state.

Threshold Type

The type of variation from the threshold value that indicates a condition (greater than or less
than)

Trigger Status (for digital
inputs)

The condition of the sensor that indicates a triggered state (open or closed)

Event Delay

The amount of time the event must be triggered before an event is logged. This provides some
protection against false alarms. The Event Delay value can be set for 0-999 seconds or
minutes.

When triggered, acknowledge
the following event

Event Notification Settings
Group

Selecting an event for this field gives the option to cancel notice of another separate event
(acknowledge) when current event is triggered

Assign the Event to any group 1 -8 (see also page 44)

Notify Again Time

Enter the amount of time in seconds, minutes, or hours (1-999) before an alert message will be
repeated

Notify on Return to Normal

The user can also be notified when the Event has returned to a non-triggered state by selecting
the "Notify when return to normal” box for an Event.
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Event Notification Settings (Continued)

Auto Acknowledge

Place a checkmark in this box to have alert notifications in the summary page return to normal
state automatically when an Event is no longer being triggered.

Enable Syslog Alerts

Place a checkmark in this box to have alert notifications sent via Syslog messages

Enable SNMP traps

Place a checkmark in this box to have alert notifications sent via SNMP traps (v2c)

Enable Email Alerts

Place a checkmark in this box to have alert notifications sent via Email

Email Subject

Enter the subject to be viewed when an email alert message is received

Attach IP Camera capture to
email

Associate an Event with an IP camera. Select an IP camera from the drop-down box. An
image will be captured and sent with the alert message when an alert is sent via e-mail. IP
cameras that are monitored by the ENVIROMUX (page 36) will be available for this purpose.

Note: To be able to send IP camera captures as e-mail attachments, viewer security (in
your camera’s configuration) needs to be disabled. Consult your IP camera manual to
see if this feature is present and for instructions on how to do this.

Enable SMS Alerts

Place a checkmark in this box to have alert notifications sent via SMS messages (requires a
modem)

After all options are selected, click the “Save” button. This Event will now be added to the Events page (Figure 53). Up to 50
events can be defined. Events can be configured to trigger alerts by themselves, and/or be used in combination with other

events to trigger Smart Alerts.

With Events defined, Smart Alerts (up to 20) can be configured to use Event combinations to send alert messages.

Smart Alerts

Smart Alerts

No. Smart Alert Description Status Action

1 Smart Alert #1 MNormal Ack Dismiss Delete
7 Smart Alert £2 Mormal Ack Dismizzs Delete
3 Smart Alert #3 Mormal Ack Dismiss Delete
4 Smart Alert £4 Mormal Aclke Dismizz Delste
5 Smart Alert #5 MNormal Ack Dismiss Delete
& Smart Alert £6 Mormal Aclke Dismisz Delete
7 Smart Alert £7 MNormal Ack Dismiss Delete

Add New Smart Alert

Figure 56- Smart Alert summary page

From the side menu, select “Smart Alerts”, and “Smart Alerts” again. On the Smart Alerts page, click on “Add New Smart Alert”.
A new numbered Smart Alert will be added to the summary page (above). To configure the Smart Alert, click on it.
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A menu will open with many options to choose to make the best use of the information provided by the events.

Smart Alert #8 Configuration

| =] Description |

Description Smart Alert #8
Descriptive name for the Smart Alert

| =] OR Events |

None

=
(=
(=

Available events: MNone -

=] AND Events

None

=
(=N
(=8

Available events: MNone -

=] Smart Alert Configuration

Logical Function OR

-

Logical function to be applied to OR and AND lists above

Delay a0 Sec
Duration the logical fuction should be active before the Smart Alert is triggereded

[=ISmart Alert Notifications

Group 1

-
Select which group the event belongs to

Motify Again Time 30 Min
Time after which alert notifications will be sent again

Notify on return to

normal Send a netification when this sensor returns to normal status

Auto acknowledge
Automatically acknowledge alert when sensor returns to normal status

Enable Syslog Alerts
Send alerts for this Smart Alert via syslog

Enable SNMP Traps
Send alerts for this Smart Alert via SNMP traps

Enable E-mail Alerts

Send alerts for this Smart Alert via e-mail
E-mail Subject Smart Alert #8

Subject of e-mails sent for alerts

Attach IP camera capture Bench Camera

to e-mail . .
Attach captured image from selected IP camera to alert e-mail

Enable SMS Alerts
Send alerts for this Smart Alert via sms

[=ISmart Alert Command

Associated Output Relay MNone -
Which Output Relay should be associated with this smart alert
Output Relay status on nactive -
et On alert, set the Output Relay state to this
Output Relay status on nactive -

et f lert ]
bl On return to normal, set the Output Relay state to this

Save
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DESCRIPTION

Description

OR Events
Available Events

AND Events
Available Events

Smart Alert Configuration
Logical Function

Use the default description provided or enter the description you want to see on notifications
received.

Select from the predefined available Events (Figure 53) to have OR logic applied to a triggered
Event

Select from the predefined available Events (Figure 53) to have AND logic applied to a triggered
Event

Logical function to be applied to the output of the logical status of the OR and AND lists to
determine when a Smart Alert should be generated.

Options include OR, AND, XOR, NOR and NAND

Delay

Smart Alert Notifications
Group

The amount of time the Smart Alert Event status must be in an alert condition before a Smart
Alert message is triggered. This provides some protection against false alarms. The Delay
value can be set for 0-999 seconds or minutes.

Assign the Smart Alert to any group 1 -8 (see also page 44)

Notify Again Time

Enter the amount of time in seconds, minutes, or hours (1-999) before an alert message will be
repeated

Notify on Return to Normal

The user can also be notified when the Smart Alert conditions have returned to the normal (non-
triggered state) by selecting the "Notify when return to normal" box.

Auto Acknowledge

Place a checkmark in this box to have alert notifications in the summary page return to normal
state automatically when Smart Alert conditions return to normal.

Enable Syslog Alerts

Place a checkmark in this box to have alert notifications sent via Syslog messages

Enable SNMP traps

Place a checkmark in this box to have alert notifications sent via SNMP traps (v2c)

Enable Email Alerts

Place a checkmark in this box to have alert notifications sent via Email

Email Subject

Enter the subject to be viewed when an email alert message is received

Attach IP Camera capture to
email

Associate a Smart Alert with an IP camera. Select an IP camera from the drop-down box. An
image will be captured and sent with the alert message when an alert is sent via e-mail. IP
cameras that are monitored by the ENVIROMUX (page 36) will be available for this purpose.

Note: To be able to send IP camera captures as e-mail attachments, viewer security (in
your camera’s configuration) needs to be disabled. Consult your IP camera manual to
see if this feature is present and for instructions on how to do this.

Enable SMS Alerts

Smart Alert Command
Associated Output Relay

Place a checkmark in this box to have alert notifications sent via SMS messages (requires a
modem)

Associate the Smart Alert with the operation of the output relay, or not

Note: Only one sensor or Smart Alert should be associated with the Output Relay at a
time. Contradicting commands from two or more sensors or Smart Alerts will result in
the output relay responding to the state directed by the last command received.

Output Relay Status on Alert

State the output relay will be in when a Smart Alert is triggered

Output Relay Status on Return
from Alert

State the output relay will be in when a Smart Alert is no longer being triggered

More on Logical Functions

Using Logical Functions, you can select how to use or not use the reported state of an Event.

You can combine the information

from multiple Events to achieve an end result.
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Event Delay Use the “Al_ert State” of a sensor to trigger the event | Manual FManuallv chanae
[ Event1 —"~— 4" (OR List) Logic I Override Y d
) e
I

> | Output Relay

Function v State
i Event Delay AND Output
‘_EVEI'It n I_i_'__l'_‘l|__ _I |_ OR/ / SnggAlert Relay
Event Delay { ) ﬁgg’;
[ Event1 M——"~— PI:‘_‘_‘ND List Smart Alert
i =4 AND) | NBND Notification

i Event Delay | /
[Eventn 15— [T o5
| 3

Use the “Normal State” of a sensor
to trigger the event

Relay Logic Diagram for ENVIROMUX Series

® Events can be individually configured for any of the installed sensors.
@ All delays are configurable.

@ Events can be used directly or inverted.

® Maximum number of Events “n” is 50.

@® Maximum number of Smart Alerts is 20.

Figure 58- Event Logical Function Diagram

Smart Alert Rules:
¢ Any configured Event can be applied to either the OR Events list or the AND Events list, or both lists.
e Events can be configured to be triggered by a sensor or monitored device in alert state or in normal state.
e Each list will generate an output value, the value to either send an alert (1), or not (0).
e If any Eventin the OR list is triggered, the output value of the OR list will be 1.

e All Events in the AND list must be triggered for the output value of the AND list to be 1.

The Logical Function combines the two values to determine if a Smart Alert should be sent, as detailed in the table below:

OR AND Logical Smart Alert OR AND | Logical Smart Alert
List List Function = Generated List List Function | generated
0 0 No 0 0 Yes
1 0 Yes 1 0 No
OR NOR
0 1 Yes 0 1 No
1 1 Yes 1 1 No
0 0 No 0 0 Yes
1 0 Yes 1 0 Yes
XOR NAND
0 1 Yes 0 1 Yes
1 1 No 1 1 No
0 0 No
1 0 No
AND
0 1 No
1 1 Yes

Example: If the OR list value is at 0, and AND list value is at 0, when the Logical Function is set to OR a Smart Alert will
NOT be generated.
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OR List
Event 1-Triggered
Event 2-No Trigger

AND List

Event 3-Triggered
Event 4-No Trigger

OR List

Event 1-Triggered
Event 2-No Trigger

Output
—> Value
is1

Output
— Value
is0

Output
—* Value
is1

AND List
Event 3-Triggered
Event 4-No Trigger

Output
—> Value
is0

OR List

Event 1-Triggered
Event 2-No Trigger

Qutput
—» Value
is1

AND List

Event 3-Triggered
Event 4-Triggered

Output
— Value
is1

Logic
Function
OR

o

Logic
Function
AND

—>

Logic
Function
XOR

—

OR List
Event 1-No Trigger
Event 2-No Trigger

Smart Alert
Generated

No

Smart Alert

No

Smart Alert

AND List

Event 3-Triggered
Event 4-Triggered

OR List

Event 1-No Trigger
Event 2-No Trigger

Output
—» Value
is0

Output
—> Value
is1

Output
—> Value
is0

AND List

Event 3-No Trigger
Event 4-No Trigger

Output
—> Value
is0

OR List
Event 1-Triggered
Event 2-No Trigger

Output
— Value
is1

AND List
Event 3-Triggered
Event 4-No Trigger

Output
—* Value
is0

Figure 59- Examples of Smart Alert conditions

Iﬁzgi:ct'on Smart Alert

i —

s Generated

IEDQL‘-;. Smart Alert
unction [ —»

ey Generated

Logic No

Function | —»| smart Alert
NOR
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Log

From the Log section there are three sub sections for configuring the ENVIROMUX:

View Event Log | View a log listing the date and time of events such as startups, shut downs,
user logins
View Data Log View data readings from sensors and IP addresses
Log Settings Configure how the logs are sent to users, how they handle reaching capacity,
Wiew Event Log which users will be notified that it has reached capacity, and how they will be
notified

Wiew Data Log

Log Settings

Support

Logout

View Event Log

The Event Log provides the administrative user with a listing of many events that occur within the ENVIROMUX. The event
log will record the date and time of:

e each ENVIROMUKX startup,
e each user login and logout time,

e any time an unknown user tries to login,
e sensor and IP device alerts
e an alert handled by a user

Event log

Jump to page: | 1.2] Entries per page: | 20x]

- Showing Entries 1-4 of 4 Ewvent Log Free Space: 99.6%

Select all — Date fTime Type Value Message
= 09-08-200% 12:14:04 AM  Start-up - Systemn start-up
[ 09-08-2009 12:21:30 AM  Login - User root logged in via web interface

Pravious Next

Delete Selected |  ClearLog |

Downiload Event Log 1

Figure 60- Event Log page

From the Event Log page the administrative user can view the logs, select specific logs to be deleted or press Clear Log to delete
them all. The number of entries per page can be changed for the user’s reading preference. Navigating between pages is as
easy as clicking Previous or Next buttons, or jumping to a specific page if you know where the log entry you are interested in is
listed.

To clear only specific log entries, place a checkmark in each line item to be deleted, and press Delete Selected. To select all
entries at once, place a checkmark in the uppermost box. Before deleting, the user may want to save the log for future reference
and to make space for more logs by downloading the event log to a file on a PC. Press Download Event Log to save the log file
before clearing it.
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View Data Log

The Data Log provides the administrative user with a listing of all the readings taken by the ENVIROMUX pertaining to the
sensors and IP Devices being monitored. The event log will record the date and time of each reading.

Data log

Jump to page: 1:' Entries per page: El]:]

|E|Shnwing Entries 1-4 of 4 Data Log Free Space: 99.6%

Select all —l DatefTime Type ¥alue Description
r 09-08-2009 12:41:13 AM Temperature Combo 29.2C Undefined #1
r 09-08-2009 12:41:30 AM Hurmidity Combo 30.6% Undefined &1
r 09-08-2009 12:41:54 AM IP Davice Responding ENVIROMUX-MINI-no.1
r 09-08-2009 12:42:13 AM IP Drevice Responding ENVIROMUX-MINI-no.2

Previous Next

Delete Selected | Clear Logl

Download Data Log |

Figure 61- Data Log page

From the Data Log page the administrative user can view the logs, select specific logs to be deleted or press Clear Log to delete
them all. The number of entries per page can be changed for the user’s reading preference. Navigating between pages is as
easy as clicking Previous or Next buttons, or jumping to a specific page if you know where the log entry you are interested in is
listed.

To clear only specific log entries, place a checkmark in each line item to be deleted, and press Delete Selected. To select all
entries at once, place a checkmark in the uppermost box. Before deleting, the user may want to save the log for future reference
and to make space for more logs by downloading the event log to a file on a PC. Press Download Data Log to save the log file
before clearing it.

Log Settings

The Log Settings page (Figure 62) provides settings for how the ENVIROMUX will react when its Data and Event logs reach
capacity.

The Event Log settings include a logging level that can be configured to log different amounts of information:
e  Error : shows only system errors (like sending e-mail failures or SMS)
e Alerts: shows recorded system errors and alert messages
e Info: In addition to all of the above, the log will show less relevant information: user login/logout for example

Each log can be assigned to a group and any user that receives messages from that group can be notified when capacity is being
reached.

The log can be set to either :
e Discontinue- stop logging information
e Clear and restart- delete all log entries and restart with new entries
e Wrap- continue logging but delete the oldest entries so new ones can be recorded

63



NTI Mini Server Environment Monitoring System

The Data and/or Event log can be set to send alerts to users via email, syslog, and/or SNMP traps once it has reached 90% of
capacity, allowing them time to react.

The Data log can also be set to send log entries via email, syslog, or SNMP traps to users in addition to the entries it records
internally. Enable Remote Logging for email, syslog, of SNMP as desired.

Log Settings

= =] Ewent Log Settings

Logging Level nfo

Group 22

Overflow Action Discontinue Log -

oose the action to take when the event

1

Enable Syslog Alerts

!
5
]

i
5

m
]

i
1

i}
|
!

i

T

5

[
Enable SNMP Traps ]
[l

Enable E-mail Alerts

i =] Data Log Settings

Group D,
Overflow Action Wrap

Enable Syslog Alerts

Enable SNMP Traps

O
O
Enable E-mail Alerts D
0

Enable Syslog Remote
Logging Send data log entries via Syslog me

Enable SNMP Remote ]
Logging
Enable E- il R t H H
T :D et e Apply a checkmark in this box

to enable the recording of logs
to the flash drive.

i =l Log To Usb Flash Settings

!

Enable Log to Flash drive [

m
.

Note: Be sure to remove the
checkmark before removing a

flash drive from the

ENVIROMUX.

Otherwise data on the drive
may be lost.

Figure 62- Log Settings page

Log to USB Flash Settings

Event and Data log messages are automatically sent to users as configured above in addition to being recorded in the logs. The
logs can also be downloaded as a tab-delimited plain text file. If a USB flash drive is present, logs will also be recorded on the
flash drive to make them portable provided the feature is enabled.

The number of logs that can be recorded depends on the capacity of the flash drive installed. To begin recording to the flash drive,
place a checkmark in the “Enable Log to Flash drive” box.  Be sure to remove the checkmark before removing the flash drive
from the ENVIROMUX or the data on the drive may be lost.
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Administration

Support

The Support section of the menu includes two links, Manual and Downloads.

The Manual link will open the pdf manual for the ENVIROMUX on the NTI website.
You must have Adobe Reader installed on your PC to open this.

The Downloads link will take you to the Firmware Downloads page for the ENVIROMUX on Downloads

the NTI website. All versions of firmware and MIB files for the ENVIROMUX will be found
there, available for immediate download to your PC.

Figure 63- Support

Logout

Monitoring

To logout of the ENVIROMUX user interface, click on the “Logout” section in the menu.

A gray menu label will drop down. Click on the gray label to be immediately logged out.
The login screen will appear, at which you can close your browser or log back in.

Administration

Figure 64- Logout

65



NTI Mini Server Environment Monitoring System

OPERATION VIA TEXT MENU- ENVIROMUX

The ENVIROMUX can be controlled through a text menu using a terminal program (e.g. HyperTerminal) connected to the USB
Console Port (page 8), or using the Telnet or the SSH protocol provided a connection has been made to the Ethernet Port (page

7).

Either of these methods will work to access the ENVIROMUX text menu. The text menu can be used to control all functions

of the ENVIROMUX as an alternative to the Web Interface (page 23).

Connect to ENVIROMUX from a Terminal Program

The following instruction will enable the user to quickly make connections using a terminal connected to the “USB
CONSOLE" port after the drivers have been loaded (page 8). For instruction to make quick connection using the
Ethernet port and Web Interface, see page 23.

Note: Drivers must first be installed on the PC (page 8) before the terminal program and USB CONSOLE port can be
used.

Make sure the ENVIROMUX is powered ON.

Using the serial console device connected to the port labeled "USB CONSOLE", start the terminal program (e.g. Windows
HyperTerminal) and configure it as follows:

direct connection (using the appropriate CPU local serial Com port)

115200 bps

8 bits

no parity

1 stop bit

no flow control

VT100 terminal mode.

Press <Enter> and a login prompt will appear- “minilxo login:” , type <FOOt> (all lowercase letters) and press
<Enter>.

At “Username: “ type <FOOt> (all lowercase letters) and press <Enter>.

At “Password” type <Nt i> (all lowercase letters) and press <Enter>.

etwork Technologies Inc ENUTROMUR-MINI-LX0O www . networktechinc.com A

ENUIROMUX-MINI-LX0 Server Environment Monitoring Sustem !

Username: root
Password:

Enter login credentials.
Press {Enter> to move hetueen fields.

Figure 65- Text Menu Login screen

Note: User names and passwords are case sensitive. It is important to know what characters must be capitalized and
what characters must not.

Note: Only the user “root” can access the text menu when connected through the “USB CONSOLE” port.
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Connect to ENVIROMUX from Command Line

To access the Text Menu from the command line, the ENVIROMUX must first be connected to the Ethernet (page 7).

Connect Via Telnet

Note: Telnet must be enabled for a connection via Telnet to be possible (page 42)

To open a telnet session to the ENVIROMUX, Issue the following command from the command line:

telnet <ENVIROMUX hostname or IP address>

<ENVIROMUX hostname> is the hostname configured in the workstation where the telnet client will run (through /etc/hosts or
DNS table). It can also be just the IP address of the ENVIROMUX (default is 192.168.1.23).

The user will be prompted for username and password to connect to the ENVIROMUX.

Connect Via SSH

To open an SSH session to a serial port, issue the following command from the command line:

ssh -1 <Username> <ENVIROMUX hostname or IP address>

<Username> is any user configured to access the ENVIROMUX (as defined in the list of users (page 44).

<ENVIROMUX hostname> is the hostname configured in the workstation where the SSH client will run (through /etc/hosts or DNS
table). It can also be just the IP address of the ENVIROMUX (default is 192.168.1.23).

The user will be prompted for a password to connect to the ENVIROMUX.

The main menu of the Text Menu will be displayed whether you are connecting via USB Console,Telnet, or SSH.

Iﬂetwork Technologies Inc ENUTROMUX—-MINI-LH www.networktechinc.com A

Main Menu

. S8ystem Configuration
Enterprise Configuration
. Metwork Configuration
User Configuration

. Security Configuration

. Event & Data Logs

. System Information

. Rehoot

=

0 00 =T O LA L [N

[Logout]

onitor and configure sensors, power outlets,. and IP devices.
Press <Tab> to move between the menu and logout button. Press <{Enter> to
=elect highlighted item.

Figure 66- Text Menu- Administrator Main Menu
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If you are a user with only user privileges (no administrative privileges), the text menu will have more limited options.

Iﬂetwork Technologies Inc ENUIROMUX-MINI-LZ wuy.networktechinc.com

|

Main Menu

2. Account Settings

[Logout]

onitor and configure sensops, power outlets. and IP devices.
ress <labh? to move hetween the menu and logout button. Press <{Enter} to
select highlighted item.

Figure 67- Text Menu- User Main Menu

For more on the Text Menu options for non-administrative users, see page 102.
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Using the Text Menu

Text Menu Navigation
e To move up and down the numbered menu items or toggle through field options, use the arrow keys.

e Tojump from menu item to another quickly, press the numbered key above the QWERTY keys (the numberpad number
keys are not used).

e To move from menu list to action key (such as “Logout” in Figure 67 above), press <Tab>.

e To exit an action or menu, press <Esc>.

e To select a highlighted item or move to another field in a configuration page, press <Enter>.
e Be sureto Tab to “Save” and press <Enter> when configuration changes are made.

e To return from “Save” back to a field on the configuration page, press <Tab>.

The Administrators Main Menu is broken into 9 categories:

Function Description
Monitoring Monitor and configure the sensors, accessories and IP devices
System Configuration Set the ENVIROMUX time settings or reset the unit to factory default settings

Enterprise Configuration | Configure system settings

Network Configuration Configure network settings

User Configuration Configure user access settings

Security Configuration Configure security settings

Event and Data Logs View and configure the Event and Data Logs (page 98)
System Information View system and network settings

Reboot Enables the user to reboot the ENVIROMUX
Monitoring

The Monitoring menu lists choices for viewing the status of items monitored by the ENVIROMUX as well as for configuring how
they are monitored and how or if alert messages will be sent.

lﬂetuork Technologies Inc ENUTROMUX—MINI-LX0 wwy .networktechinc.com ~

Monitoring Menu

2. Uiew Digital Inputs

3. Uiew IP Dewvices

4. View Qutput Relays

5. Configure Sensors

6. Configure Digital Inputs
7. Configuwre IP Devices

8. Configure Output Relays
?. Configuwre IP Cameras

Monitor Sensors.
Press {Enter} to select highlighted item.
Esc?> exits to previous menu. s’

Figure 68- Text Menu-Monitoring Menu
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View Sensors
The View Sensors selection will show the present status of each analog sensor connected to the ENVIROMUX.

The current value being reported by the sensor and the state (whether Normal or Alert) will be shown. If the sensor is in alert
status, pressing the <Enter> key would provide the option to either acknowledge the alert or dismiss it.

etwork Technologies Inc EHUIROMUE-MINI L wyw.networktechinc.com e

Sensor Btatus

TYPE DESCRIPTION UALUE STATUS
emperature Com Server Rack Temperature Normal
Humidity Comho Server Rack Humidity 23.4 » Mormal
Temperature Com Server Room Temperature 8.7 HF HNormal
Humidity Combo Server Room Humidity 29.6 x Mormal

onitor sensor status.
FPress <Enter> to select highlighted item. --
KEsc> exits to previous menu. b

Figure 69- Text Menu-Sensor Status

View Digital Inputs
The View Digital Inputs selection will show the present status of each dry contact sensor connected to the ENVIROMUX.

The current value being reported by the sensor and the state (whether Normal or Alert) will be shown. If the sensor is in alert
status, pressing the <Enter> key would provide the option to either acknowledge the alert or dismiss it.

1ﬂgtwovk Technologies Inc ENUTROMUR—HMINI-LXE0 wuy.networktechinc.com ~

Digital Inputs Status
TYPE DESCRIPTION UALUE STATUS

Contact Normal
Dry Gontact Digital Input #2 Open Mormal
Dry Contact Digital Input #3 Open Normal
Dry Contact Digital Input 1#4 Open Normal
Dry Contact Digital Input #5 Open Normal

Monitor contact sensor status.

Esc?» exits to previous menu. B

Figure 70- Text Menu- Digital Input Status
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View IP Devices

The View IP Devices selection will show the present status of each IP Device monitored by the ENVIROMUX.

The current value being reported by the IP Device and the state (whether Normal or Alert) will be shown. If the IP Device is in
alert status, pressing the <Enter> key would provide the option to either acknowledge the alert or dismiss it.

ENUIROMUX-MINI L& www _networktechinc.com ~
IP Device Status
DESCRIPTION UALUE STATUS
leh Server
Backup Server Mot Responding Acknowledge
onitor IP Device status.
Fress <Enter> to select highlighted item.
Esc> exits to previous menu. bl

Figure 71- Text Menu-View IP Devices

View Output Relay

The View Output Relay selection will show the present state of the Output Relay on the ENVIROMUX. To manually change its
state, press <Enter> and select between Inactive and Active.

Iﬂgtwork Technologies Inc EMUIROMUE-MINI-LZ0 wun .networktechinc.com ~
Output Relays Status
TYPE DESCRIPTION VALUE
Inactive
l letwork Technologies Inc ENUIROMUE —MINI-LX0 www.networktechinc.com
Output Relays Status
TYPE DESCRIPTION UALUE

Press <Enter> to open
window to change state if Reactivate ot fvate
desired.

Command Qutput Relay #1.

v

onitor output relays status.
vress {Enter?> to select highlighted item.
Esc?» exits to previous menu.

Monitor out x status.

Press <Enter> to select highlighted item.
Esc> exits to previous menu.

Figure 72- Text Menu- View Output Relay Status
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Configure Sensors

The Configure Sensors menu lists the temperature and humidity sensors connected to the ENVIROMUX. Press <Enter> to
open the configuration menu for the selected sensor.

etwork Technologies Inc ENVIROMUR—MIMI L wuww.networktechinc.com ~

Configure Sensors

. Server Temperatur
. Server Rack Humidity
. Server Room Temperatur
. Server Room Humidity

1
2
3
4

[Add Sensorl [Delete Sensorl

Fress <Enter> to select highlighted item. =
Esc? exits to previous menu. ht

Figure 73- Text Menu-Configure Sensors list

The configuration menu for the sensor includes options to enter the Sensor Settings, Non-Critical Alert Settings, Critical Alert
Settings, and Data Logging.

Iﬂgtwork Technologies Inc ENUTROMUX—MINI-LX0 wuw.networktechinc.com ~

Type:= Temperature Combo RJ45 Connector: 1

2. Mon—Critical Alert Settings
3. Critical Alert Settings
4. Data Logging

Conf igure sensor settings (thresholds, alerts.
Press <Enter> to select highlighted item. =
Esc» exits to previous menu. b

Figure 74- Text Menu-Configuration Menu for Sensor
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From the Sensor Settings menu enter the Description for the sensor and select which sensor group the sensor should belong to (1

or 2).

Sensor Settings

NTI Mini Server Environment Monitoring System

||Hetwurk Technologies Inc ENUIROMUE—MINI-LXO www.networktechinc.com ~
Type: Temperature Combe RJ45 Connector: 1
Sensor Settings
Description: Undefined #10
roup: 1
Units: Deg. C
Hin. Level: —28.8__
Max. Level: 768.8
Min. Non—Critical Threchold: 38.8
Max. Non—Critical Threshold: 78.8
Min. Critical Threshold: 18.8
Max. Critical Threshold: 568.8
Sampling Period: 168_ Sec

[Savel

Descriptive name for this sensow.
Enter?> moves between fields. <Tab> to reach Save button.
Esc? exits to previous menu. i

Figure 75- Text Menu-Sensor Settings

Description

Description The description of the sensor that will be viewed in the Summary page and in the body of alert
messages

Group Assign the sensor to a group (1 -8) (see also page 92)

Units This lets the operator choose between Celsius and Fahrenheit as the temperature
measurement unit.

Min. Level Displays the minimum value that this sensor will report

Max. Level Displays the maximum value that this sensor will report

Minimum Non-Critical
-Threshold

The user must define the lowest acceptable value for the sensors. If the sensor measures a
value below this threshold, the sensor will move to non-critical alert status. The assigned value
should be

» within the range defined by Minimum Level and Maximum Level and
» lower than the assigned Maximum Threshold value.
If values out of the range are entered, and error message will be shown.

Maximum Non-
Critical Threshold

The user must define the highest acceptable value for the sensors. If the sensor measures a
value above this threshold, the sensor will move to non-critical alert status. The assigned value
should be

»  within the range defined by Minimum Level and Maximum Level and
» higher than the assigned Minimum Threshold value.
If values out of the range are entered, and error message will be shown.

Minimum Critical
Threshold

The user must define the lowest acceptable value for the sensors. If the sensor measures a
value below this threshold, the sensor will move to alert status. The assigned value should be

» within the range defined by Minimum Level and Maximum Level,
» lower than the assigned Maximum Threshold value, and
» lower than the Minimum Non-Critical Threshold value.

If values out of the range are entered, and error message will be shown.

Maximum Critical
Threshold

The user must define the highest acceptable value for the sensors. If the sensor measures a
value above this threshold, the sensor will move to alert status. The assigned value should be

» within the range defined by Minimum Level and Maximum Level,
» higher than the assigned Minimum Threshold value, and
» higher than the Maximum Non-Critical Threshold value.

If values out of the range are entered, and error message will be shown.

Sampling Period

Determines how often the displayed sensor value is refreshed on the Sensor page. A numeric
value and a measurement unit (minimum 1 seconds, maximum 999 minutes) should be entered.

Press <Tab> to highlight Save and press <Enter> to save before pressing <Esc> to exit.
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From the Non-Ciritical or Critical Alert Settings menu, the user can enable/disable alert messages to be sent when the sensor is in
an alert state and configure when and how alert messages are sent. Additionally, from the Critical Alert Settings menu, the user
can configure the ENVIROMUX to capture a snapshot from an IP camera and attach the image to the alert message sent via

email.
|Eetwm~k Technolegies Inc ENUTROMUR-MINI-LXO wuw.networktechinc.com A lﬂetwnrk Technologies Inc ENUTROMUX—MINI-LR0Q wuw.networktechinc ..com
Type: Temperature Combo RJ45 Connector: 1 Type: Temperature Combo RJ45 Connector: 1
Mon—Critical Alert Settings Critical Alert Settings
Disahle alerts: fes | Disable alerts: Ho |
Alert delay: 30 Sec Alert delay: 38 Sec
Notify again time: 3@  Min Hotify again time: 38 Min
Notify on return to normal: No Notify on return to normal: Yes
Auteomatic acknowledge: No Automatic acknowledge: No
Enable e—mail alerts: No Enable syslog alerts: Ho
Enable syslog alerts: No Enable S!HP_tvaps= = Ho
Enable SHMP traps: No EE::ii ;uggéétéle»:s. Yes
ey Smedost: fccach IP camera capture: Mo
Enable SMS alerts Ne Sel 3P & TPHI Rack C
Associated output relay: None Ee iclteSHS l:lametra_. N AL -AMBTA,
pupruy relayion alerts Jnactine fssociated output relay:  None
Output relay on return: Inactive Getpit roTiy DE alert:y orine

[Savel

Disahle alerts for this sei

Esc> exits to previous menu.

Output relay on return:

Active

<Tah> to reach Save button.

[Savel

Disable alerts for this sensor.
Enter> moves betueen fields. <lab> to reach Save button.
Esc> exits to previous menu.

Figure 76- Text Menu-Non-Critical and Critical Alert Settings

Alert Settings
Disable alerts

Change to “Yes” to prevent alerts from being sent when this sensor’s status changes

Alert Delay

The alert delay is an amount of time the sensor must be in an alert condition before an alert is
sent. This provides some protection against false alarms. The Alert Delay value can be set
for 0-999 seconds or minutes.

Notify Again Time

Enter the amount of time in seconds, minutes, or hours (1-999) before an alert message will be
repeated

Notify on Return to Normal

The user can also be notified when the sensor readings have returned to the normal range by
changing to “Yes” for "Notify on return to normal” for a sensor.

Auto Acknowledge

Change to “Yes” to have alert notifications in the summary page return to normal state
automatically when sensor readings return to normal.

Enable Email Alerts

Change to “Yes” to have alert notifications sent via Email

Enable Syslog Alerts

Change to “Yes” to have alert notifications sent via Syslog messages

Enable SNMP traps

Change to “Yes” to have alert notifications sent via SNMP traps (v2c)

Enable SMS Alerts

Change to “Yes” to have alert notifications sent via SMS (requires GSM modem)

Email Subject

Enter the subject to be viewed when an email alert message is received

Attach IP camera capture

Change to “Yes” to enable a snapshot to be taken from an IP camera and attached to the alert
message (for critical alert messages only.)

Selected IP camera

Select which IP camera to take a snapshot from to be attached to an alert message (for critical
alert messages only)

Associated output relay

Choose which output relay to change state when sensor is in alert

Output relay on alert

Choose the state the output relay should be in when the sensor is in alert

Output relay on return

Choose the state the output relay should be in when the sensor returns to normal

Press <Tab> to highlight Save and press <Enter> to save before pressing <Esc> to exit.

74




NTI Mini Server Environment Monitoring System

From the Data Logging menu for the sensor, the user can decide if the data sampled should be recorded in the Data Log and how
frequently.

etwork Technologies Inc ENUTROMUZ-MINI-LX wuu.networktechinc.com ~

Type: Temperature Gombho RJ45 Connector: 1
Data Logging

Add data to log file: T
fidd to log every: 126Min

[Save]

Enter?» moves between fields. <{Tab> to reach Save button.
i<Eszc>» exits to previous menu.

Figure 77- Text Menu-Sensor Data Logging

Configure Digital Inputs

The Configure Digital Input Sensors menu lists the contact sensors connected to the ENVIROMUX. Press <Enter> to open the
configuration menu for the selected contact sensor. (The Water Sensor menu contains the same options as the contact sensor
menus.) The configuration menu for the Digital Inputs includes options to enter the Digital Input Settings, Alert Settings, and Data

Logging.

INetwnrk Technologies Inc ENUTROMUE-MINI-LXO wwu.networktechinc.com ~

Configure Digital Inputs

1. Digital Input #1
2. Digital Input #2
3. Digital Input #3
4. Digital Input #4
5. Digital Input #5

letwork Technologies Inc ENUTROMUR-MINI-LKO www.networktechinc .com

Type: Digital Input Connector: 1

1. Digital Input Settings
2. Alert Settings
3. Data Logging

ing.
Press <Enter> to select highlighted item.

Configure contact settings alerts, lo
Esc> exits to previous menu.

eneral settings for this sensor.
Press <{Enter> to select highlighted item.
Esc)> exits to previous menu.

Figure 78- Configure Digital Input Sensors
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Water sensors and contact sensors are each configured much like the temperature and humidity sensors previously described.
Only the Sensor Settings menu (below) is different.  Alert settings and data logging menus are as seen in Figure 76 and
Figure 77.

Instead of threshold and minimum/maximum levels settings, water sensors and contact sensors are either open contact or closed
contact sensors. Therefore, the field “Normal Status” is provided to select the status of the sensor when it is not in an alert
state. Select between Open contacts, or Close contacts for the normal status of the sensor. (Water sensors are open contact
when not in an alert state.)

etwork Technologies Inc ENUTROMUX—MIMI-LX0 wwu.networktechinc.com ~

Type: Digital Input Connector: 1
Sensor Settings

Description: Digital Input #1
Group: 1
Mormal Status: Open

Sampling Period: 28_ Sec

[Savel

Descriptive name for this sensor.
Enter> moves bhetween fields. <{Tabh> to reach Save bhutton.
Esc?> exits to previous menu. e

Figure 79- Digital Input Sensor Settings Menu

From the Alert Settings menu, the user can enable/disable alert messages to be sent when the sensor is in an alert state and
configure when and how alert messages are sent.

etwork Technologies Inc ENMUIROMUX—MINI-LXO wuwuw.networktechinc.com A

Type: Digital Input Connector: 1
filert Settings

Disahle alerts: Mo |

Alert delay: 1. Sec
Motify again time: 38 Min
Motify on return to normal: No

Automatic acknowledge: Yes

Enable syslog alerts: No

Enable SHMP traps: No

Enable e—mail alerts: Ho

E-mail Subject: Camera Capture
Attach IP camera capture: es

Selected IP camera: Bench Camera
Enabhle SMS alerts: Mo
Aszsociated output relay: Mone

Qutput relay on alert: Active
Output relay on return: fAictive
[Savel

Disable alerts for this sensor.
Enter> moves hetween fields. <{Tabh> to reach Save button.
Esc? exits to previous menu.

Figure 80- Digital Input Alert Settings
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Alert Settings
Disable alerts

Change to “Yes” to prevent alerts from being sent when this sensor’s status changes

Alert Delay

The alert delay is an amount of time the sensor must be in an alert condition before an alert is
sent. This provides some protection against false alarms. The Alert Delay value can be set
for 0-999 seconds or minutes.

Notify Again Time

Enter the amount of time in seconds, minutes, or hours (1-999) before an alert message will be
repeated

Notify on Return to Normal

The user can also be notified when the sensor readings have returned to the normal range by
changing to “Yes” for "Notify on return to normal” for a sensor.

Auto Acknowledge

Change to “Yes” to have alert notifications in the summary page return to normal state
automatically when sensor readings return to normal.

Enable Syslog Alerts

Change to “Yes” to have alert notifications sent via Syslog messages

Enable SNMP traps

Change to “Yes” to have alert notifications sent via SNMP traps (v2c)

Enable Email Alerts

Change to “Yes” to have alert notifications sent via Email

Email Subject

Enter the subject to be viewed when an email alert message is received

Attach IP camera capture

Change to “Yes” to enable a snapshot to be taken from an IP camera and attached to the alert
message (for critical alert messages only.)

Selected IP camera

Select which IP camera to take a snapshot from to be attached to an alert message (for critical
alert messages only)

Enable SMS Alerts

Change to “Yes” to have alert notifications sent via SMS (requires GSM modem)

Associated output relay

Choose which output relay to change state when sensor is in alert

Output relay on alert

Choose the state the output relay should be in when the sensor is in alert

Output relay on return

Choose the state the output relay should be in when the sensor returns to normal

Press <Tab> to highlight Save and press <Enter> to save before pressing <Esc> to exit.

From the Data Logging menu for the Digital Input sensor, the user can decide if the data sampled should be recorded in the Data

Log and how frequently.

1Hetwork Technologies Inc

Enter> moves between fields. <Iab> to peach Save hutton. =
Esc?» exits to previous menu. st

ENUTROMUR—MINI-LX0O www.networktechinc.com ~

Type: Digital Input Connector: 1
Data Logging

fdd data to log file: FH
Add to log every: 68_Min

[Savel

Figure 81- Data Logging for Digital Input Sensors
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Configure IP Devices

The Configure IP Devices menu lists the IP Devices monitored by the ENVIROMUX. Press <Enter> to open the configuration
menu for the selected IP Device.

etwork Technologies Inc ENUTROMUZ—MINI—LX www.networktechinc ..com A~

IP Device Configuration

1. Webh Server

2. Backup Server

[Add Dewvicel [Pelete Devicel

Conf igure IF Device settings.
| Tab> to reach buttons. Press <{Enter> to select highlighted item.
Esc? exits to previous menu.

Figure 82- Text Menu-Configure IP Devices List

The configuration menu for the IP Device includes options to enter the IP Device Settings, Alert Settings, and Data Logging.

etwork Technologies Inc ENUI ROMUX—MINI-LX wwu.networktechinc.com

IP Device: Weh Server

1. IP Device Settings
2. Alert Settings
3. Data Logging

WConf igure general settings for thisz IP device.
Press <{Enter> to select highlighted item.
{Esc> exits to previous menu.

Figure 83- Text menu-Configuration Menu for IP Devices
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From the IP Device Settings menu, the user can enter the name and address of the IP Device, assign a sensor group, and define
how the IP Device will be monitored.

etwork Technologies Inc ENUIROMUX—MINI—LZ wwu.networktechinc.com ~

IP Device Settings

Description: Web Serverll
Group: 1

IP fiddress: 1%2.168.3.116
Ping Period: 2__ Hin

Timeout: L
Retries: 18_
[Save]l
|
Descriptive name for thiszs IP device.
Enter> moves between fields. <{Tah> to reach Save button. =
Esc?> exits to previous menu. b
Figure 84-Text Menu-IP Device Settings
IP Device Settings Description
Description The description of the IP Device that will be viewed in the Summary page and in the body of alert
messages
Group Assign the IP device to a group (1 -8)
IP Address The IP address of the IP Device
Ping Period Enter the frequency in minutes or seconds that the ENVIROMUX should ping the IP Device
Timeout Enter the length of time in seconds to wait for a response to a ping before considering the attempt a
failure
Retries Enter the number of times the ENVIROMUX should ping a non-responsive IP device before changing
its status from normal to alarm and sending an alert

Press <Tab> to highlight Save and press <Enter> to save before pressing <Esc> to exit.
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From the Alert Settings menu, the user can enable/disable alert messages to be sent when the IP Device is not responding and
configure when and how alert messages are sent.

etwork Technologies Inc

ENUTROMUX—MINI —LX wwy.networktechinc.com ~

Disable alerts: No

Motify again time: 4_ Hr

Enahle
Enahle
Enahle
E-mail
Enahle

[Savel

Motify on return to normal: Yes
Automatically ack. alert when condition clears: Yes

e-mail alerts: Yes
zsyzlog alerts: Yes

Subject:

SMMP traps: Yes
Webh Server IP Alert
SMS alepts: Yes

for this IP Device.
Enter> moves hetween fields. <{Tab> to peach Save bhutton.
Esc> exits to previous menu. B

Disable alerts

IP Device: Web Server
filert Settings

Alert Settings
Disable alerts

Figure 85- Text Menu-IP Device Alert Settings

Description
Change to “Yes” to prevent alerts from being sent when this IP Device’s status changes

Alert Delay

The alert delay is an amount of time the IP Device must be in an alert condition before an alert
is sent. This provides some protection against false alarms. The Alert Delay value can be set
for 0-999 seconds or minutes.

Notify Again Time

Enter the amount of time in seconds, minutes, or hours (1-999) before an alert message will be
repeated

Notify on Return to Normal

The user can also be notified when the IP Device’s state has returned to the normal by
changing to “Yes” for "Notify on return to normal” for a sensor.

Auto Acknowledge

Change to “Yes” to have alert notifications in the summary page return to normal state
automatically when sensor readings return to normal.

Enable Email Alerts

Change to “Yes” to have alert notifications sent via Email

Enable Syslog Alerts

Change to “Yes” to have alert notifications sent via Syslog messages

Enable SNMP traps

Change to “Yes” to have alert notifications sent via SNMP traps (v2c)

Enable SMS Alerts

Change to “Yes” to have alert notifications sent via SMS (requires GSM modem)

Email Subject

Enter the subject to be viewed when an email alert message is received

Press <Tab> to highlight Save and press <Enter> to save before pressing <Esc> to exit.
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From the Data Logging menu for the IP Device, the user can decide if the data sampled should be recorded in the Data Log and
how frequently.

Iﬂetwork Technologies Inc ENUIROMUX-MINI-L® www .networktechinc.com ~

IP Device: Weh Server
Data Logging

Add data to log file: I
fAdd to log every: 6@_Min

[Save]

| Enter> moves hetween fields. <Tab> to reach Save button.

Esc?> exits to previous menu. ot

Figure 86- Text Menu-IP Device Data Logging

Configure Output Relay

From the Monitoring menu, the user can select to configure the Output Relay. You will first be presented with the Output Relays
list (only one in this product). Press <Enter> to be given a choice of configuring Output Relay Settings or Alert Settings to
associate with the relay state.

Metuork Technologies Inc ENUTROMUX-MINI-LX0O wwy.networktechinc.com ~

Configure Output Relays

1. Output Relay #1) ‘

IHetwork Technologies Inc ENUTROMUX-MINI-LX0 wuy.networktechinc.com

Type: Output Relay Connector: 1

1. Qutput Relay Settings|
2. Alert Settings

iConf igure output rela ettings.
Press <Enter> to select highlighted iten.
Esc?> exits to previous menu.

Press <Enter> to select highlighted item.

g . ings for this output rel:
<Esc> exits to previous menu.

Figure 87- Text Menu- Select Configure Output Relay
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Select the Output Relay Settings to access a menu where the description of the Output Relay can be defined. This definition will
be presented in the View Output Relays list as well as in the description field when viewing the list through the WEB interface
(page 24).

The group this relay will be associated with can be defined here to determine who will receive alerts generated by the relay state
change, if any.

The “Normal Status” of the relay is defined here which determines what the ENVIROMUX will consider a normal versus alert
condition for the relay.

i e e
etwork Technologies Inc ENUTROMUX—HINI-LEO wuu.networktechine .com ~
Type: Output Relay Connector: 1
Sensor Settings

Description: Qutput Relay #ill

roup: 1

Normal Status: Active

[Savel

Descriptive name for this output relay.
Enter?> moves hetween fields. {Tab> to reach Save button.
Esc> exits to previous menu.

Figure 88- Text Menu- Output Relay Settings

Select the Alert Settings to access a menu for enabling alert messages that can be sent when the relay changes from its “Normal”
state.

etwork Technologies Inc ENUTROMUX-MINI-LZ0 wu . networktechine .com ~

Type: OQutput Relay Connector: 1
fAlert Settings

Enable syslog alerts: Ml

Enable SNMP traps: No
Enable e-mail alerts: No
E-mail Subject: Output Relay Activity
Enable SMS alerts: No
[Savel
Enable syslog alerts for this output relay.
Enter> moves between fields. <{Tab> to reach Save button.
Esc> exits to previous menu. i

Figure 89- Text Menu- Output Relay Alert Settings
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Configure IP Cameras

From the Monitoring menu, the user can select to configure IP Cameras. You will first be presented with the IP Cameras list (up
to 8 can be configured). Select an IP Camera in the list and press <Enter> to open the IP Camera Settings menu.

etwork Technologies Inc ENUTROMUX-MINI-LZ0Q wuuw.networktechinc.com ~

Conf igure IP Cameras

=]

. _IP Camera 1

IP Camera H2

IP Gamera H3
IP Camera #4
IP Camera #5
IP Camera #6
IP Camera #H7
IP Camera HB

50 =2 CM L1 s L D

Gonfigure IP camera settings.
Press <Enter> to select highlighted item.
Esc? exits to previous menu. »

Figure 90- Text Menu- IP Camera List for Configuration

Network Technologies Inc ENUTROMUX-MINI-LX0O wwu.networktechine.com ~

IP Camera #i: IPMI Rack Camera
IP Camera Settings

Vieuw: Mes |
Name : IPMI Rack Camera
Image URL: 192.168.3.8/jpg/image - jpg

IP Address: 192.168.3.8
Refresh Time: 1

[Savel

Add/renove this IP camera from the
Enter?> moves hetuween fields. <Tab> to reach Save button.
Esc> exits to previous menu. hal

Figure 91- Text Menu- IP Camera Settings

Camera Settings Description

View Change to “Yes” to enable images from the IP Camera to appear in the view when selecting
the IP Cameras from the Monitoring menu in the WEB interface (page 25).

Name Characters entered will appear in any listing of the IP camera selection.

Image URL Enter the full path to the image file captured by the IP camera under “Image URL".

IP Address the IP address for the IP camera.

Refresh Time Enter a refresh time period in increments of 100 msec (milliseconds). That is, a value of 1 =

100 msec, 5 =500 msec, 10 = 1000 msec (or 1 second). The images can be set to be
refreshed every 100 msec (.1 second) up to 99,900 msec (almost 100 seconds).
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System Configuration

Under System Configuration (from the Main Menu), select “Time Settings” to enter the time of day, time zone, enable daylight
saving time, or NTP server settings. Also, select “Restore Settings to Defaults” to clear all configuration and user settings and
restore the ENVIROMUX to settings as received from the factory.

File Edit Setup Control Window Help
etwork Technologies Inc ENUTROMUX—MINI L& wuy.netuorktechine .com ~

System Configuration

2. Reztore Settings to Defaults

|[Conf igure system time settings.
fPress <Enter> to select highlighted item. =
I<Esc» exits to previous menu. i

Figure 92- Text Menu- System Configuration

Time Settings

On the Time Settings menu, the user can designate what time zone the unit is associated with, set the date and time manually or
configure the ENVIROMUX to get this information from an NTP server.

etwork Technologies Inc ENUT ROMUR—HINI —L# wuu.networktechinc.com ~

Time Settings

IR T LM GHMT-BA5-AA> Eastern Time (U8 & Canadalll
Daylight Saving: Enabled

Set Date: MM-DD-YY¥YY
Set Time: PM

Synchronize time with NTP: Disabled
NTP Server:
NIP Fregquency: 5

E-mail Time Stamp: Enabled
8M8 Time Stamp: Enabled

[Savel

Select timezone.
Enter> moves between fields. <{Tabh> to reach Save button. =
Esc? exits to previous menu. B

Figure 93- Text Menu-Time Settings menu
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Time Settings Description

Time Zone Enter the appropriate time zone

Enable Daylight Saving Change to “Yes” to have the time change in accordance Daylight Saving Time rules

Set Date Enter the system date in MM-DD-YYYY format

Set Time Enter the system time of day in hh:mm:ss format

Enable NTP Change to “Enabled” to allow the ENVIROMUX to automatically sync up with a time server via
NTP

NTP server If the NTP is enabled, enter the Domain Name or IP address of the NTP server

NTP Frequency Enter the frequency (in minutes) for the ENVIROMUX to query the NTP server (minimum is 5
minutes)

E-mail Time Stamp Change to “Enabled” to allow the ENVIROMUX to automatically apply a time stamp to e-mail
messages sent to users

SMS Time Stamp Change to “Enabled” to allow the ENVIROMUX to automatically apply a time stamp to SMS
messages sent to users

Press <Tab> to highlight Save and press <Enter> to save before pressing <Esc> to exit.

Restore Default Settings

Select this option to restore the ENVIROMUX to the configuration settings it had upon receipt from the factory. Be careful!
This will erase all user configuration settings. Upon restoration, the ENVIROMUX will reboot. Allow 1 minute before trying to
reconnect and log in again.

etwork Technologies Inc ENUTROMUX-MINI -LX wwu .networktechinc.com e

System Configuration

1. Time Settings

2. Restore Settin

Restore all settings to defaults — are you sure?

HLTEE [Yes]

| Restore settings to factory defaults. lUse with caution?
Press <{Enter> to select highlighted item.

#<Esc> exits to previous menu. fi

Figure 94- Text Menu-Restore Default Settings

Note: If “Restore Defaults” is used, the IP address will also be restored to its default address of 192.168.1.23 with a login
name “root” and password “nti”. To restore the root password to “nti” without having to restore all default settings,
contact NTI for assistance.

To identify the IP address of the ENVIROMUX without restoring defaults, use the Discovery Tool (page 22).

Default settings can also be restored using the web interface (page 39).

85



NTI Mini Server Environment Monitoring System

Enterprise Confiquration

Under Enterprise Configuration (from the Main Menu), enter the unit name, location, the contact person emails should refer to and
their phone number, and the email address of the ENVIROMUX to be used for outgoing alert messages.

etwork Technologies Inc ENUTROMUE—MI NI —LX www . networktechine .com s

Enterprise Configuration

Enterprize Mame: E-MINI-LA

Location: Engineering
Contact:

Phone:

E-mail: [ ]

[Save]

| ail.
i{Enter> moves hetween fields. {Tab> to reach Save button.
I<Esc?> exits to previous menu.

Figure 95- Text Menu-Enterprise Configuration

Network Configuration

The Network Configuration menu (from the Main Menu) includes submenus for applying IPv4 and IPv6 Settings, SMTP server
settings, SNMP settings, and miscellaneous settings to enable services for SSH, Telnet, HTTP, HTTPS and Web Timeout.

JHetuwork Technologies Inc ENUTROMUX—-MINI -LX wuy .networktechine .com A

Network Configuration

1. IPv4 Settings
2. IPyb Settings
3. SHMTIP Settings
4_ SNMP Settings
5. Misc. Service Settings

Press <Enter> to select-highlighted item.
Esc?» exits to previous menu.

Figure 96- Text Menu-Network Configuration
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IPv4 Settings
The IP Settings menu contains the network connection settings for the ENVIROMUX.

etwork Technologies Inc ENUTROMUX—MINI-LA www.networktechinc.com »~
IP Settings
|
IP Address Mode:
IP fddress: 192.168.3.82
Subnet Mask: 255.255.255.8__

Default Gateway: 192.168.3.3

Preferred DNS: 166.182.165.11
Alternate DNS: 166.182.165.13_

Warning: Changing network settings may disrupt connections.

[Bavel

Enter> moves hetween fields. <Tah> to reach Save button.
Esc> exits to previous menu.

Set IP address mode — static or DHCP.

Figure 97- Text Menu-IPv4 Settings Menu

IP Settings Description

Mode Select between Static (manual) , or DHCP (automatic IP and DNS) settings
IP Address Enter a valid IPv4 address (default value is 192.168.1.23)

Subnet Mask Enter a valid subnet mask (default value is 255.255.255.0)

Default Gateway Enter a valid gateway (default gateway value is 192.168.1.1)

Preferred DNS Enter a preferred domain name server address

Alternate DNS Enter an alternate domain name server address

If the administrator chooses to have the DNS and IP address information filled in automatically via DHCP, the SMTP server and
port number still need to be entered for email alerts to work. If the SMTP server requires a password in order for users to send
emails, the network administrator must first assign a user name and password to the ENVIROMUX.

Press <Tab> to highlight Save and press <Enter> to save before pressing <Esc> to exit.

IPv6 Settings

etwork Technologies Inc ENUIROMUX—MINI-L& wwy .networktechinc.con ~

IPv6 Settings

IPu6 Mode:

IPu6 Address:

IPub Default Gateway:

Enable 6to4 tunnel: Disahled

Local IPu4 Address:

Remote IPu4 Address:

Harning: Changing network settings may dispupt connections.

[Savel

Set the method of acguirin
Enter? moves hetween fields. <{Tabh> to reach Save hutton.
Esc? exits to previous menu.

Figure 98- Text Menu-IPv6 Settings Menu

If IPv6 protocol will be used, change the mode to “Enabled” and apply valid in addresses for the IPv6 address and gateway. To
use a 6to4 tunnel, change “Disabled” to “Enabled” and apply valid local and remote addresses.
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SMTP Settings

The SMTP Settings menu contains the SMTP server settings for the ENVIROMUX.

Regquires Auth: Yes
SMTP Usewr:

Metwork Technologies Inc ENUTROMUZ—MINI-L¥ uwy . networktechinc.com A Note: The SMTP server port number
SMIP Settings | isshownin Figure 99 as "25". This

is a common port number assigned,

SMIfigehuers SRED.ONALlCOR . but not necessarily the port number
T Yis assigned to your SMTP server. For

SMTP servers that support SSL, the
common port number is 465.

SHMIP Password:

[Savel

i<{Enter> moves hetueen fields.
I{Esc> exits to previous menu.

|Username for sending e—mail messages

<Tab> to reach Saue button.

Figure 99- Text Menu-SMTP Server Settings

SMTP Settings
SMTP Server

Description
Enter a valid SMTP server name (e.g. yourcompany.com)

Port

Enter a valid port number (default port is 25)

Use SSL

Change to “Yes” if the SMTP server supports SSL

Requires Authentication

Change to “Yes” if the SMTP server requires authentication to send emalil

SMTP User

Enter a valid username to be used by the ENVIROMUX to send emails

SMTP Password

Enter a valid password assigned to the ENVIROMUX username

SNMP Settings

The SNMP Settings menu contains the SNMP server settings for the ENVIROMUX.
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SNMP Agent: HIILFPOPIPIE] |
SNMP Traps: Enabled

Enable-Disable SMMP agent

Enter> moves between fields. <Tab> to reach Save bhutton.
Ezsc> exits to previous menu.

Read-write community name: private
Read-only community name: public

[Savel

SNMP Settings

Figure 100- Text Menu-SNMP Server Settings
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SNMP Settings

Enable SNMP agent Choose between v1/v2c, v3, and vl/v2c/v3 SNMP agent version settings

Enable SNMP traps Change to “Enabled” to enable SNMP traps to be sent

Read-write community name Enter applicable name (commonly used- “private”) (not applicable as of this printing)
Read-only community name Enter applicable name (commonly used- “public”)

Read-Only Community Name

The SNMP Read-only community name enables a user to retrieve "read-only" information from the ENVIROMUX using the SNMP
browser and MIB file. This name must be present in the ENVIROMUX and in the proper field in the SNMP browser.

Read-Write Community Name
(not applicable as of this printing)

The SNMP Read-Write community name enables a user to read information from the ENVIROMUX and to modify settings on the
ENVIROMUX using the SNMP browser and MIB file. This name must be present in the

ENVIROMUX and in the proper field in the SNMP browser.

Miscellaneous Service Settings
The Misc. Service Settings menu contains selections to configure services running on the ENVIROMUX.

ﬂFetwnrk Technologies Inc EMUTROMUX—MINI-LX wwy.networktechinc.com ~
Misc. Service Settings
85SH Server:
Telnet Server: Enabled
Basic HITP Access: Enabled
HITF Fort: 88
HTTPS Port: 443
Heb Timeout: 28
[Savel

Enable~sDisable SEH server.
Enter? moves hetween fields. {Tabh> to reach Save button.

JXEsc> exits to previous menu.

Figure 101- Text Menu-Misc. Service Settings menu

Server Settings

Enable SSH Enable this to allow access to the ENVIROMUX via SSH
Enable Telnet Enable this to allow access to the ENVIROMUX via Telnet
The default setting is Disabled.
Enabe HTTP access Enable this to allow access to the ENVIROMUX via standard (non-secure) HTTP requests
HTTP Port Port to be used for standard HTTP requests
HTTPS Port Port to be used for HTTPS requests
Web Timeout Number of minutes after which idle web uses will be logged-out (enter 0 to disable this feature)

The administrator may assign a different HTTP Server Port than is used by most servers (80).
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User Configuration

The User Configuration menu lists all configured user names of the ENVIROMUX. A maximum of 15 users (other than root) can
be configured. From this screen the administrative user can add users, go to the user configuration page to edit a user's access
to the ENVIROMUX, or delete a user from the list.

etwork Technologies Inc ENUTROMUX—MINI-LY¥ www.networktechinc.com e
Configure Users
1. root
2. admin
[Add User] [Delete Userl
| IConfigure user settings (name,. password. host access. etc).
W{Tab> to reach buttons. Press <{Enter> to select highlighted item. -
I Esc? exits to previous menu. )

Figure 102- Text Menu-User Configuration

To add a user, Tab to “Add User” and press <Enter>.
To edit a user’s configuration, select the listed username and press <Enter>

To delete a user and their configuration, select a listed username, Tab to “Delete User”, and press <Enter>. You will be
prompted for confirmation before deleting the user and configuration.

When adding a new user, you will be prompted to confirm the addition of the user. At that point, the Configure User menu will
open a user settings list with the username “userx” assigned, where x = the next consecutive number (up to 15) based on the
quantity of users in the list (other than the root user).

etwork Technologies Inc EMUIROMUX—MINT -LX wwy.networktechinc.com -~

Configure Users

1. root
2. admin

Add new user — are you sure?
[No1 HNETTYE
[[Add User] | I[Delete Userl

| Add a new user to the stem.
i<Tab> to veach buttons. Press <{Enter> to select highlighted item.
Esc? exits to previous menu. b

Figure 103- Text Menu-Confirm to add new user
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www.networktechinc.com

etwork Technologies Inc ENUTROMUX—MINI-LX
User: userd

2. Contact Settings
3. Schedule
4. SHMP Settings

Configure account settings for this user.
Press <Enter? to select highlighted item.
Esc> exits to previous menu.

Figure 104- Text Menu-Configuration List for User

User Account Settings

Select “Account Settings” from the list and press <Enter>. A menu with the account settings for that specific user will open
where you can either leave the name as “userx”, or change it. With the name assigned, fill in the remaining information as

needed.

Edit
i{Enter> moves hetueen fields. <{Tah> to reach Save button.

etwork Technologies Inc EMUITROMUX—MINI -LX wwy.networktechinc.com

Account Settings

Name = user2ll
Passuwowpd: s |
GConfirm: e

Enabled: HNo
fidmin: No

Title:
C

y:

DepE:

[Savel

username for the current user.

Esc> exits to previous menu.

vI

Figure 105- Text Menu-User Account Settings

Account Settings Description

Username

Enter the desired username for this user

Password

Enter a password that a user must use to login to the system

Passwords must be at least 1 keyboard character.

A password must be assigned for the user’s login to be valid

Confirm

Re-enter a password that a user must use to login to the system
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Account Settings Description

Enabled Change to “Yes” to enable this user to access the ENVIROMUX
Admin Change to “Yes” if this user should have administrative privileges
Title Enter information as applicable (optional)

Department Enter information as applicable (optional)

Company Enter information as applicable (optional)

More about User Privileges

The root user (or any user with administrator rights) can change the root password and configure how the root user will receive
alert messages. Users with administrative rights can change all configuration settings except for the root user name.

User Contact Settings

Select “Contact Settings” from the list and press <Enter>. A menu with the contact settings for that specific user will open.

ENUTROMUX—MINI-LX www.networktechinc.com

etwork Technologies Inc
User: userd

I Contact Settings
| Group

Group
Group
Group
Group
Group
Group
Group

GO =T O O L D

Enable e—mail: Mo
| E-mail Address:

Enable Syslog: Mo
Enahle SHMP: Mo
SyslogsSNMP IP Address:
Enable SMS: Mo

Phone MNumber:

[Savel

llser receives alerts
<Enter> moves hetween fields.
Esc> exits to previous menu.

1.
{Tab> to reach Save button.

Contact Settings

Figure 106- Text Menu-User Contact Settings

Group 1 Change to “Yes” if the user should receive messages from sensors, IP devices and accessories
in Group 1

Group 2 Change to “Yes” if the user should receive messages from sensors, IP devices and accessories
in Group 2

Enable Email Change to “Yes” if the user should receive messages via email

Email address

Enter a valid email address if the user should receive email alert messages

Syslog alerts

Change to “Yes” if the user should receive alerts via syslog messages

SNMP traps

Change to “Yes” if the user should receive alerts via SNMP traps

Syslog/SNMP IP address

Enter a valid syslog/SNMP IP address for the user to receive syslog/SNMP messages

SMS

Change to “Yes” if the user should receive alerts via SMS messages

Phone Number

Enter a valid phone number for the user to receive SMS messages

Press <Tab> to highlight Save and press <Enter> to save before pressing <Esc> to exit.
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User Activity Schedule
Select “Schedule” from the list and press <Enter>. A menu with the user activity settings for that specific user will open.
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User: root [
Schedule
Schedule Type:
Day of Week From: Sun To: Sun
Hour From: 88:88 To: BB:88

[Savel

| User’'s schedule tupe.
i<Enter> moves hetween fields. {Tab> to reach Save button.
Ezsc> exits to previous menu. o

Figure 107- Text Menu-User Activity Schedule

Schedule Settings

Schedule Type Always active- user will receive messages at all hours of each day

Active during defined times- user will only receive alert messages during times as
outlined below

Day of Week-From: First day of the week the user should begin receiving messages
Day of Week-To: Last day of the week the user should receive messages
Hour From: First hour of the day the user should begin receiving messages
Hour To: Last hour of the day the user should receive messages

User SNMP Settings

etwork Technologies Inc ENUIROMUX-MINI-LZ www.networktechinec.com A

User: userd
SHMP Settings

Authentication Protocol: Hone |
Authentication Passphrase: 12345%678

Privacy Protocol: Hone
Authentication Passphrase: 12345678

Traps Type: SNMPul I

[Savel

Enter> moves between fields. {Tah> to reach Save button.

User authentication protocol. Select "Mone"™ to disahle authentication.
Esc> exits to previous menu. ]

Figure 108-Text Menu- SNMP User Settings
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Security settings can be configured within each user configuration if the SNMP protocol has been selected for use (page 89).

Settings

Authentication Choose between MD5 or SHA to require authentication, or none to disable it. This only needs to be

Protocol changed from “none” if SNMPvV3 is used.

Privacy Protocol Choose between DES or AES to encrypt SNMP readings or traps or none to disable encryption. If
encryption is enabled, then the Authentication Protocol must also be set at “MD5” or “SHA”".

Authentication Assign the passphrase to be used to enable the receipt of SNMP messages. This only needs to be

Passphrase changed from “none” if SNMPv3 is used.

Privacy Passphrase | Assign the passphrase to be used to open and read readings or alert messages received via SNMPv3

Traps Type Choose which format traps should be received in, SNMP v1, v2c, or v3

After changing any settings in the user profile, press “Apply”.

Security Configuration

The Security Configuration menu provides two submenus for setting local versus LDAP authentication methods and for applying
IP filtering rules to prevent unwanted access to the ENVIROMUX.
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Security Configuration

| 1. Authentication Settings
2. IF Filtering

Figure 109- Text Menu-Security Configuration
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Authentication Settings

Security in the ENVIROMUX can be managed one of two ways; through the local settings (passwords assigned in user settings on
page 91) or through an LDAP server. If security is configured to use LDAP mode, then the passwords for users must be those
found on a configured LDAP server.

Select “Authentication Settings” from the list and press <Enter>. A menu providing an option to either user Local authentication

or LDAP mode. When in LDAP mode, usernames on the LDAP server must match those in the user settings of the ENVIROMUX
or access will be denied.

Note: When the root user logs with the ENVIROMUX in LDAP mode, if the LDAP server is not responding, local
authentication will be tried.

etwork Technologies Inc ENUIROMUE—MIMNI -LX wwu.networktechinc.com ~

fiuthentication Settings

|
Authentication Mode: Local]

Primary LDAP Server:

Secondary LDAP Server:

LDAP Server Type: Generic LDAP server
LPAP Serwvice Base:

[Bave]

| User authentication method.
i<{Enter> moves hetween fields. {Tah> to reach Save button.
Esc?» exits to previous menu. fu

Figure 110- Text Menu-Authentication Settings

User Authentication

Mode Select Local to use authentication based on passwords in the ENVIROMUX user configuration
Select LDAP to use authentication based on passwords in an LDAP server

Primary LDAP Server Enter Hostname or IP address of Primary LDAP Server

Secondary LDAP Server Enter Hostname or IP address of Secondary LDAP Server (optional)

LDAP Server Type Tab to choose from the following:

Generic LDAP server
Novell Directory server
Microsoft Active Directory

LDAP Service Base Enter the Base DN for users (ex: ou=People,dc=mycompany,dc=com)

Even though LDAP authentication is being used, each user must also have a local account. User permission level is established
by the local account.

Press <Tab> to highlight Save and press <Enter> to save before pressing <Esc> to exit.
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IP Filtering

Included in the Security Configuration options is IP Filtering. [P Filtering provides an additional mechanism for securing the
ENVIROMUX. Access to the ENVIROMUX network services (SNMP, HTTP(S), SSH, Telnet) can be controlled by allowing or
disallowing connections from various IP addresses, subnets, or networks.

Up to 16 IP Filtering rules can be defined to protect the ENVIROMUX from unwanted access from intruders. Each rule can be set
as Enabled or Disabled. Rules can be set to explicitly drop attempts to connect, or to accept them.
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Configure IP Filters

1. Disabled 192 .168.8.8-32
2. Disabled DROP 192.168.8.1-32
3. Disabled DROFP 192.168.8.2-32
4. Disabled DROP 192.168.8.3-32
5. Disabled DROP 192.168.4.8-24
6. Disabled DROP 192.168.5.8-24
?. Disabled DROP 192.168.6.8-24
8. Disabled DROFP 192.168.7.8-24
?. Disabled DROP 192.168.8.8-24
18. Disabled DROFP 192.168.7.8-24

Configure IP filters.

Figure 111- Text Menu-IP Filtering

To configure an IP Filter, select an IP Filter rule from the list and press <Enter>.

etwork Technologies Inc ENUIROMUX-MINI-LX wyw . networktechinc ..com ~
Edit IP Filter
Enabled:

Ho |
Rule type: DROP
IP/mask: 192.168.0.8-32

[Bavel

| lEnablesdizable the current rule.

<{Enter> moves between fields. <{Tab> to reach Save button.
Esc» exits to previous menu.

Figure 112- Text Menu-Configure IP Filter rule
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The most common approach is to only allow “white-listed” IP addresses, subnets, or networks to access the device while blocking
all others. The IP Filters are processed sequentially from top to bottom, so it is important to place the most precise rules at the top
of the list and the most generic rules at the bottom of the list.

As an example, assume we wish to block all connections except those which come from the IP address 192.168.1.100. To allow
connections from 192.168.1.100, we need to configure and enable an ACCEPT rule at the top of the list:

(Rule 1)

Enabled: Yes
Rule type: ACCEPT
1P/mask: 192.168.1.100

Then, to block all other IP addresses from connecting to the ENVIROMUX, we add a rule to drop all other connections.

(Rule 16)

Enabled: Yes
Rule type: DROP
1P/mask: 0.0.0.0/0

If the preceding “drop all connections” rule was placed in position one, no connections at all would be allowed to the unit.
Remember: rules are processed from top to bottom. As soon as a rule matches, the processing stops and the matching rule is
executed.

To match a particular IP address, simply enter in the desired IP address (e.g. 192.168.1.100).

To match a subnet, enter in the subnet with the associated mask (e.g. 192.168.1.0/24).

To match all IP address, specify a mask of 0 (e.g. 0.0.0.0/0).

Press <Tab> to highlight Save and press <Enter> to save before pressing <Esc> to exit.
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Event and Data Logs

Under the Event and Data Logs menu find 4 submenus for viewing a log record of the events monitored by the ENVIROMUX and

configuring how the ENVIROMUX will handle reaching the capacity of those logs.
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Event & Data Logs

1. Uiew Event Lo
2. Uiew Data Log
3. Event Log Settings
4. Data Log Settings

'IUleu event log.
fPress <Enter> to select highlighted item.
H<{Esc> exits to previous menu. e

Figure 113- Text Menu-Event & Data Logs

View Event Log

The Event Log provides the administrative user with a listing of many events that occur within the ENVIROMUX.
log will record the date and time of:

The event

letwork Technologies Inc ENUTROMUZ—MINI—L& wuu.networktechine.com
e each ENVIROMUX startup, Boait g
e each user login and logout time, ShouinyrEncaies nhelds of 27
A4-85-2011 : Start-up - System start-up
1 1 1 A4-A5-2011 Login R User <b>root logger.l in wvia web in|
° any tlme an unknown user trles to |Og|n, A4-A5-2011 Login T User <b>root logged in via text i
A4-85-2811 Login == User <b>root logged in via text i
1 A4-A5-2011 Logout Bt User <b>root logged out uf text i
b sensor and lP deVICe alerts A4-@A5-2A11 @ Login == User <b>root logged i ia text i
A4-A5-2011 Login i Unknown user (h)nrnnffff login at|
A4-A5-2@11 2:31 PM Login R User <b>root logged in via text i
e an alert handled by a user 64-85-2811 @3:15:12 PH Login —  User <bowoot logged in via text i
A4-@5-2@11 A3:15:24 PM Logout == User <b>root logged out of text i

[Previous] [[Hext 1 |

| View event log.
Tab> to reach buttons. Press <Enter> to select highlighted item.
f<Esc> exits to previous menu.

Figure 114- Text Menu-View Event Log

From the Event Log the administrative user can view the logs. In order to clear specific logs, download log entries, or clear the
entire log, use the Web Interface (see page 62). To navigate between pages of logs, pres <Tab> to move between Previous and

Next and press <Enter>.
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View Data Log

The Data Log provides the administrative user with a listing of all the readings taken by the ENVIROMUX pertaining to the
sensors and IP Devices being monitored. The data log will record the date and time of each reading.

ENUIROMUX—MINI —LX wwy.networktechinc.com A

Data Log

B4-05-2811 B4:54:25 PM Humidity Co 23.%x Server Rack Humidity
B4-A5-2811 B4:57:19 PM Humidity Co 28.8% Server Room Humidity
B4-8A5-2011 B6:54:25 PH Humidity Co 23.6% Server Rack Humidity
B4-A5-2811 B6:57:17 PM Humidity Go 26.6% Server Room Humidity
B4-B5-2811 A?:37:21 PM Temperature 83.2F Server Rack Temperature
B4-BA5-2011 B8:54:25 PH Humidity Co 22.5x Server Rack Humidity
B4-A5-2811 B8:57:17 PH Humidity Go 25.6% Server Room Humidity
B4-B5-2811 A2:37:21 PM Temperature 83.2F Server Rack Temperature
B4-8A5-2011 18:54:25 PH Humidity Co 22.8x Server Rack Humidity
B4-85-2811 18:57:17 PH Humidity Go 24.%» Server Room Humidity

[Previous ]

Uieu data low.
Tab> to reach buttons. Press <{Enter?> to select highlighted item. -
Esc? exits to previous menu. B

Figure 115- Text Menu-View Data Log

From the Data Log the administrative user can view the logs. In order to clear specific logs, download log entries, or clear the
entire log, use the Web Interface (see page 63). To navigate between pages of logs, pres <Tab> to move between Previous and
Next and press <Enter>.

Log Settings Menus

The Log Settings menus (Figure 116 and Figure 117 ) provide settings for how the ENVIROMUX will react when its Data and
Event logs reach capacity.

The Event Log settings include a logging level that can be configured to log different amounts of information:
e  Error: shows only system errors (like sending email failures or SMS)
e Alerts: shows recorded system errors and alert messages
e Info: In addition to all of the above, the log will show less relevant information: user login/logout for example

Each log can be assigned to a group and any user that receives messages from that group can be notified when capacity is being
reached.

As a capacity overflow action the log can be set to either :
e Discontinue- stop logging information
e Clear and restart- delete all log entries and restart with new entries
e Wrap- continue logging but delete the oldest entries and new ones are recorded

The Data and/or Event log can be set to sent alerts to users via email, syslog, and/or SNMP traps once it has reached 90% of
capacity, allowing them time to react.

The Data log can also be set to send log entries via email, syslog, or SNMP traps to users in addition to the entries it records
internally. Enable Remote Logging for email, syslog, of SNMP as desired.

99



NTI Mini Server Environment Monitoring System

Iﬂetwork Technologies Inc ENUT ROMUE-MINI-LX0 wwu.networktechine .com Py

Event Loy Settings

Logging Level:
Group: 2
Overflow Action: Discontinue Log

Enable syslog alerts: Mo
Enabhle SHNMP traps: o
Enable e-mail alerts: No

[Savel

Enter® moves between fields. <{Tabh> to reach Save button.
Ezc» exitz to previous menu. bt

Figure 116- Text Menu-Event Log Settings

ENUTROMUB—MINI-LX wwu.networktechinc.con P

Data Log Settings

Group: il

Ouverflow Action: Wrap

Enable syslog alerts: Mo
Enahle SHNMP traps: No
Enabhle e—mail alerts: Mo

Enable syslog remote logging: Mo
Enable SMMP remote logging: No
Enable e—mail remote logging: Mo

[Save]

Ezsc> exits to previous menu. ¥

Figure 117-Text Menu-Data Log Settings
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System Information

The System Information page lists current firmware, time, and network settings for the ENVIROMUX. It also lists the
ENVIROMUX MAC address.

Ithwork Technologies Inc ENUIROMUX—MINI-LX0 wyy.networktechinc .com ~

System Information

Product: ENUIROMUX-MINI-LX0 Server Environment Monitoring Suystem
Revizion: 1.8

Code Date: Ai-18-2812 A3:52:85 PM

MAC Address: AA:-AC:82:AB:AA:@5

Current Time: A1-19-2812 B1:33:22 PM

IF Mode: Static

IP Address: 192.168.3.23

Subnet Mask: 255 .255.255.8

Default Gateway: 192_168.3_.3

Primary DHS: 172.168.1.2

Secondary DNS: 192._.168.1.3
COPYRIGHT 2812 NETWORK TECHMOLOGIES INC ALL RIGHTS RESERUVED

stem information {firmware version,. IP address. etcl.
Esc> exits to previous menu.

Figure 118-Text Menu-System Information

Reboot

From the Main Menu the administrative user can initiate a reboot of the ENVIROMUX. By highlighting “Reboot” and pressing
<Enter> (or <9> and <Enter>), you will be prompted to confirm that you want to reboot the ENVIROMUX. Press <Enter> to
cancel, or press the <Tab> or either <arrow> key to highlight “Yes” and <Enter> to reboot. The ENVIROMUX will reboot and a
new connection must be initiated to reconnect, login, and resume operation.
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Main Menu

Monitoring

System Configuration
Enterprise Configuration
Network Configuration
User Configuration
Security Configuration
Event & Data Logs

8. System Information

Reboot the unit — are you sure?

| [Ho1 BEN&JES

=] 0 LA W LI B e

[Logout]

HPress <Tah> to move between the menu and logout button. Press <{Enter> to
fzelect highlighted item.

Figure 119- Text Menu-Reboot the ENVIROMUX
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Text Menu for Non-Administrative Users

Users without administrative privileges are able to view sensors and IP Devices and edit their own account settings.

etwork Technologies Inc ENUVIROMUX—MINI-L¥ wuw.networktechinc.com ~

Main Menu

1. Monitorin

2. Account Settings

[Logout]

Ionitor and configure sensors, power outlets, and IP devices.
iPress {Tab> to move between the menu and logout button. Press <{Enter’> to =
lselect highlighted item. B

Figure 120- Text Menu-User Main Menu

Monitoring

The Monitoring menu lists 4 options for viewing the status of the items monitored by the ENVIROMUX.
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Monitoring Menu

2. Uiew Water Sensors
3. View Dry Contacts
4. Uiew IP Devices

%. Confiqure Sensors

onitor Sensors. =
Press <Enter> to select highlighted item. =
Esc> exits to previous menu. ot I

Figure 121-Text Menu-User Monitoring Menu
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[Hetuork Technologies inc ENUTROMUX-MINI-LX wuu.networktechinc.con = &
Sensor Status Dry—Contact Status
TYPE DESCRIPTION VALUE  STATUS TYPE DESCRIPTION VALUE STATUS
emperal Con Server Rack Tenperatu .9 SF e iy ‘"‘"9“ ““"' "'““e DELactai 3 5 Y
Humidity Combo Server Rack Humidity 23.4 % Normal D"y c"“t“t Nﬂt’"ﬁ" d"""' AU OPE“ N"”"“l
Temperature Com Server Room Temperature 78.7 ¥F Normal D"y c"“ AL N" u“d OPE“ N"”"“l
Humidity Combo Server Room Humidity 29.6 % HNormal ry Contact ot Use pen lorma
Monitor sensor status. onitor dry—contact status.
lPress <Enter> to select highlighted item. IPress <Enter> to select highlighted item. =
Esc> exits to previous menu. ~ || l<Esc> exits to previous menu. v
|Fetuork Technologies Inc ENUTROHUR-HINI-L% wuu _networktechine .com = Network Technologies Inc ENUTROMUX—MINI-LX wuu.networktechinc.con B
Vater Sensor Status 1P Device Status
TYPE DESCRIPTION UALUE  STATUS DESCRIPTION VALUE STATUS
leb Server Respondin Normal
Backup Server Not Responding Acknowledge]
Monitor water sensor status Monitor IP Device status. -
IPress <Enter> to select highlighted item. = iPress <Enter> to select highlighted item.
Esc> exits to previous menu. » {<Esc> exits to previous menu. ha

Figure 122- Text Menu-User accessible status menus

If a monitored item is in alert status, the non-administrative user can enter a response to it. By pressing the <Enter> key with
the sensor selected, the user will have the option to either acknowledge the alert or dismiss it.  If the user acknowledges the
alert, no additional alert messages will be sent during that alert status cycle.  If the user dismisses the alert, another alert
message will be sent once the “notify again after” time designated on the configuration page (one example on page 28) elapses.
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User Accessible Settings
The User without administrative privileges has access to setting for their own account.

Iﬂetwork Technologies Inc ENUTROMUX—MIMI-L# wuw.networktechinc.com ~

User: Paul

2. Contact Settings
3. Schedule
4. SHMP Settings

Conf igure account settin for this user.
Press <{Enter> to select highlighted item.
Ezc?> exits to previous menu.

Figure 123- Text Menu-User Accessible Settings

Account Settings

Under Account Settings, the non-administrative user can edit their password, title, company, or department settings. Other
settings are only accessible to the administrative user.

ENUTROMUR—MINI-L¥ wwy.netyorktechinc.com A~

ficcount Settings

Mame : uzer2ll
Passwopd: s
Confirm:  =exssx

Enabled: HNo
Admin: No

Title:
Company:
Dept:

[Save]

| Edit username for the current user.
f#<Enter> moves between fields. <Tabh> to reach Save button.
| Esc» exits to previous menu. B

Figure 124- Text Menu-User Account Settings
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Contact Settings
Under Contact Settings, the non-administrative user can decide which sensor group messages they will receive and how.

ENUTROMURA—MINI L& www.networktechinec.com -~

User: usepr2
Contact Settings

Group 1: TH
Group 2: Mo

Enable e—mail: HNo
E-mail Address:

Enabhle Syslog: No
Enable SHMP: No
SyzlogsSNMP IP Address:

[Save]

ser receives alerts for 5
Enter’> moves hetween fields. <Tah> to reach Save button.
Esc> exits to previous menu. i

——— —

Figure 125- Text Menu-User Contact Settings

Contact Settings

Group X Change to “Yes” to receive messages from sensors, IP devices and accessories in any Group
that sensors have been assigned to

Enable Email Change to “Yes” to receive messages via email

Email address Enter a valid email address to receive email alert messages

Syslog alerts Change to “Yes” to receive alerts via syslog messages

SNMP traps Change to “Yes” to receive alerts via SNMP traps

Syslog/SNMP [P address Enter a valid syslog/SNMP IP address to receive syslog/SNMP messages

Press <Tab> to highlight Save and press <Enter> to save before pressing <Esc> to exit.
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Schedule
Under Schedule, the non-administrative user can edit their activity schedule to control when messages should be sent to them.

etwork Technologies Inc ENUIROMUX—MINI-LX wuwu.networktechinc.com ~
User: user2
Schedule
Schedule Type:
Day of Week From: Sun To: Sun
Hour From: B@:88 To: @@:88

[Savel

User’s schedule type.
Enter> moves between fields. {Tabh> to reach Save button.

lkEsc> exits to previous menu.

Figure 126- Text Menu-User Activity Schedule

Schedule Settings

Schedule Type Always active- user will receive messages at all hours of each day
Active during defined times- user will only receive alert messages during times as outlined below
Day of Week-From: First day of the week the user should begin receiving messages
Day of Week-To: Last day of the week the user should receive messages
Hour From: First hour of the day the user should begin receiving messages
Hour To: Last hour of the day the user should receive messages

Press <Tab> to highlight Save and press <Enter> to save before pressing <Esc> to exit.

SNMP Settings

Under SNMP Settings, the non-administrative user can edit the settings required to receive SNMP messages.

FNetuork Technologies Inc ENUIROMUX—MINI-LX wuw.networktechinc.com ~

User: Paul
SNMP Settings

Authentication Protocol: Hone I
Authentication Passphrase: 12345678

Privacy Protocol: Hone
Authentication Passphrase: 12345678

Traps Type: SNMPvl

[Savel

User authentication protocol. Select "Mone" to disabhle authentication.
Enter> moves between fields. <{Tabh> to reach Save hutton. =
Esc?> exits to previous menu. b

Figure 127- Text Menu-User SNMP Settings
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Security settings can be configured within each user configuration if the SNMP protocol has been selected for use (page 89).

Settings

Authentication Choose between MD5 or SHA to require authentication, or none to disable it

Protocol

Privacy Protocol Choose between DES or AES to encrypt SNMP readings or traps or none to disable encryption. If
encryption is enabled, then the Authentication Protocol must also be set at “MD5” or “SHA”

Authentication Assign the passphrase to be used to enable the receipt of SNMP messages

Passphrase

Privacy Passphrase | Assign the passphrase to be used to open and read readings or alert messages received via SNMP

After changing any settings in the user profile, press “Apply”.

If any changes are made to the user’'s SNMP Settings, the ENVIROMUX must be rebooted (page 54) before they will take effect.
If other users’ settings need to be changed, the reboot can be done after all users’ settings are complete.
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SYSTEM RESET BUTTON

A System Reset push-button is on the front-panel and is recessed from the panel to prevent accidental use of the button. Pressing
the System Reset button will cause the ENVIROMUX to restart, just as if it were power-cycled. A momentary press of the System
Reset push-button will activate this function. The reset button can be used at any time.

Front View of ENVIROMUX-MINI-LXO

gvDC ——" qureur 1 2
22 PwrP + gncn
ower
® F TR - - s - - - - i ®
oso ©® M (G744 W8 GG & 46 §H]

Fault ENVIROMUX-MINI-LXO
Temperature & Humidity

USB Devices  ysB Sensors
Console
- | L @ === ®
® WGE = . Matwork Technalogies Ine

System

Ethernet eset ENVIROMUX®

System Reset button

Figure 128- Location of Reset buttons

USB PORTS

The ENVIROMUX are each equipped with a USB Type A female ports for connection of a USB flash drive and a GSM modem
(page 19) for receiving alert messages via SMS. The ports are compatible with USB 2.0 Full Speed flash drives. When enabled
(page 64) and with the USB flash drive connected, the Event and Data Logs will be written to a text file on the flash drive in
addition to the memory in the ENVIROMUX. When a modem is connected (page 19), it will automatically be sensed by the

ENVIROMUX (page 40).

——=—7|USB Devices

o

Figure 129- USB Flash Drive and GSM modem ports
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MOBILE SUMMARY PAGE

The user can login to the ENVIROMUX through the browser on a smart phone or similar device to view a Summary Page for the
sensor status (below). To login, type the current IP address of the ENVIROMUX into the address bar of the browser (default IP
address used in the example below):

[ http://192.168.1.23/ |

Note: The ENVIROMUX must have a public accessible IP address for this to work or your browsing device must
connected to the same local network as the ENVIROMUX.

Note: If the HTTP Server Port number is changed (page Error! Bookmark not defined.) from port 80 (default), then the port
number will need to be added to the IP address (i.e. if the port number is changed to 95, then the IP address would be
http://192.168.1.23:95)

A log in prompt requiring a username and password will appear:

® 147.0.27.196/m.login.asp [ 3

ENVIROMUX-MINI-LXO

Username = root Username:
Password = nti e |
(lower case letters only)

Note: usernames and passwords are case sensitive | Login|

Figure 130- Mobile Login page

ee000 Verizon 2:23PM % 55% W
With a successful login, a screen similar to the following will appear. This 147.0.27196 e
is the only information that can be accessed through the interface. Select
“Refresh” to refresh the information on the display. Select “Log out” S B=E=8 NETWORK
when you are finished viewing the information. For access to the g}l‘_—g_g biisargpd
complete web interface, select “Full Version”. ENVIROMUX-MINLLXO

Refresh | Full Version | Logout

Note: The display will refresh automatically every 15 seconds T T ——

Server Room Temperature 71.3F Normal
Server Room Humidity 30.5%  MNormal
Server Rack Temperature 73.6F Normal
Server Rack Humidity 31.0%  MNormal
Server Room Smoke Detector Open Normal
Server Room Door Closed  Normal
Server Room Water Sensor Open Normal
Server Rack Door Closed  MNormal
Server Rack Water Sensor Open Normal
ENVIROMUX-2DB Up Normal
ENVIROMUX-16D Up Normal
IPDU-58 Up Normal
Beacon Inactive

Figure 131- Mobile Summary page
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PORT ASSIGNMENTS

Here are the default ports used by the ENVIROMUX:

80 HTTP
443 HTTPS
22 SSH
23 Telnet

514 SYSLOG

The HTTP and HTTPS port numbers may be changed by the administrator.

administrator for the new assignments.

161 SNMP (machine configuration & sensor data)
162 SNMP (traps)

If they are changed, contact the system

WIRING METHODS

PC-to ENVIROMUX Crossover Cable

In order to make a direct connection between a PC and the ETHERNET connector of the ENVIROMUX, a crossover cable must
be used. The cable is made with CAT5 cable terminated with RJ45 connectors and wired according to the chart below.

Pin assignment at
Standard End

Wire Color

Pin assignment at
Crossed End

1

White/Orange

3

Orange

White/Green

Blue

White/Blue

Green

White/Brown

O N O O | W[ N

Brown

O N[ N O B PO

Standard
12345678

O/OG/B B/IG Br/Br

Crossed
12345678

RJ-45 Plug
Gt G O/ B Bf OBt/ Br

Standard Crossed

End

End

B B

Crossover Cable
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HOW TO SETUP EMAIL

Use this guide to assist in the configuration of the ENVIROMUX to send email messages.

1. Apply a valid email address for the ENVIROMUX to the Enterprise Setup Page (see page 40).

Enterprise Configuration

|E| Enterprise Settings

Byt (laune | erver Roorm E-MINFLY|
Marne to identify this unit

Location |NTI |
LocationfAaddress
Contact |Ba|es |

Contact person

Phone | 330-555-5555 |

Phone nurmber of contact person

E-mail Nmi@omailcom |

E-rnail address for messages sent from this unit

Note: When authentication is required (check your email server requirements) the Username and Password applied on
the Network Configuration page must be for the user’s email address applied in the Enterprise Setup Page. If no
authentication is required, the Username and Password fields can be left empty.

Network Configuration

| IPv4 Settings |

| [+ IPv6 Settings |

| [=I SMTP Settings |
L

SMTP Server smip.gmail

SMTP server used when sending e-mails

Port 485
SMTP server port
Use SSL
SMTP server requires the use of SSL
Use STARTTLS
SMTP server requires the use of STARTTLS
Use Authentication
SMTP server requires authentication to send e-mail
Username NTI@Gmail.com - Must fill in when
Username for sending e-mails authentication is required
Password S—— <

Password for sending e-mails

Figure 132- Example of configuration for Gmail server
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2. Fill in Network Page (page 41) with valid information:

A. SMTP Server - check with your service provider as to what this should be.
Sometimes it is just the name of the provider (gmail.com), sometimes characters are added (mail.gmail.com,
smtp.gmail.com, smtp-mail.gmail.com, etc)

B. The default port is 25. If authentication is required, a different port number may be required. Check with
your service provider.

C. Check “Use SSL" if your SMTP server requires SSL, or “Use STARTTLS” if it requires TLS.

D. Check “Use Authentication” if SMTP server requires authentication to send emails.
a. If required, Enter “Username” and “Password” that has been assigned to ENVIROMUX.
Make sure they apply to the email address applied in the Enterprise Setup Page.

Example: username@gmail.com  Most servers (not all, check with your service provider) use just the characters in front of
the “@” for your Username on the account. These, and only these characters should be entered into the “Username” block.

Note: Passwords are case sensitive. Be sure to apply the password exactly as it is required by the server.

3. Verify User is configured to receive notifications for at least one sensor group as well as having “E-Mail Alerts” selected
and a valid E-Mail address to send the notifications to entered.

Configure User

| Account Settings

|E| Group Settings

Group 1

User receives notifications for Group 1
Group 2 D

User receives notifications for Group 2
Group 3 D

User receives notifications for Group 3
Group 4 D

User receives notifications for Group 4
Group 5 D

User receives notifications for Group 5
Group & D

User receives notifications for Group &

Group 7 D
User receives notifications for Group 7
Group 8

User receives notifications for Group &

[=] Contact Settings

E-mail Alerts

User receives alerts via e-rail
Brief E-mail

User receives brief e-rmail
E-mail Address

E-mail address for the user
Syslog Alerts O

User receives alerts via syslag

SNMP Traps D

User receives alerts via SNMP traps
Syslog/SNMP IP Address
IP address where syslog messages/SNMP traps are sent for this user

SMS Alerts O

User receives alerts via SMS
§MS Number

Phone number where SMS messagess are sent for this user

Figure 133- Configure user to receive alerts via email
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LOCATING OIDS

To use SNMP (Simple Network Management Protocol) to monitor the sensors and control the functions of an E-MINI-LXO
Environment Monitoring System (SYSTEM), you first need to install SNMP network management software. The software
package will include an MIB (Management Information Base) browser and there are many different MIB browsers so we will be
very general about the instruction provided herein. The MIB browser can be used to quickly view sensor data and the status of
all characteristics of the SYSTEM. How you make use of that information is up to you.

General Information

Every piece of information available from the SYSTEM through the MIB browser has an OID (Object Identifier). The MIB file
provided with the SYSTEM (available http://www.networktechinc.com/download/d-environment-monitoring.html) provides a
database to organize information received regarding sensors, IP Devices, etc.. Each piece of information derived from this
database has a unique OID. To see the OID for any piece of information, select the variable and the OID assigned to it will be
displayed.

For this instruction we used the free MIB browser “iReasoning” found at http://ireasoning.com/mibbrowser.shtml.

View OIDs
To view this information, you must do the following:
1. Install the browser to your PC

2. Copy the MIB file associated with your SYSTEM to the hard drive on your PC.(perhaps to a new directory “MIB files” as shown
below.)

3. Load the MIB file for the SYSTEM to your browser.
-

@ iReasoning MIE Browser

E ; ; ; : -
File | Edit Operations Tools My y A et
@'\____,' ¥ Computer ¢ DATA(DE) » MIB files
=" Load MIBs Ctrl+L
Organize = Imchade in library ~ Shane with = - — Hiew Folchir
UnLeoad MIBs TS, 2 e T
BE Deibtop & micro-v1-02.mib AOSISSI AM MWD Rk 154
MIB Modules | s Dovnioads
| o, Recent Places

Open Session
| Select “Load MIBs” and locate the

MIB file on your PC.

Save Session

Exit

TIP: iReasoning provided a couple of default MIB files that were preloaded. To clean up the resulting data tree, we used
“UnLoad MIBs” (above) to remove those.

4. Enter the IP address of the SYSTEM so the browser knows where the SYSTEM is to retrieve data.

@ iReascning MIB Browser

File Edit Operations Tools
Address: 192,168.1.24 -

SNMP MIBs

i e e

5. With the iReasoning browser, the Read-only Community Name (default is “public”) was automatically sensed and applied
when the IP address was entered, but if this doesn’t happen in your browser, make sure the “Read Community” field in the agent
properties includes the name “public” (or whatever you have changed it to in the E-MINI-LXO network configuration).
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=

@ iReascning MIB Browser

@ Advanced Properties of SNMP Agent

=

File Edit Operations Tools

Address: 192,168, 3. 100

Bookmarks

(Aavresd.

Help

SNMP MIBs

4 MB Tree
&

’ ) hardware

J ipdusx

) enviromux 160

|y iso.org.dod.internet. private.enterprises.nti.products

Address |192. 168.3. 100

Port |161

Read Community publlc I

Write Community

SNMP Version |1

Cancel

6. With that information entered, the default SYSTEM will be accessible for SNMP browsing.
A connection that uses security will require more configuration, Refer to page 42 and your browser manual to apply the required

ad

ditional settings.

Once a connection is made, the browser will present a directory structure with tree organizing all the different variables of

information available from the SYSTEM. Click on the various categories and sub categories to go as deep into the hierarchy as
necessary. As seen in the image below, each variable of information presented has an OID assigned to it.
used in conjunction with other SNMP control systems to communicate and/or perform functions automatically.

These OIDs can be

- ) extSensorUnithame
extSensorStatus
extSensorMiiThreshold

info here

undefined {0)

¥ iReasoning MIB Browser — e B
File Edit Operations Tools Bookmarks Help
Address: | 192.168.3.100 - Advanced... 0ID: .1.3.6.1,4,1.3699.1.1,11, 1.5, 1. 1.2 P ~+ | Operations: | Get Bulk - ” Go
MR = < - 1S
EE enviromux 160 - Name/QID ¢ Value Type IP:Port
=k 1 masterUnit extSensorType, 1 temperatureCombo (3276%) Integer 192,168.3.1...
[ [y hostSystem extsensorType. 2 humidityComba {32770) Integer 192, 168.3.1...
s | lextSensorType. 3 light (22} Integer 192.168.3.1...
L intSensars extSensorType. 4 undefined (0) Integer 192.168.3.1...
=8 E \mS.enschabIe extSensorType, 5 temperature (1) Integer 192,168.3.1...
- & misensurEntry extSensorType. 6 undefined (0) Integer 192,168, 3.1...
intSensorlndex extSensorType. 7 humidity (2) Integer 192.168.3.1... |-
E !ntSensorType ; extSensorType.8 undefined (0) Integer 192,168.3.1...
!ntSensorDesmptlon extSensorType. 9 temperatureCombo (32769) Integer 192,168.3.1...
[ f”‘SEHSOTGmUD“b extSensorType. 10 humidityComba {32770} Integer 192, 168.3.1...
- intSensorGroup extSensorType. 11 1542 Integer  |192.168.3.1...
a itV o extSensorType, 12 1542 Integer 192,168.3. 1...
!ntSensorUn!t extSensorType. 13 pover (3) Integer 192.168.3.1...
- inSensortiiName extSensorType, 14 power (3) Tnteger 152.168.3.1...
E intSensorStatus extSensorType, 15 water (9) Integer 192.168.3.1...
!ntSensorMmThreshcld extSensorType, 16 undefined (0) Integer 192,168.3.1...
[# intsensorMaxThreshald extSensorType. 17 admpPower (3) Integer 192.168.3.1...
i dEWP“'”‘SETS‘”S extSensorType. 18 admpVoltage (7) Integer 192.168.3.1...
[ dewPointSensorTable extSensorType. 19 custom (32767) Integer  [192.168.3.1..
-m = aEEw =
g A AR Y " ] =l fextsensortype.20 custom (32767) Integer  |192.168.3.1...
= B EE”“’S 5 H extSensorType. 21 2% Integer  [192.188.3.1...
=4 extSensorTable -
= £ extSensorType. 22 A — 192.168.3.1...
; . :|
- - B extsensorEntry - extSensorType, 23 Sel ect h ere Fundeﬁ View OID h ere Integer 192.168.3.1...
- % extSensorIndex H Sel ect h ere extSensorType, 24 undefinET o7 Integer 192,168,3.1...
L E . extSensorType, 25 undefined (0) Integer 192.168.3.1...
.
. (& extSensorDescription H extSensorType. 26 undefined (1) Integer 192,168.3.1...
= 5 extSensorConnector extSensorType, 27 temperatureCombo (32789) Integer 192,168.3.1...
H ~|#F extSensorGrouphb . extSensorType. 28 humidityComba {32770) Integer 192.168.3.1...
. - @) extSensorGroup H extSensorType. 29 keyStation (17) Integer 152.168.3.1...
= 5 extSensorValue . extSensorType. 30 undefined {0) Integer
= 14 extSensorUnit x| View c ategory extSensorType, 31 E 2 motian (13) Integer
.
- .
= .
= .
= .
»
]

extSensorMaxThreshold =

- 'ﬁ Exﬁnsur!\am‘r’ab pammes

amam
F- | dignputs —— \
B+ | ipDevices 4
=), outRelays
=8 E outRelayTable
outRelayEntry
+ e% outRelayIndex
-} outRelayDescription
‘ outRelayStatus e
Name extSensorType v
[OID .1.3.6.1.4.1.3699.1.1,11. 1.5.1. 1.2
|MIB ENVIROMUX 160
!% Syntax INTEGER {undefined(0), temperature(1), humidity(2), power(3), lowValtage(4), ... [
[|Access read-anly
| |Status current
|Defval
Indexes extsensorIndex

h o

.. extSensors

= [T extSensorTable
Bﬁ’gﬁ EXtSEnSDrEI"ItI_’V
- extSen b Index

Each variable
has a value
that can be
identified with
an OID...

.

-l extSenshriGroup

E extSenshryalue

extSensbrunit

extSensbrstatus

.

N e

\is0,0rg.dod.internet. private. enterprises.nti.products. hardware .enviromux 16D masterUnit. extSensors.extSensor Table. e:

!

. and each var

sensor has a separate OID.

- e

E extSensErDescrlphon

extSenshrCannector
extSensl:rGroupr

) extSensbrUnitiame

——

extSensbrMinThreshold |
ensbrMaxThreshnIdl

iable for each [
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Each RJ45 Sensor port has two OIDs assigned, because the sensors that connect to these ports often have two possible
functions (Temperature/Humidity, ACLM-V with two connections, etc.). The image above shows they are numbered sequentially
(The “extSensor Type” variable for Port 1 is extSensorType.1l and extSensorType.2, port 2 is extSensorType.3 and
extSensorType.4, and so on, for a total of 4 extSensors (RJ45 Sensor) for an E-MINI-LXO.)

Each variable for a sensor that is reported has its own OID (i.e. Index number, type, description of the connected sensor, the
connector number the sensor is plugged into, group the sensor belongs to, etc.). When using OIDs, be sure to create an

association with the right variable.

To get specific results in the Result Table, right click on an item in the MIB Tree SLEIRES

and choose the type of search (“operation”) you want.

Get Next- will result in the next OID record of that category, displaying them one at

atime.

Get Bulk- will result in all the OIDs of that category being displayed at once, but only

that category

Get Subtree- will result in OIDs of that category and any sub-categories in the tree
Walk- will result in a listing of every OID in the system from the point at which you

select it until the last category in the tree.

Result Table

b MIE Tree

=~ |, iso.org.dod.internet. private. enterprises.nti.products
=}y hardware
. enviromux 160

. masterlnit
.. hostsystem
users
(¥ | intSensors
&~ | dewPointSensors
-
T Find in subtree
[ L ipDe Expand subtree
(- | ouths o
- | pwrs| Graph Vie Ctrl+R
-y even| Get Mext Ctrl+N
A G Bulk Ctri+B
B~ remo)
Bl remol Get Subtree Ctrl+E
- |, smok] Walk CtrleW
B env "
i || emTraps able Vie Ctrl+T
‘ otherProduct l
N

The operation can be selected with a right
click (above), or using the “Operations” field
(below). Once selected, press “Go”

,
TR A i L g

A

Y =

\

File Edit Operations Tools Bookmarks Help

[

\

Address: | 192,168.3.100 - Advanced... |OID: .1.3.6.1,4,1.3699.1.1.11.1.5.1 ~ | Dperations: | Get Mext - ,Go
SNMP MIBs __ Result Table |
MIB Tree - MName/oID Value Type IP:Port |
I - | is0.org.dod.internet.private.enterprises.nti products N |extSensorindex. 1 0 Integer 192.168.3.1... @
- | hardware | temperatureCombo (32769)
I - |y enviromux 16D extSensorDescription. 1 Temperature 1 OctetString [192,168.3.1.,, | =—
| [+ |, masterUnit extSensorConnector. 1 1 Integer 192.168.3.1... D
(- [ hostSystem extSensorGrouphb. 1 0 Integer 192.158.3.1...
""" users extSensorGroup, 1 I OctetString |192.168.3. 1., P
- [ intSensors extSensorValue. 1 755 Integer 192.168.3.L.. |——
[ | dewPointSensors extSensorlnit, 1 1 Integer 192.168.3.1... @
=+ [ extSensors extSensorUnithame. 1 F OctetString |192.168.3. 1.,
= [ extsensorTable extSensorStatus. 1 normal (1) Integer 192.168.3.1... | =&
BB extSensorEntry extSensorMinThreshold. 1 600 Integer 192.168.3.1...
% extSensorindex | extSensorMaxThreshold. 1 950 Integer 192.168.3.1...
extSensorType =
E extSensarDescription The value of each variable for the sensor can be listed
E extSensorConnector separate|y .
extSensorGrouphb
‘ extSensorGroup
E extSensorvalue
extSensorUnit
‘ extSensorUnithame
E extSensorstatus
—|#f extSensorMinThreshold
-
[ [ extSensorAdmTable
- | diglnputs =
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SETUP AND TEST SMS MESSAGING

To test a modem installed on an ENVIROMUX Monitoring System, you must first make sure the System has been
configured properly to use the modem. This guide will take you through the basic steps to do that.

details, see your respective product manual.

1. Install a USB modem as directed on page 19.

2. Configure the ENVIROMUX User Account Contact settings (Administration -> Users ->Edit User -> Contact
Settings) to receive SMS Alerts and enter a valid phone number for the SMS messages to be sent to for that user.

Also make sure that user is set to receive messages from the type of sensor causing the message to be sent. Make

sure enough boxes are checked under “Group Settings.” .

| Group Sattings

Logs

Internal Sensors
External Senors
Digital Inputs

IP Devices

IP Sansors
Output Relays.

Pawer Supplins

Contact Settings

E-mail Alarts
Brief E-mall

E-miail Address

Syslog Alerts

Syslog Facility

SHMP Traps

Sysloq/SHMP IP Address

5MS5 Alerts

LSMS Numbaer

&
User recoives notifications for Group 1

Ls
User receivies notifications for Group 2

¥
User receives notifications for Group 3

o
User receives notifications for Group 4

el
User receives notilications for Group 5

o
User receivies nolifications for Group &

o
User recelves notifications for Group 7

o
User recainves notifications for Group 8

I
User recelves alerts wia a-mail
User recaives briel e mail

UEI’:T@EDT“EWIICF‘!.WIH

E-mail addross for the user

o
User recalves alerts via syshog

Lecal @ -
Seliect the user's syshog ladility
User receives alerts via SHMP iraps

182.168.2.10
TP addrass whers syslog messagas /SHMP traps are sent for this user

For more

Y Make sure this is a valid phone
User recelves alerts via SMS
number

123-456- 7850

Phone number whers SMS messaqoss arn sent {or this user

(Image from the ENVIROMUX-XD web interface under User Settings)
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3. Configure a sensor to send alerts via SMS messaging.

The Sensor Configuration has the settings to be changed. First make sure the sensor will send messages to a
group the user is configured to get messages from, again, under “Group Settings” for that sensor.

Next make sure that “Enable SMS Alerts” is checked. Also make sure that “Disable Alerts” is NOT checked for this sensor.

Non-Critical Alart Saltings Make sure there is NO
Disable < checkmark in this box if you
Alerts Disable alert notifications for this sensor want this sensor to send alert
Alert Delay & Sec = messages!

Duration the sensor must be out of thresholds before alert is generated
Hotily B Hr =
AgainTime ... after which alert notifications will be sent agaln
Hotify on .
return bo Send a notification when this sensor returns to normal status
normal
Enabila o
Syslag Send alerts for this sensor via syslog
Alerts
Enable

SHMP Traps Send alerts for this sensor via SNMEP trap=

Enable L

E-mail Send alerts for this sensor via e-mail
Alerts

E-mail E-160-M Temperature 1 W

Subject

Subject of &- mails sent for alerts

——  Enable SMS Y

Alerts Sand alerts for this sensor via SMS You can not Only send Standard.
P SMS alerts that include the text in

Sennd < . . .

custom Replace standard SMS with a customized message the E-mail SL_Jb]eCt Ilne, you can

SMS also customize that message to

Customized < say something other than the text

M5 Customired SMS message sent for alerts n the e'mall SUbJeCt Ilne-

Enabile

Siren Turn on the siren when this sensor goes 1o alert

(Image from the ENVIROMUX-XD web interface under Sensor Configuration Settings)

4. Once the sensor is configured, and the user settings include the correct settings and valid phone number, a test
can be conducted.

To test the settings you will need to cause a sensor to go outside the alert conditions (or, change the settings so that
the current conditions ARE considered alert conditions).

Once the alert is tripped or simulated, the phone number for the configured user should receive the configured SMS
message.
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Troubleshooting

If no message is received, double-check all of the settings just described. Then check your modem status and strength under
Administration ->Enterprise.

When installed and working, the modem status will say “Ready” and the signal strength will be indicated. Ideally, signal strength
should always be at least -100db. (-99, -98 is better, -101,-102 is worse). If the modem is plugged in and not working, make
sure your SIM card is up to date and paid for with your service provider.

[~ GSM Modem Status

Modem Type: Not Available
IMEI:

Modem Status: Not Connected
Signal Power: No Signal

.._.x_._.

No Modem Installed

-] GSM Modem Status

Modem Type: USB Modem

IMEL: 352071041541975
Modem Status: Ready

Signal Power: -107 dBm

Modem properly installed. (Note: Signal strength shown here is extremely poor)

If the signal to the modem is too weak, then either the ENVIROMUX will need to be moved or the modem will have to
be moved (you can extend the modem up to 5 meters (16.4 feet) from the ENVIROMUX with a USB extension

cable).
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DATE/TIME BATTERY REPLACEMENT

The E-MINI-LXO is equipped with a replaceable battery that maintains the set date and time when the ENVIROMUX is powered
OFF. Inthe event you find that the date has been reset to “08/31/2009” after a power-cycle, this means the battery has reached
end of life and needs replacement.

To replace the battery:

1. Avoid Electrostatic Discharge (ESD) by grounding yourself before touching the ENVIROMUX. Failure to follow this step
may damage your ENVIROMUX.

2. Power OFF the ENVIROMUX.

WARNING: RISK OF ELECTRIC SHOCK!! If you prefer to change this battery while power is connected to avoid having to reset

the date and time, be extremely careful not to touch any other part of the circuit boards. Also, be careful not to let the battery fall
down onto the live circuit board.

3. Remove the screws that hold the top of the case to the ENVIROMUX (5 screws), locations indicated below by orange arrows)
and remove the cover to expose the circuit boards inside.

Note: Earlier models
had soldered-in
battery (not field
replaceable). These
units will have to be
returned to NTI for
battery replacement.

"H '_I'!']nldiii‘””

4. Locate the date/time battery in the ENVIROMUX (see image above).

5. Using a non-conductive stick-like object (ex. a Q-tip with the cotton removed from one end), press the battery out of the
battery holder. Be careful not to let it fall onto the circuit board if you are doing this with power ON.
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e 11| ... pressing the battery out from under

v ERIHd o .. .

- the retaining clip.
i | X NEE .

N : = .' E——

6. Re-install the new battery by reversing the process. (CR1225) Be very careful not to lift up too hard on the retaining clip. Lift
only far enough to slip the edge of the new battery under it and slide the battery back into place.

7. Carefully reinstall the cover to the base and install the screws removed.

8. If the ENVIROMUX was powered OFF during this procedure, power ON the ENVIROMUX and configure the correct time and
date using one of the control methods described earlier in this manual.
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TECHNICAL SPECIFICATIONS

Ports

Temperature/Humidity Inputs

Two female RJ45 connectors for connecting temperature sensors, humidity sensors, and/or
combined temperature/humidity sensors.

Max. Sensor Cable Length

Temperature and Humidity Sensors- 25 feet
Liquid and Contact Sensors- 1000 feet

DIGITAL IN Dry Contact
Closures

Five screw terminal pairs for connecting dry contact devices and liquid detection sensors.
* Potential-free.
* Qutput voltage: +5V DC
* Current limited to 10 mA
* Maximum contact resistance: 10K Ohm

Ethernet Port

One female RJ45 connector with LEDs.
10 BaseT Ethernet interface.

USB Console Port

Virtual Serial Port- USB Type B female connector

USB Devices Ports

Two female USB Type A connector
Supports USB 2.0 Full Speed

Output Relay

SPDT relay- contacts rated for up to 1A, 30VDC or 0.5A, 125VAC

Environmental

Operating temperature

32°F to 122°F (0°C to 50°C)

Storage temperature

-13°F to 149°F (-25°C to 65°C)

Operating and Storage Relative
Humidity

0 to 90% non-condensing RH

General

Compatible Modems

ENVIROMUX-GSM-3GU (NetComm N3GS003)

Protocols HTTP, HTTPS,SNMP, SMTP, TCP/IP, UDP, Xmodem, SSHv2, SSLv3, IP Filtering, LDAPV3,
AES 256-bit encryption, SNMPv1,v2c,v3
Power Supply 120VAC or 240VAC at 50 or 60Hz-9VDC/1.5A AC Adapter

Dimensions WxDxH (in.)

2.14x5.68x2.14

Approvals

RoHS
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TROUBLESHOOTING

Each and every piece of every product produced by Network Technologies Inc is 100% tested to exacting specifications. We
make every effort to insure trouble-free installation and operation of our products. If problems are experienced while installing this
product, please look over the troubleshooting chart below to see if perhaps we can answer any questions that arise. If the answer
is not found in the chart, a solution may be found in the knowledgebase on our website at
http://information.networktechinc.com/jive/kbindex.jspa or please call us directly at (800) 742-8324 (800-RGB-TECH) or (330)

562-7070 and we will be happy to assist in any way we can.

Problem

Cannot connect via telnet

Cause
telnet service not enabled

Solution
Enable telnet (page 43)

Cannot connect viaweb
interface- no login
screen

e wrong IP address

e HTTP not enabled

e HTTP moved from default (port
80)

e Use Discovery Tool to locate configured IP address
(page 22)

e Enable HTTP (page 41)

e |dentify port number assigned (page 41)

Cannot get Discovery Tool
to work

Java not installed

Java Runtime Environment must be installed before the
Discovery Tool can be used (page 22)

LDAP user cannot login

Login username and/or password does
not match same in ENVIROMUX user
list

Make sure the username and password used in the LDAP
server matches the username and password in the
ENVIROMUX user configuration (page 44)

Cannot login

cannot remember root password

Either restore default settings (page 85) or contact NTI for
assistance

Note: Do not try to manually edit the downloaded configuration file and then restore it to the ENVIROMUX
(page 39). The ENVIROMUX will quit working and you will have to return it to NTI to have default settings
restored. Factory restoration of the default settings is not covered under the product warranty.
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SMTP Error Codes:

Without

SSL

enabled:

Meaning

Comments

-1 SMTP_CONN_ERR, Cannot establish a connection to the SMTP server. Possible
reasons: bad setting for IP of SMTP server, firewall blocking the
connection

-4 SMTP_SERVER_NOT_READY_ERR, Server denied connection

-5 SMTP_EHLO_ERR, Server did not answer to HELO command

-6 SMTP_AUTH_NO_SUPPORT_ERR, Authentication method is not supported

-7 SMTP_AUTH_FAILURE_ERR, Authentication failure (user or password rejected)

-8 SMTP_BAD_FROM_ERR, SMTP Server did not accept the sender e-mail address

-9 SMTP_BAD_TO_ERR, SMTP Server did not accept the destination e-mail address

-10 SMTP_DATA ERR, SMTP Server did not accept the DATA command

-11 SMTP_BAD_DATA_ERR, SMTP Server did not accept the body of e-mail message

-100 SMTP_SSL_CONN_ERR, Failed to resolve connection to DNS server

-99 SMTP_SSL_CONN_ERR1, Cannot establish a connection to the SMTP server. Possible
reasons: bad setting for IP of SMTP server, firewall blocking the
connection

-98 SMTP_SSL_CONN_ERRZ2, System failed to create a socket (this is for internal reasons - like
network down (a highly unlikely occurrence))

-97 SMTP_SSL_PROTOCOL_ERR, SMTP server connected but did not accept SSL connection

-95 SMTP_SSL_SERVER_NOT_READY_ERR, | Server denied connection

-94 SMTP_SSL_EHLO_ERR, Server did not answer to HELO command

-93 SMTP_SSL_AUTH_NO_SUPPORT_ERR, Authentication method is not supported

-92 SMTP_SSL_AUTH_FAILURE_ERR, Authentication failure (user or password rejected)

-91 SMTP_SSL_BAD_FROM_ERR, SMTP Server did not accept the sender e-mail address

-90 SMTP_SSL_BAD TO_ERR, SMTP Server did not accept the destination e-mail address

-89 SMTP_SSL_DATA_ERR, SMTP Server did not accept the DATA command

-88 SMTP_SSL_BAD_DATA_ERR, SMTP Server did not accept the body of e-mail message

-87 SMTP_TLS_ERROR, Cannot connect through STARTTLS protocol. SMTP server

probably does not support this protocol. Disable STARTTLS.

123




NTI Mini Server Environment Monitoring System

HOW TO CREATE AN X.509 CERTIFICATE FOR ENVIROMUX

The ENVIROMUX family of products are designed to be configurable with security to limit access to their web interface controls.
The use of x.509 client authentication is one of the methods that may be used, and although the ENVIROMUX includes a default
x.509 CA certificate (page Error! Bookmark not defined.), this procedure will help you create your own custom x.509 CA
certificate to use with this feature. This procedure was created using Ubuntu Linux and OpenSSL (a requirement for creating the
certificate).

Note: Do not disable access to the ENVIROMUX web interface using http before you verify
that the https client authentication works properly (see page 131).

Creating a Certificate Authority using OpenSSL

The Root CA certificate will be used by a web server (ENVIROMUX) to authenticate the client (browser). It also needs to be
imported in a web browser as a Trusting authority.

An example SSL config file (openssl.cnf) can be found at http://www.networktechinc.com/environment-
monitor-16d._html#tab-6 . (You can edititin any text editor to customize for your own needs.)

Creating the Certificate Management Directories and Files

1. Create directory “ntiCA” in /usr/local/ssl for ntiCA certificate management and change to that directory.

(“nti” can be changed to whatever you want throughout this procedure, but do it consistently. Whatever you change it
to, make sure the openssl.cnf file is edited to match your changes)

mkdir Zusr/local/ssl/ntiCA
cd /usr/local/ssl/ntiCA

Create following directories in the ntiCA directory:
mkdir CA
mkdir server
mkdir server/certificates
mkdir server/requests
mkdir server/keys
mkdir user
mkdir user/certificates
mkdir user/requests
mkdir user/keys

The CA directory will be populated with the certificate authority certificate request, keys and certificate used to sign server and
user certificates. The server directory hierarchy will be used to manage certificate requests, keys and certificates issued for web
server hosts. The user directory hierarchy will be used to manage certificate requests, keys and certificates for users.

2. Issue the following commands to setup default contents of certificates and revocation list for these files:
(The percent sign (%) is the command prompt, not part of the command.)

% cd Zusr/local/ssl/ntiCA

% echo 01" > serial

% touch index.txt

The openssl.cnf file that you edited earlier (if you did) references these files so make sure they are created in the ntiCA directory.
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Creating the ntiCA Key and Certificate

The general process for creating a certificate includes:

1. Creating a private key
2. Creating a certificate request
3. Creating and signing a certificate from the certificate request

1. Create the CA key: Recor_r:mended for hi level of
security

% cd Zusr/local/ssl/ntiCA

% openssl genrsa -out ./CA/ntiCA.key 2048

Generating RSA private key, 2048 bit long modulus
++++++

++++++

e is 65537 (0x10001)

2. Create the CA certificate request:

% openssl req -sha512®-new -key ./CA/ntiCA_key -out ./CA/ntiCA.csr
You are about to be asked to enter information that will be incorporated into your certificate request.
What you are about to enter is what is called a Distinguished Name or a DN.
There are quite a few fields but you can leave some blank
For some fields there will be a default value,
If you enter "', the field will be left blank.
Country Name (2 letter code) [US]:
State or Province Name (full name) [OH]:
Locality Name (eg, city) [Aurora]:
Organization Name (eg, company) [NTI]:
Organizational Unit Name (eg, section) []:
Common Name (eg, YOUR name) []:your_user_name
Email Address [sales@ntigo.com]:

Please enter the following "extra®™ attributes
to be sent with your certificate request

A challenge password []:password

An optional company name []:

3. Self-sign the CA certificate:

% openssl x509 -req -sha512 -days 3650 -in ./CA/ntiCA.csr -out ./CA/ntiCA.crt -signkey
-/CA/ntiCA_key

Signature ok
Getting Private key

Verifying the CA certificate contents

At this point we have our self-signed CA certificate and our CA key, which will be used to sign the web server and client
certificates that we create. To verify the certificate contents, use the following command:

% openssl x509 -in ./CA/ntiCA.crt -text
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Creating a Web Server Certificate (This will need to be done for each web server)

The procedure for creating a web server certificate is similar to that for creating the CA certificate except that the web server
certificate will be signed using the CA key rather than self-signing with a web server-specific key.

1. Create the web server private key using a fully qualified DNS name (or IP address). When prompted for the pass phrase, enter
a password that you can remember.

% cd Zusr/local/ssl/ntiCA
% openssl genrsa -des3 -out ./server/keys/your_device_fqdn_or_ipaddress.key 2048

Generating RSA private key, 2048 bit long modulus
_______ ++++++

B ok o b ot o
e is 65537 (0x10001)

Enter pass phrase for ./server/keys/your_device_fqdn_or_ipaddress.key:

Verifying - Enter pass phrase for ./server/keys/your_device_fqdn_or_ipaddress.key:

2. Create the web server certificate request using the same fully qualified DNS name (or IP address) you used for the private key.
When prompted for the pass phrase for the keys in file ./server/keys/your_device_fqdn_or_ipaddress.key, enter the pass phrase
that you used for the private key. Also, it is vitally important that you set the Common Name value to the fully qualified DNS
name of your web server because that's the value that a browser client will verify when it receives the web server's certificate.

% openssl req -sha512 -new -key ./server/keys/your_device_fqdn_or_ipaddress.key -out
./server/requests/your_device_fqdn_or_ipaddress.csr

Enter pass phrase for ./server/keys/your_device_fqdn_or_ipaddress.key:

You are about to be asked to enter information that will be incorporated into your certificate request.
What you are about to enter is what is called a Distinguished Name or a DN.
There are quite a few fields but you can leave some blank
For some fields there will be a default value,
If you enter "', the field will be left blank.
Country Name (2 letter code) [US]:
State or Province Name (full name) [OH]:
Locality Name (eg, city) [Aurora]:
Organization Name (eg, company) [NTI]:
Organizational Unit Name (eg, section) []:
Common Name (eg, YOUR name) []:your_device_ fqdn_or_ipaddress
Email Address [ca@ntigo.com]:sales@ntigo.com

Please enter the following "extra® attributes
to be sent with your certificate request
A challenge password []:
An optional company name []:

3. Sign the web server certificate with the CA key:

% openssl ca -days 3650 -in server/requests/your_device_fqdn_or_ipaddress.csr -cert
./CA/ntiCA.crt -keyfile ./CA/ntiCA._key -out
./server/certificates/your_device_fqdn_or_ipaddress.crt -config <path_to_config
file>\openssl.cnf

In the command above, substitute the path to the config file “openssl.cnf’ in place of “<path_to_config_file>".
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DEBUG[ load_index]: unique_subject = "yes"
Check that the request matches the signature
Signature OK
Certificate Details:

Serial Number: 3 (0x3)

Validity

Not Before: Aug 18 17:41:07 2005 GMT

Not After : Aug 18 17:41:07 2006 GMT

Subject:

countryName = US

stateOrProvinceName = OH

organizationName = NTI

commonName = your_device_fqdn_or_ipaddress

emailAddress = sales@ntigo.com

X509v3 extensions:

X509v3 Basic Constraints:

CA:FALSE

Netscape Comment:

OpenSSL Generated Certificate

X509v3 Subject Key ldentifier:
OA:6B:79:E7:98:5F:30:7F:A0:67:4A-12:83:9C:0A:58:BE-8B:41:2A
X509v3 Authority Key ldentifier:
DirName:/C=US/ST=0H/L=Aurora/0O=NTIl /CN=NTI CA/emailAddress=sales@ntigo.com
serial:CD:93:0B:9F:5A:71:EB:8B

Certificate is to be certified until Aug 18 17:41:07 2026 GMT (365 days)
Sign the certificate? [y/n]:y

1 out of 1 certificate requests certified, commit? [y/nly
Write out database with 1 new entries
Data Base Updated
To verify the web server certificate contents, use the following command:
% openssl x509 -in ./server/certificates/your_device_fqdn_or_ipaddress.crt -text

Key values to look for are:

Subject CN=your_device_fqdn_or_ipaddress
Issuer CN=NTI1 CA
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Uploading Server Certificate to NTI device

The NTI ENVIROMUX webserver expects the certificate and key as a single file in "PEM" format.

Note: If your key has a password then you need to create a key without password.

Use the following command to export the file without the password.

) _ <your_key> , <your_certificate_name>
openssl rsa -in <your_key>_key -text > private._key

and <server_name> are placeholders.

. . i “Your__ certificate” is the web server

Use following command to create pem certificate file certificate you created, “your_key” is the
cat <your_certficate_name>.crt private.key > <server_name>.pem | CA key you created, and the “server_
name” is whatever you want the pem file

to be named.
On the ENVIROMUX WEB Interface menu Under “Administration” select “Security”.

In X509 certificates
Select the above file and press the button "Upload Server certificate and Key"

Creating a Client Certificate

The procedure for creating a client certificate is similar to that for creating the web server certificate.

Creating a user key

The following instructions create a private key for a user named your_name@ntigo.com. When prompted for the pass phrase,
enter a password that you can remember.

% cd Zusr/local/ssl/ntiCA

% openssl genrsa -des3 -out ./user/keys/your_name@ntigo.com.key 2048
Generating RSA private key, 2038 bit long modulus

P ok ot o ok o

_____ ++++++

e is 65537 (0x10001)

Enter pass phrase for ./user/keys/your_name@ntigo.com.key:

Verifying - Enter pass phrase for ./user/keys/your_name@ntigo.com.key:

Create the user certificate request

1. The following command creates a certificate request for a user with email address: your_name@ntigo.com and common name
your_name. When prompted for the pass phrase for the keys in file ./user/keys/your_name@ntigo.com.key, enter the pass phrase
that you used to create the user key (e.g. “password”).

% openssl req -sha512 -new -key ./user/keys/your_name@ntigo.com.key -out
./user/requests/your_name@ntigo.com.csr

Enter pass phrase for ./user/keys/your_name@ntigo.com.key:

You are about to be asked to enter information that will be incorporated into your certificate request.
What you are about to enter is what is called a Distinguished Name or a DN.
There are quite a few fields but you can leave some blank
For some fields there will be a default value,
If you enter "', the field will be left blank.
Country Name (2 letter code) [US]:
State or Province Name (full name) [OH]:
Locality Name (eg, city) [Aurora]:
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Organization Name (eg, company) [NTI]:
Organizational Unit Name (eg, section) []:
Common Name (eg, YOUR name) []:your_name

Email Address [ca@ntigo.com]:your_name@ntigo.com

Please enter the following “extra® attributes
to be sent with your certificate request

A challenge password []:

An optional company name []:

2. Sign the user certificate request and create the certificate

% openssl ca -in _/user/requests/your_name@ntigo.com.csr -cert _/CA/ntiCA.crt -keyfile
./CA/ntiCA_key -out ./user/certificates/your_name@ntigo.com.crt

Using configuration from /usr/local/ssl/openssl.cnf

DEBUG[load_index]: unique_subject = "yes"

3. Check that the request matches the signature
Signature OK
Certificate Details:
Serial Number: 4 (0x4)
Validity
Not Before: -----
Not After : —-—-—-
Subject:
countryName = US
stateOrProvinceName = OH
organizationName = NTI
commonName = your_nhame
emailAddress = your_name@ntigo.com
X509v3 extensions:
X509v3 Basic Constraints:
CA:FALSE
Netscape Comment:
OpenSSL Generated Certificate
X509v3 Subject Key ldentifier:
X509v3 Authority Key ldentifier:
DirName:/C=US/ST=0H/L=Aurora/O=NTI1/CN=your_nameCA/emailAddress=sales@ntigo.com
serial:CD:93:0B:9F:5A:71:EB:8B

Sign the certificate? [y/n]:y
1 out of 1 certificate requests certified, commit? [y/nly
Write out database with 1 new entries
Data Base Updated
Verifying the user certificate contents

To verify the user certificate contents, you can use the following command:

% openssl x509 -in ./user/certificates/your_name@ntigo.com.crt -text
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Importing a Client Certificate into Web Browsers

Web browsers like Firefox and IE can't use the certificates in the PEM format that is generated by OpenSSL . Consequently, we'll
need to export the user certificate to file formats that can be imported by web browsers.

Importing the client certificate in PKCS#12 format

Firefox and Internet Explorer 6.0 support the PKCS#12 certificate format. Use the following command to convert the user
certificate to this format.

NOTE: During the conversion process, you'll be asked for an export password. Enter anything you can remember, but
don't let it be empty because the file will contain your private key.

% openssl pkcsl2 -export -clcerts -in ./user/certificates/your_name@ntigo.com.crt -inkey
_/user/keys/your_name@ntigo.com.key -out ./user/certificates/your_name@ntigo.com.pl2

Copy the your_name@ntigo.com.pl2 file to a location where you can access it from your web browser via the file system.
Import Using Internet Explorer 6.0
To import a certificate, start IE and follow the instructions below:

Navigate to the Tools menu and click Internet Options

Click the Content tab

Click the Certificates button

Click the Import button

Follow the wizard instructions to select the certificate file

Enter the password you used to protect your certificate and private key

Import client certificates into the Personal store and root certificates for the CA that signed the web server certificates into the
Trusted Root Certification Authorities store

Click the imported certificate and then on the View button in the Certificate intended purposes group box. Click the Details tab

and then the Edit Properties button. Make sure that the Client Authentication option is checked.

For more detailed information, please see Microsoft Internet Explorer 6 Resource Kit, Chapter 6 - Digital Certificates.
Import using FireFox 1.5
To import a certificate, start FireFox and follow the instructions below:

Navigate to the Tools menu and click Options

Click the Advanced icon

Click the Security tab

Click the View Certificates button

Click the Import button and select the certificate file

Enter your master password for the Software Security Device

Enter the password you used to protect your certificate and private key
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Importing the nti CA root certificate into web browsers

In order to establish a chain of trust between the imported user certificate and the issuing certificate authority, you'll need to import
the nti CA certificate into your web browser.

Though the user interface for accepting the CA certificate varies, it is possible to import it for Firefox and IE 6.0 in this way.
Firefox 1.5

A dialog box appears and offers the choice of importing the CA certificate. Select the “Trust this CA” to identity web sites option,
then click the “OK” button. You may also select the “View” button to see the certificate contents before accepting it.

Internet Explorer 6.0

A dialog box appears and asks “Do you want to open or save this file?". Select the “Open” option, then click the “Install Certificate”
button when the certificate dialog appears.

Once you've successfully imported the nti CA you will be able to access the URL of the ENVIROMUX without being prompted to
accept the web server certificate.

Configuring NTI device to require Client Certificate

On the ENVIROMUX WEB Interface menu Under “Administration” select “Security”.

In X509 certificates select the file ntiCA.crt and press button "Upload CA certificate"

To enable the device to ask for client certificate select “certificate + login” in the "Mode" field under “User Authentication”.
Use https communication.

Note: Before disabling http be sure to verify https client authentication works properly.

|- server Settings

Enable Telnet 0 ) : :
Enable access to this device via telnet Don’t remove this checkmark until
you verify https client authentication

Enable SSH
Enw works properly

Enable HTTP Access
Enable access to this device via standard (non-secure) HTTP requests. HTTPS is always
enabled.

HTTP Port 80

Port for standard HTTP requests

HTTPS Port 443
Port for HTTPS requests

Web Timeout 20
Minutes after which idle web users will be logged out (0 disables idle logout)

Server settings section of Network configuration from ENVIROMUX web interface
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INDEX

AC adapter, 18
acknowledge, 26, 70, 71, 103
Administration, 38, 62
authentication, 95

battery replacement, 119
connect sensors, 5
console port connect, 66
crossover cable, 110

data log-view, 63, 99

DC Power Alert, 37

default IP address, 23
Device Discovery Tool, 22
DHCP server, 41

dismiss, 26, 70, 71, 103
download configuration, 39
downloads, 65
drivers-USB, 8

dry-contact sensors, 5
email setup, 111
enterprise configuration, 40, 86
Ethernet connection, 7
event and datal logs, 98
event log-view, 62, 98
event settings, 56

firmware update-web, 53
flash drive, 108

groups, 30

GSM modem, 19, 21
HTTP Server Port, 43, 89
IP Cameras, 36, 83

IP devices-configure, 33, 78
|P devices-monitor, 32

IP devices-view, 71

IP filtering, 51, 96

Java Runtime Environment, 22
LDAP mode, 49
LEDs-front panel, 18

liquid detection sensor, 6
login, 23

log settings, 99

log settings-configure, 63
log to flashdrive, 64
login-web interface, 23
mobile summary page, 109

monitoring-text menu, 69
monitoring-web interface, 25
mounting, 4

Network configuration, 86
Network Configuration, 41
output relay, 7, 34, 81
overview, 20

Password, 23, 109

port assignments, 110

port number, 43

reboot, 101

reboot, 54

reset button, 108

restore defaults, 39, 85
security, 49

security configuration, 94
sensors-configure, 72, 75
sensors-view, 70

service settings, 89

setup email, 111

smart alerts, 55

SMS Messaging, 116
SMTP server, 43, 87
SNTP server, 39

SSH, 67

Summary page, 24

system configuration, 38, 84
system information, 52, 101
Telnet, 67

text menu navigation, 69
text menu-login, 66

text menu-non-admin, 102
threshold, 29, 73

time settings, 84
troubleshooting, 122

USB Console port, 8

USB Flashdrive, 64

USB port, 108

user configuration, 44, 90
username and password, 23, 109
web browsers supported, 2
x.509, create, 124

X509 certificate, 50
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WARRANTY INFORMATION

The warranty period on this product (parts and labor) is two (2) years from the date of purchase. Please contact Network
Technologies Inc at (800) 742-8324 (800-RGB-TECH) or (330) 562-7070 or visit our website at http://www.networktechinc.com for
information regarding repairs and/or returns. A return authorization number is required for all repairs/returns.
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