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Communication Networks

INSTALLATION AND OPERATION MANUAL

CNFE3DOE2/M
RS232/422/485 DATA OVER ETHERNET TERMINAL SERVER

The ComNet CNFE3DOE2/M allows any combination of two RS-232, RS-422, or 2 or
4-wire RS-485 serial data circuits to be inserted onto any 10/100 Mbps Ethernet-based
network. The CNFE3DOE2/M units include two serial data input/output ports, and
three Ethernet ports featuring two electrical ports and one SFP port. It may be used to
tunnel serial data over an IP network or as a media converter, for converting copper
transmission media to fiber. Access one serial device from the Internet and another
serial device from a local area network (LAN) using SSH or SSL. The CNFE3DOE2/M
provides control of the remote hardware, as if it were connected directly to the PC
COM port. A USB to serial converter may be required in new PCs without a DB9 serial
connection.



INSTALLATION AND OPERATION MANUAL

Contents

Hardware description 3
Assign IP Address to a Terminal Server 4
Using Terminal Server as a Serial Extender over Ethernet 8
TCP Transport 8
UDP Transport 13
SSL Transport 17
Creating openssl certificates 23
SSH Transport 25
Creating SSH key pairs 29
Telnet Transport 29
HTTPS Configuration 33
OpenSSL Certificate, key and CA for HTTPS 39

TECH SUPPORT: 1.888.678.9427

CNFE3DOE2/M

INS_CNFE3DOE2/M

10/11/11  PAGE2



INSTALLATION AND OPERATION MANUAL CNFE3DOE2/M

Hardware description

The ComNet CNFE3DOEZ2/M terminal server supports Ethernet transmission over two copper
ports and one fiber port. The server is universally compatible with RS232, RS422, RS485 serial
data protocols. All configurations are done through its web server. Distances depend on which
SFP (Small Form Pluggable) module is used. The RJ45 Ethernet and SFP interfaces are all enabled.
They can function as an Ethernet media converter.
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Assign IP Address to a Terminal Server

A unique IP address has to be assigned to each terminal server device. You can connect one
at a time to change the default IP address. The default IP address of the device is the same:
192.168.10.1.

Connect the terminal server on to your local Ethernet network which your PC is connected to, and
power on the unit.

Follow the steps below to set up your PC IP address to the same subnet as the terminal servers.

Disable the machine’s wireless network connection and any other internet connections that could
interfere with the network being created.

Select the Internet Protocol (TCP/IP) connection within the Local Area Connection Properties from
start -> Control Panel -> Network Connections -> Properties.

- Local Area Connection Properties

General | Advanced

Connect using:

BE® Broadcom MetXtreme 57 Gigabit Co

This connection uses the following tems:

[ %= LLDP Protocol ~
[ %= Networ Monitor Driver
(3 Intemet Protocol (TCP/IF)

W
% ¥

Description

Transmission Control Protocol/Intemet Protocol. The defautt
wide area network protocol that provides communication
across diverse interconnected netwarks.

[ Show icon in notification area when connected
Notify me when this connection has limited or no connectivity

QK ] [ Cancel

Next, manually set your IP address to 192.168.10.100, for instance, and your subnet mask to
255.255.255.0, as shown below.

INS_CNFE3DOE2/M
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Internet Protocol (TCP/IP) Properties @

General

You can get |P settings assigned automatically f your network supports
this capability. Otherwise, you need to ask your network administrator for
the appropriate IP settings.

(O Obtain an IP address automatically

(&) Use the following IP address:

IP address: 192 . 168 . 10 . 100
Subnet mask: 255 .255 .255 . O
Default gateway:

(%) Use the following DNS server addresses:

Prefemed DNS server:

Altemate DNS server:

| ok || cance |

Click OK to finish the setting.

Open the browser on your PC, and type in 192.168.10.1 and open the Terminal Server Log in Page
as shown.

The default User Name and Password are both admin

Log in to the Terminal Server Home Page as shown.

Authentication required

http://192.168.10.1
Your connection to this site is not private

Username  admin

Password | s=»»+

m cancel

Terminal Server Log in Pop-up

INS_CNFE3DOE2/M
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comnet
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Advanced

Comnet Terminal server

CNFE3DOE2/M

Comnet Terminal Server

Network
Protocol

Device Mame (for
DHCP)

MNetBIOS Mame

Version

Device IP Address
Device Subnet Mask
Device Gateway
DNS Server

NTP Server

System Time:

TCP/SSL v | (Changing will terminate all existing connections)

SB70LCSX-6B52

SB70LC5X-6B52
02.07.0000

Static Settings

|192.168.10.10

|255.255.255.0

192.168.10.254

0.0.0.0

pocl.ntp.org

DHCP Assigned
Values

0.0.0.0

Mo valid time UTC (When page was loaded)

Address Mode

Mo DMS to look up MTP
server

Reset To Factory Defaults

Submit New Settings

Copyright © 2014 Comnet, LLC.

Terminal Server Network Page

Click on the Device IP Address text box.

Change the IP address to an IP address with subnet appropriate for your network. In the following
examples an IP address in subnet 192.168.10.xxx will be used.

Configure the IP address to 192.168.10.10 as shown in the Terminal Server Network Page.

Click Submit New Settings.

TECH SUPPORT: 1.888.678.9427
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" Comnet Terminal server
Network
m Protocol TCP/SSL v | (Changing will terminate all existing connections)
Password q
_ Device Name (for SB70LCSX-6B52 |
DHCP) SBT0LCSX-6B52
HTTPS
MetBIOS Name SB70LC5X-6B52
Ad d i
Static Settings DL LeEl el Address Mode
Device IP Address 192.168.10.10 |
Device Subnet Mask ~ [255.255.255.0 |
Device Gateway |192.168.10.254 |
DMS Server |D.D.0.0 |
NTP Server pocl.ntp.org 0.0.0.0 W (I ik [l e B
server
System Time: Mo valid time UTC (When page was loaded)
Reset To Factory Defaults Submit New Settings
Copyright © 2014 Comnet, LLC.

Terminal Server Configuration Page
Log in to the terminal server again using the new IP address.

If an IP address in a different subnet was used, be sure to change the PC’s network address to an
IP address in the appropriate subnet.

INS_CNFE3DOE2/M
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Using Terminal Server as a Serial Extender over Ethernet

TCP Transport

To use the Terminal Server as a serial extender over Ethernet, connect two terminal servers to your
local Ethernet network.

Configure Server

Configure the first device as a server:

» Set protocol to TCP/SSL on Network page.

comnet

Comnet Terminal Server

m Comnet Terminal server
TCP
Network
m Protocol TCP/SSL v | {Changing will terminate all existing connections)
Password .
R oevie vame e
MNetBIOS MName SB70LCSX-6B52
Ad d i
Static Settings LAEr Los il Address Mode
Device IP Address 192.1658.10.1 Static IP v
Device Subnet Mask 2552552550
Device Gateway 192.168.10.254
DMNS Server 0.0.00
NTP Server pool.ntp.org 0.0.0.0 him ES ik [l 1 s
server
System Time: Mo valid time UTC (When page was loaded)
Reset To Factory Defaults Submit New Settings

Copyright © 2014 Comnet, LLC.

Figure 1 Terminal Server Network Page

» C|iC|< TCP Iink

» Configure Port1 to listen for incoming connections on port 24

INS_CNFE3DOE2/M
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comnet

Comnet Terminal Server

TCP Port0

Listen for incoming network
connections

.U
o
&

®

Listening network port:

Passwor Timeout and disconnect after this many
seconds of inactivity.

Allow new connection if the existing
connection has been idle for this many
seconds.

(] L]

Advanced When to begil king outgoing tcp

9

connections:

| Never v | | Never v

Connect on network port:

Connect to this address:

Alternate address:

Timeout and disconnect after this many
seconds of inactivity.

Retry failed outgoing connections after this
many saconds.

Check and maintain valid connaction at
intervals in seconds.

T | L
T | L

Use custom packetization logic (below)

Number of characters to accumulate before
sending TCP packet:

Number of msec to wait for accumulated
characters:
0 waits forever.

Flush TCP frame when this character is
received (Enter NA to disable):

= = [
H i I
= = [
H i I

USE SSL rather than TCP for connections:

Always Save Serial Chars reguardless of
connection status:

Network Settings on Serial Port -
Advanced Serial Settings

Submit New Settings

Copyright © 2014 Comnet, LLC.

Figure 2 Terminal Server TCP Page

» Click Serial link
» Configure Port1 for RS422

INS_CNFE3DOE2/M
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Password

z
3
&

Advanced

comnet

Comnet Terminal Server

Serial

Data Port Settings:
Data Baud Rate:
Custom Baud Rate:
Data Bits:

Data Parity:

Stop Bits:

Flow Control:

AT Commands:

Port0 Port1
| DEBUG v| |Rs-422 v
0 | b |
| None v | None v
= v

Submit New Settings

Copyright © 2014 Comnet, LLC.

Configure Client

Figure 3 Terminal Server Serial Page

» Configure the second device as a client.

» Set protocol to TCP/SSL on Network page.

P

Password

z
3
&

Advanced

comnet

Comnet Terminal server

Comnet Terminal Server

Network
Protocol

Device Mame (for
DHCP)

NetBIOS Name

Version

Device IP Address
Device Subnet Mask
Device Gateway
DNS Server

NTP Server

System Time:

TCP/SSL v | (Changing will terminate all existing connections)

SB7OLCSX-6B5C
SB70LCSX-6B5C

02.07.0000

Static Settings

poos |

pocl.ntp.org

i

DHCP Assigned
Values

0.0.0.0

No valid time UTC (When page was loaded)

Address Mode

Static IP v

Mo DNS to look up NTP
server

Reset To Factory Defaults

Submit New Settings

Copyright © 2014 Comnet, LLC.

» C|iCk TCP Iink

Figure 4 Terminal Client Network Page

» Configure Port1 to connect to 192.168.10.1 port 24
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comnet

Comnet Terminal Server

TCP Port0 Port1

Listen for incoming network
connections

Listening network port:

Timeout and disconnect after this many
seconds of inactivity.

Allow new connection if the existing
connection has been idle for this many
seconds.

il

Advanced When to begin making outgoing tcp

3 v | If serial data received ¥ |
connections:

Connect on network port:

Connect to this address: | |1 92.168.10.1 |

Alternate address:

Timeout and disconnect after this many
seconds of inactivity.

Retry failed outgoing connections after this
many seconds.

Check and maintain valid connection at
intervals in seconds.

@
<
@
=
(%]
i

il

Use custom packetization logic (below)

Mumber of characters to accumulate before
sending TCP packet:

Number of msec to wait for accumulated
characters:
0 waits forever.

Flush TCP frame when this character is
received (Enter MA to disable):

= = [
H i I
= = [
H i I

USE SSL rather than TCP for connections:

Always Save Serial Chars reguardless of
connection status:

Network Settings on Serial Port -
Advanced Serial Settings

Submit New Settings

Copyright @ 2014 Comnet, LLC.

Figure 5 Terminal Client TCP Page

» Click Serial link
» Configure Port1 for RS422

INS_CNFE3DOE2/M
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Password

Advanced

comnet

Comnet Terminal Server

TCP
HTTPS

Serial Port0 Port1

Data Port Settings: | DEBUG v RS-422 v
Data Baud Rate:

Custom Baud Rate: |D ‘D |

Data Bits:

Data Parity:

Stop Bits:

Flow Control: | None v | None v

AT Commands: ] [m]

Copyright © 2014 Comnet, LLC.

TECH SUPPORT: 1.888.678.9427

Figure 6 Terminal Client Serial Page
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UDP Transport

MANUAL

CNFE3DOE2/M

To use the Terminal Server as a serial extender over Ethernet utilizing UDP, connect two terminal
servers to your local Ethernet network and configure devices as a client server connection.

Configure Server

» Set protocol to UDP on Network page.

comnet

Password

Comnet Terminal server

Comnet Terminal Server

Network
Protocol

Device Name (for
DHCP)

NetBIOS Name

Version

Device IP Address
Device Subnet Mask
Device Gateway
DNS Server

NTP Server

Systam Time:

UpP ¥ | (Changing will terminate all existing connections)

SBTOLCSX-6B5C

SB70LCSX-6B5C
02.07.0000

Static Settings
192.168.10.2

2552562550
92.168.10.254

0.0.0

I'o I: I|— |I|

ocl.ntp.org

DHCP Assigned
Values

0.0.0.0

Mo valid time UTC (When page was leaded)

Address Mode

Static IP v

No DNS to look up NTP
server

Reset To Factory Defaults

Submit New Settings

Copyright @ 2014 Comnet, LLC.

» Click UDP link

Figure 7 Terminal Server Network Page

» Configure Port1 to receive on port 24 & to transmit to 192.168.10.2 on port 25

TECH SUPPORT: 1.888.678.9427
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CNFE3DOE2/M

Comnet Terminal Server

Q
(@]
3
5
2

Password

=
3
3

Advanced

UDP Port0 Port1 |
Settings:

Incoming port:

iI
[

]
]

Qutgoing port:

Send output to this address: 192.168.10.2

Learn outbound address from last incoming O

packet
2 |

Mumber of characters to accumulate before
sending UDP packet:

i D

Mumber msec to wait for accumulated

characters: 100
0 waits forever.
Send UDP frame when this character is received:

(Enter NA to disable)

Submit New Settings

Copyright @ 2014 Comnet, LLC.

» Click Serial link
» Configure Port1 for RS422

Figure 8 Terminal Server UDP Page

comnet

T
=
8

Advanced

Comnet Terminal Server

Serial Port0 Port1

Data Port Settings: | DEBUG v RS-422 v
Data Baud Rate:

Custom Baud Rate: |I] | ‘D |

Data Bits:

Data Parity:

Stop Bits:

Flow Control: | None v | None v

AT Commands: (7] &

Copyright © 2014 Comnet, LLC.

TECH SUPPORT: 1.888.678.9427

Figure 9 Terminal Server Serial Page
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Configure Client

» Set protocol to UDP on Network page.

comnet

Comnet Terminal Server

Comnet Terminal server

Network
Protocol (Changing will terminate all existing connections)

Password 3
ey SBTOLCSX-6B5C |
DHCP) SBTOLCSX-6B5C

HTTPS
NetBIOS Name SB70LCSX-6B5C

_ Static Settings DE LT E Address Mode

Device IP Address 192 168.10.2

Device Subnet Mask 255 255.255.0
Device Gateway 192.168.10.254

DNS Server 0000

NTP Server pool.ntp.org 0.0.0.0 No DNS to look up NTP
server

System Time: No valid time UTC (When page was loaded)

Reset To Factory Defaults Submit New Settings

Copyright © 2014 Comnet, LLC.

Figure 10 Terminal Client Network Page

» Click UDP link
» Configure Port1 to receive on port 25 & to transmit to 192.168.10.1 on port 24

comnet

Comnet Terminal Server

UDP

Settings:

g

Port1 \

Incoming port:

Outgeing port:

1 L

HTTPS Send output to this address: | ‘192,158,10 1
m Learn outbound address from last incoming o
packet
Number of characters to accumulate before
Mumber msec to wait for accumulated
characters: 100 100
0 waits forever.
Send UDP frame when this character is received:

(Enter NA to disable)

Submit New Settings

Copyright © 2014 Comnet, LLC.

Figure 11 Terminal Client UDP Page

INS_CNFE3DOE2/M
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» Click Serial link
» Configure Port1 for RS422

comnet

Password

Advanced

HTTPS

Comnet Terminal Server

Serial Port0 Port1

Data Port Settings: | DEBUG v |RS-422 v
Data Baud Rate:

Custom Baud Rate: ‘D |D |

Data Bits:

Data Parity:

Stop Bits:

Flow Control: | None v | None v

AT Commands: (] (]

Copyright © 2014 Comnet, LLC.

TECH SUPPORT: 1.888.678.9427

Figure 12 Terminal Client Serial Page

CNFE3DOE2/M
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SSL Transport

To use the Terminal Server as a serial extender over Ethernet utilizing SSL, connect two terminal
servers to your local Ethernet network and configure devices as a client server connection.
Configure Server

» Set protocol to TCP/SSL on Network page.

[0 Ccomnet Terminal server
e —
m Protocol TCP/SSL v {Changing will terminate all existing connections)
Password 5
_ Device Name (for SBTOLCSX-6BZ2 |
MetBIOS Name SB70LCSX-6B52
Ad d i
Static Settings e agned Address Mode
Device IP Address 192.168.10.1 Static IP v
Device Subnet Mask 255.255 2550
Device Gateway 192.168.10.254
DNS Server 0.0.0.0
NTP Server pool.ntp.org 0.0.0.0 No DNS to look up NTP
server
Systam Time: Mo valid time UTC (When page was loaded)
Reset To Factory Defaults Submit New Settings
Copyright @ 2014 Comnet, LLC.

Figure 13 Terminal Server Network Page

» Click TCP link
» Configure Port1 to listen for incoming connections on port 24
» Check "USE SSL rather than TCP for connection”

INS_CNFE3DOE2/M
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Comnet Terminal Server

TCP Port0 Port1
Listen for incoming network = =)
connections . -

-

L
0l

Listening network port:

Timeout and disconnect after this many
seconds of inactivity.

Allow new connection if the existing
connection has been idle for this many
seconds.

When to begin making outgoing tcp |Never - | |Never - |
connections:
_ Connect on network port: 1000

Connect to this address: | |1 92.168.10.2 ‘

Alternate address:

Timeout and disconnect after this many
seconds of inactivity.

0L

Retry failed outgeing cennections after this
many seconds.

Check and maintain valid connection at
intervals in seconds.

Ll

o

Use custom packetization logic (below)

Number of characters to accumulate before
sending TCP packet:

Mumber of msec to wait for accumulated
characters:
0 waits forever.

Flush TCP frame when this character is
received (Enter NA to disable):

= = w3
H i I
= = ]
H i I

USE SSL rather than TCP for connections:

S

Always Save Serial Chars reguardless of
connection status:

Network Settings on Serial Port -
Advanced Serial Settings

Submit New Settings

Copyright € 2014 Comnet, LLC.

Figure 14 Terminal Server TCP Page

» Click Serial link
» Configure Port1 for RS422

INS_CNFE3DOE2/M
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comnet

Comnet Terminal Server

Serial
Data Port Settings:
Data Baud Rate:

Custom Baud Rate:

sword
Data Bits:
H
Data Parity:
Stop Bits:
Advanced Flow Centrol:

AT Commands:

] =
®

Port0 Port1

|DEBUG v R3-422 v
P P \

MNene »

|None v | \ MNene v |

v v

Submit New Settings

Copyright © 2014 Comnet, LLC.

Figure 15 Terminal Server Serial Page

» Click HTTPS link

» Select Choose File and load Certificate “device.crt”

» Select Choose File and load Certificate key “device.key”

comnet

Comnet Terminal Server

HTTPS
SSL Public Key Certificate
RSA Public/Private Key Pair

Certificate File to Install
Password

Key File to Install

HTTPS

User Installed

User Installed Display Public Key

Choose File | device.crt
Choose File | device. key

Install Certificate and Key

HTTPS - Hypertext Transfer Protocol over Secure Shell Layer (HTTPS) secure web site settings.

Key size must be at least 128 and no more than 1024 and in openSSL{openSSH) format.

Copyright © 2014 Comnet, LLC.

Figure 16 Terminal Server Certificate and key files

» Select Install Certificate and Key

TECH SUPPORT: 1.888.678.9427
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Configure Client

MANUAL

» Set protocol to TCP/SSL on Network page.

comnet

Password

=
=
®

Advanced

» Click TCP link

Comnet Terminal server

Comnet Terminal Server

Network
Protocol

Device Mame (for
DHCP)

NetBIOS Name

Version

Device IP Address
Device Subnet Mask

Device Gateway

Figure 17 Terminal Client Network Page

TCPISSL v | (Changing will terminate all existing connections)

SB7OLCSX-6B5C

SB70LCSX-6B5C
02.07.0000

Static Settings

192.168.10.2
255.255.255.0

» Configure Port1 to connect to 192.168.10.1 port 24
» Check "USE SSL rather than TCP for connection”

DHCP Assigned
Values

Address Mode

Password

HTTPS

CAceris

Advanced

» Click Serial link
» Configure Port1 for RS422

TECH SUPPORT: 1.888.678.9427

Comnet Terminal Server

o)
O
3
5
il

TCP

Listen for incoming network

connections

Listening network port:

Timeout and disconnect after this many

seconds of inactivity.

Allow new connection if the existing
connection has been idle for this many

saconds.

When to begin making outgoing tcp

connections:
Connect on network port:
Connect to this address:

Alternate address:

Port0 Port1

[m] [m]

I

| Mever v | If serial data received ¥ |
[ |

[ | 192.188.10.1 |
|

Figure 18 Terminal Client TCP Page

CNFE3DOE2/M
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comnet

Port1
Data Port Settings: | DEBUG v| |RS422 v

Serial

g

Data Baud Rate: 15200 v 115200 »

Custom Baud Rate:

Data Bits:
Data Parity:

Stop Bits:

Advanced Flow Control: | None v | None v

AT Commands: (] (]

= -
7 (2]
b h-}
3=
3
=l [= =L
< |5
i}
-
- |Z
<3
i}
.

Submit New Settings

Copyright @ 2014 Comnet, LLC.

Figure 19 Terminal Client Serial Page

» Click CAcerts link
» Select Choose File and load Certificate “CA.crt”

comnet

Comnet Terminal Server

CN Name Public Key Link Delete
p Show Publickey Delete
Certificate File to Install| Chooss Fils |CAcrt Add Mew client CA

Password

TTI
Key size must be at least 128 and no more than 1024 and in openSSL{openSSH) format.

Advanced

Copyright © 2014 Comnet, LLC.

Figure 20 Terminal Client Certificate Authority certificate file

» Select Add New client CA

INS_CNFE3DOE2/M
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MANUAL

comnet

firl
h-]

= =
3

Password

Advanced

Comnet Terminal Server

CN Name Public Key Link Delete
Show Publickey Delete
Certificate File to Install| Choose File | No file chosen Add New client CA

Key size must be at least 128 and no more than 1024 and in openSSL{openSSH) format.

Copyright @ 2014 Comnet, LLC.

TECH SUPPORT: 1.888.678.9427

Figure 21 Terminal Client CA Certificate add

CNFE3DOE2/M
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Creating openssl certificates

» Open terminal on a Linux machine
Client Certificate

development@ubuntu:~/ssls

development@ubuntu:~/ssls

development@ubuntu:~/sslS$ openssl genrsa -out CA.key 10824

Generating RSA private key, 1024 bit long modulus

£00000000000000000030000000000000000090000000090000003000000000009000000309000000309 0 AARARRS
bt

e is 65537 (0x10001)

development@ubuntu:~/sslS$ openssl req -new -key CA.key -x589 -days 365 -out CA.crt

You are about to be asked to enter information that will be incorporated

into your certificate request.

What you are about to enter is what is called a Distinguished Name or a DN.

There are quite a few fields but you can leave some blank

For some fields there will be a default value,

If you enter '.', the field will be left blank.

Country Mame (2 letter code) [AU]:US

State or Province Name (full name) [Some-State]:California
Locality Mame (eg, city) []:SanDiego

Organization Name (eg, company) [Internet Widgits Pty Ltd]:Comnet
organizational Unit Name (eg, section) []:

Common Name (e.g. server FQDN or YOUR name) []:192.168.18.2
Email Address []:

development@ubuntu:~/ssls 1s -1

total 8

-rW-rw-r-- 1 development development 940 Feb 6 ©9:29 CA.crt
-rW-rw-r-- 1 development development 887 Feb 6 09:26 CA.key
development@ubuntu:~/ssl$ I

Figure 22 Client Self Signed Certificate

Server Certificate

development@ubuntu:~/ssl$
development@ubuntu:~/ss1S openssl genrsa -out device.key 1824
Generating RSA private key, 1024 bit long modulus

e is 65537 (0x10001)

development@ubuntu:~/ss1S

development@ubuntu:~/ss1S openssl req -new -key device.key -out device.csr
You are about to be asked to enter information that will be incorporated
into your certificate request.

what you are about to enter is what is called a Distinguished Name or a DN.
There are quite a few fields but you can leave some blank

For some fields there will be a default value,

If you enter '.', the field will be left blank.

Country Name (2 letter code) [AU]:US

State or Province Name (full name) [Some-State]:California
Locality Name (eg, city) []:San Diego

Organization Name (eg, company) [Internet Widgits Pty Ltd]:Comnet
organizational Unit Name (eg, section) []:

Common Name (e.g. server FQDN or YOUR name) []:192.168.18.1

Email Address []:

Please enter the following 'extra' attributes

to be sent with your certificate request

A challenge password []:

An opticnal company name []:

development@ubuntu:~/ss1$

development@ubuntu:~/ssl$ openssl x509 -req -days 365 -in device.csr -CA CA.crt -CAkey CA.key -CAcreateserial -out device.crt
Signature ok

subject=/C=US/ST=California/L=San Diego/O=Comnet/CN=192.168.10.1

Getting CA Private Key

development@ubuntu:~/ssl$

Figure 23 Server Self Signed Certificate
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development@ubuntu:~/ssl$
development@ubuntu:~/ssls 1s -1
total 24
-TW-TwW-r-- 1
-TW-TW-r-- 1
-TW-Tw-r-- 1
1
1

-rW-rw-r--
-FW-rw-r--
-rW-rw-r-- 1

development@ubuntu:~/sslS
development@ubuntu:~/ssl$

TECH SUPPORT: 1.888.678.9427

development
development
development
development
development
development

development
development
development
development
development
development

CA.crt
CA.key
CA.srl
device.crt
device.csr
device.key

Figure 24 Client and Server Certificates & keys
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SSH Transport

MANUAL

CNFE3DOE2/M

To use the Terminal Server to connect a serial device over Ethernet utilizing SSH, connect a
terminal server and a laptop to your local Ethernet network configuring both devices as a client

server connection.

Configure Server

» Set protocol to SSH on Network page.

comnet

Password

Advanced

Comnet Terminal server

Comnet Terminal Server

Network
Protocol

Device Name (for
DHCP)

MNetBIOS Name

Version

Device IP Address
Device Subnet Mask
Device Gateway
DNS Server

NTP Server

System Time:

(Changing will terminate all existing connections)

SBT0LCSX-6B52

SB70LCSX-6B52
02.07.0000

Static Settings

2552552550
192.168.10.254

0.0.0.0

pool.ntp.org

DHCP Assigned
Values

0.0.0.0

No valid time UTC (When page was loaded)

Address Mode

Static |P v

No DNS to look up NTP
server

Reset To Factory Defaults

Submit New Settings

Copyright @ 2014 Comnet, LLC.

» Click SSH link

Figure 25 Terminal Server Network Page

» Configure Port1 to listen for incoming connections on port 22

TECH SUPPORT: 1.888.678.9427
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MANUAL

comnet

Password

Comnet Terminal Server

SSH

o)

ort0 Port1
Listen for incoming network connections
Listening network port:

Timeout and disconnect after this many seconds of
inactivity.

Allow new connection if the existing connaction has been
idle for this many seconds.

Use custom packetization logic (below)

Mumber of characters to accumulate before sending TCP
packet:

Mumber msec to wait for accumulated characters:
0 waits forever.

Flush TCP frame when this character is received (Enter
MNA to disable):

ﬁiicliiﬂcl
ﬁiicliii@

SSH Keys SSH Keys

Network Settings on Serial Port - Advanced Serial
Settings

Submit New Settings

Copyright © 2014 Comnet, LLC.

» Click SSH Keys link

Figure 26 Terminal Server SSH Page

» Click Choose File and select ssh rsa key pair “id_rsa”

» Click Install Key

comnet

-
3
8

Advanced

Comnet Terminal Server

SSH Keys

RSA Public/Private Key Pair User Installed Display Public Key

DSA Public/Private Key Pair Default Display Public Key

Choose File | id_rsa |
Install Key

RSA or DSA Key File to Install

SSH Keys - Key size must be at least 512 and no more than 4096 and in openSSH{openSsL) format.

Copyright @ 2014 Comnet, LLC.

» Click Serial link
» Configure Port1 for RS422

TECH SUPPORT: 1.888.678.9427

Figure 27 Terminal Server Keys Page
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comnet

Serial Port0 Port1
Data Port Seftings: DEBUG v RS-422 v
Data Baud Rate: 115200 » 115200 v
Custom Baud Rate: 0 o
Data Bits: v 3
Data Parity: Mene ¥ Nene ¥
Stop Bits: 1 1
Flow Contral: Neone v Naone v
AT Commands: rd 7
Submit New Settings

Figure 28 Terminal Server Serial Page

Configure Client Laptop
» Open Tera Term and select SSH and TCP port 22

File Edit 54 Tera Term: New connection

@ TCF/IP Host: 192.168.10.1
¥| History
Service: O Telnet TCP portif: 22

@ SSH SSH version: |55H2 v|

Other S ——
Protocol: |UNSPEC v|

Serial

| 0K | | Cancel | | Help

Figure 29 Terminal Client Tera Term

» On SSH Authentication Pop Up click RSA and select Private key file id_rsa

INS_CNFE3DOE2/M
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Logaging in to 192,168.10,1

Authentication reguired.

User name:

Passphrase:

Remember password in memary
|| Forward agent

() Use plain password to log in

@ Use RSA/DSA/ECDSA/ED25519 key to login | Private key file: | 4anual\ssHYd_rsa

Lise rhosts to log in (S5H1)

Host private key file:

(7 Use challenge fresponse to log infkeyboard-interactive)

(7 Use Pageant to log in

[ Disconnect

Figure 30 Terminal Client Tera Term SSH Authentication

INS_CNFE3DOE2/M
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Creating SSH key pairs

Open terminal on a linux machine

$ ssh-keyge
Generating publi v E . ]
file 1n C h / /id_rsa): id_rsa

jed in id_rsa.
n id_rsa.pub.

RSTREMPEL

1
1R
1
1R
1
1R
1
1R
1
1R

-rw-r—-r

Figure 31 Creating SSH key pairs

Telnet Transport

To use the Terminal Server to connect a serial device over Ethernet utilizing Telnet, connect a
terminal server and a laptop to your local Ethernet network configuring both devices as a client
server connection.

Configure Server

» Set protocol to TCP on Network page.

INS_CNFE3DOE2/M
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comnet

Comnet Terminal server

Network
Protocol TCP/SSL v | (Changing will terminate all existing connections)
Drigs ame tfor SBTOLCSX-8852 |
DHCP) SBTOLCSX-5B52
MetBIOS Name SB70LCSX-6B52
Version 02.07.0000

Ad d i

g Static Settings TEEP St Address Mode
Values

Device IP Address 192.168.10.1

Device Subnet Mask 255.256.255.0
Device Gateway 192.168.10.254

NTP Server poolntp.org 0.0.0.0 No DNS ta look up NTP
server

I

Systam Time: Mo valid time UTC {(When page was loaded)
Reset To Factory Defaults Submit New Settings

Copyright @ 2014 Comnet, LLC.

Figure 32 Terminal Server Network Page

» C|iCk TCP Iink

» Configure Port1 to listen for incoming connections on port 24

INS_CNFE3DOE2/M
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comnet

Comnet Terminal Server

TCP Port0 Port1

Listen for incoming network
connections

Timeout and disconnect after this many

seconds of inactivity.

<

connection has been idle for this many
seconds.

When to begin making outgoing tcp |Never v ‘
connections:
_ Connect on network port:

Connect to this address: [192.168.10.4 | 192168.102 |

HTT P -
_ Allow new connection if the existing

[=] [ [¥]
ﬁ % I ii

=

@

[

H

Alternate address: |(Er|ter IP Address) ‘

Timeout and disconnect after this many
seconds of inactivity.

Retry failed outgeing connections after this
many seconds.

Check and maintain valid connection at
intervals in seconds.

[

=]

w =y

2] w

=1 =1
@
@
=]
)

Use custom packetization logic (below)

Number of characters to accumulate before
sending TCP packet:

Number of msec to wait for accumulated
characters:
0 waits forever.

Flush TCP frame when this character is
received (Enter NA to disable):

= =
= = w

USE SSL rather than TCP for connections:

Always Save Serial Chars reguardless of

- (] (]
connection status:

Network Settings on Serial Port -
Advanced Serial Settings

Submit New Settings

Copyright @ 2014 Comnet, LLC.

Figure 33 Terminal Server TCP Page

» Click Serial link
» Configure Port1 for RS422
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comnet

Serial Port0 Port1
Data Port Settings: DEBUG v RS-422 v
Data Baud Rate: 115200 » 115200 v
Custom Baud Rate: 0 o
Data Bits: v 3
Data Parity: Mene ¥ Nene ¥
Stop Bits: 1 1
Flow Contral: Neone v Naone v
AT Commands: v 7
Submit New Settings

Figure 34 Terminal Server Serial Page

Configure Client Laptop
» Open Tera Term and select Telnet and TCP port 24

A Tera Term: New connection

@ TCPIP Host: 192.168.10.1
/| History
Service: @ Telnet TCP port#: 24

SE8H 5SH version: 55H2

Other —————
Protocol: |UNSPEC -~

Serial

| oK | | Cancel | | Help

Figure 34 Terminal Client Tera Term
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HTTPS Configuration

» C|iC|< HTTPS

» Select Certificate File to Install Choose File "device.crt”

» Select Key File to Install. Choose File “device.key”
» Click Install Certificate and Key

Password

CAcerts

Advanced

TCP
HTTPS

comnet

Comnet Terminal Server

HTTPS

SSL Public Key Certificate User Installed ‘
RSA Public/Private Key Pair User Installed Display Public Key

Certificate File to Install device.cri

Key File to Install device.key

Install Certificate and Key

HTTPS - Hypertext Transfer Protocol over Secure Shell Layer (HTTPS) secure web site settings.

Key size must be at least 128 and no more than 1024 and in openSSL{openSSH) format.

Copyright © 2014 Comnet, LLC.

CNFE3DOE2/M
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Figure 36 Terminal Server Certificate and Key files
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Internet Explorer Configuration
» Click on tools and select Internet options

Internet Opticns

i il L
N

General Security | Privacy | Content | Connections I Programs | Aduanced|

Eand

Home page
/’ To create home page tabs, type each address on its own line.
=
1 hitps:/fwww.google.com/Tgws_rd=ssl -
[ IUse current ] ’ Use default l [ Use new tab
Startup

Start with tabs from the last session

(@ Start with home page

Tabs

Change how webpages are displayed in tabs, Tabs

Brawsing history

Delete temporary files, history, cookies, saved passwords, and web
form information.

Delete browsing history on exit

[ Delete... ] [ Settings l |

Appearance

Colors H Languages ” Fonts H Accessibility ]

[ 0K H Cancel l Apply

Figure 37 Terminal Client IE Options
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» Click Content tab and click Certificates

~

Internet Opticns

R

| zeneral | Security | Privacy

Content

Connections | Programs I Aduanced|

Certificates

Use certificates for encrypted connections and identification,

| ClearssLstate ||

Certificates ] [ Publishers ]

AutoComplete

for yaou.
Feeds and Web Slices

AutoComplete stores previous entries [ Settings ]
on webpages and suggests matches

A

programs.

Feeds and Web Slices provide updated [ Settings ]
content from websites that can be
read in Internet Explorer and other

QK

] l Cancel Apply

Figure 38 Terminal Client IE Certificates

» Click Trusted Root Certifications Authority tab

TECH SUPPORT: 1.888.678.9427
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[t et et g

=

Certificates

i

Intended purpose:

<All=

)

| Intermediate Certification Authorities | Trusted Root Certification Authorities | Trusted Publ * | *

Certificate intended purposes

Server Authentication, Client Authentication, Secure Email, Code Signing, Time
Stamping, Encrypting File System, IP security tunnel termination, IP security

user

Learn more about cerfificates

View

Issued To Issued By Expiratio...  Friendly Name il
@AddTrust External ... AddTrustExternal CA... 5/30/2020  The USERTrust ... |E|
_ﬂJ.ﬁ.f'ﬁrmTrust Comme... AffirmTrust Commercial  12/31/2030 Trend Micro
_aJBaIﬁman CyberTru,.. Baltmore CyberTrust... 5/12f2025  DigiCert Baltimor...
_EJCEthm CA Certum CA 6/11/2027  Certum
_EJCEthm Trusted Me... Certum Trusted Metw... 12/31/2029 Certum Trusted ...
_aJCIass 3 Public Prima... Class 3 Public Primary ... 8/1/2023 VeriSign Class 3 ...
_aJCDMDDD RSA Cert,., COMODO RSA Certific... 1/13/2038 COMODO SECL...
_aJCnpyright {c) 1957 ... Copyright () 1997 Mi... 12/30/1999 Microsoft Timest...
_aJDigiCnart Assured ID,.. DigiCert Assured IDR..., 11/3/2031  DigiCert -
[ Impart... ] [ Export... ] Remaove

Cloze

» Click Import...

Figure 39 Terminal Client IE Root CA

» Use wizard to load CA certificate “CA.crt”

» Place in Trusted Root Certification Authorities

TECH SUPPORT: 1.888.678.9427
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BAPL RO ) " ——

L
- =

1 Certificate Import Wizard 2

Certificate Store

Certificate stores are system areas where certificates are kept.

Windows can automatically select a certificate store, or you can specify a location for
the certificate,

(71 Automatically select the certificate store based on the type of certificate
@) Place all certificates in the following store

Certificate store;

Trusted Root Certification Autharities

Learn more about certificate stores

Figure 40 Terminal Client IE Certificate Store

» Finish wizard and close Internet Explorer

» Terminal Server is now accessible using HTTPS with Internet Explorer

INS_CNFE3DOE2/M
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FireFox Configuration

» Click on tools and select options

- X
v - TEEEER

¥ Options

c @ Firefo aboutpreferences

&+ General General

Q Search Startup

¥ Always check if Firefox is your default browser

ﬂ Privacy & Security
. Firefox is not your default browser Make Default...

S Firefox Account
‘When Firefox starts
® Show your home page
Show a blank page

® Firefox Support Show your windows and tabs from last time

Figure 41 Terminal Client FireFox Options

» Click Privacy & Security
» Click View Certificates

Certificate Manager

Your Certificates People Servers Authorities Others

You have certificates on file that identify these servers

Certificate Name Server Lifetime Expires On i
aCNNIC i
MCSHOLDING TEST * Permanent Friday, April 03, 2015 |E|
aDigiNotar
DigiNatar Cyber CA = Permanent Tuesday, Octaber 04, 2011
DigiNotar Cyber CA - Permanent Friday, September 20, 2013
DigiNotar Root CA - Permanent Monday, March 31, 2025 i
View... Export... Delete... Add Exception...

Figure 42 Terminal Client FireFox Certificate MGR

» Click Servers and Add Exception

INS_CNFE3DOE2/M
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Add Security Exception

. You are about to override how Firefox identifies this site,

¢ f I! . Legitimate banks, stores, and other public sites will not ask you to do this.

Server

Location:  https://192168.10.1

Certificate Status

View...

Permanently store this exception

“ Confirm Security Exception

Figure 43 Terminal Client FireFox Exception

» Click Get Certificate
» Click Confirm Security Exception
» Close FireFox

» Terminal Server is now accessible using HTTPS with FireFox

OpenSSL Certificate, key and CA for HTTPS

» Use same SSL certificates

INS_CNFE3DOE2/M
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ComNet Customer Service
Customer Care is ComNet Technology's global service center, where our
professional staff is ready to answer your questions at any time.

Email ComNet Global Service Center: customercare@comnet.net
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